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81 vdi cdc gia dinh, vdn phong nhd, cdc quin ci phé va

khdch san ¢é nhiéu mdy tinh, sy n6i mang khdng diy la

mot phirgng phdp tuyée vai d¢ k€L ndi cdc may tinh lai vdi
nhau nhim d& dang giao ticp. trao d6i thong tin, chia s¢ cdc lile v
mdy in, va thim chi chdi game trén mang. Dong (hdi diy ciing la
md( phudng ti¢n thui vi dé truy cdp Internet va k&L ndi moi ngud)
rén khiip th¢ gidi lai véi nhav.

Chinh vi viy, quyén sich "Céan ban mang khong ddy (wireless)"
duge bicn soan nhim muc dich hudng din 8t ¢& nhirng diém cin
bin vé nd1 mang khong day, cdch xdy dung cdc mang khong day
va 1am th¢ nao d¢ tin dung c¢dc mang nay mdt cich hidu qua. Cu
(thé, sdch ¢i vao trinh bay cich chon cac thinh phin mang khong
diy. phin loai cdc ndi k€t Internet bang tan rong, cai dit trong mos
trudng Windows XP, tao tai khoian ngudi diing, cdu hinh cic router
v adapter khong diy. cidu hinh mang gia dinh Windows, sit dung
ciac hotspot khong diy, chia s¢ thong tin va cic i nguyén mang,
vi cdc phudng phdp an ninh d€ bio v an toAn mang khdng day.

Sach gédm 13 chuong, dude b3 cuc theo cic bude tic vu dudc
didnh s ro rang nhim giip ban nhanh chéng tip trung vao nhing
tic vu cu th¢ ma ban mudn thuc hién ngay. Hy vong vdi cich bd
cuc ndy va sy tinh by ngdn gon, quyén sdch sé that su hitu ich
¢ho ban doc trong linh vye xdy dyng mang khéng diy an toaw, dac
bi¢t la cic mang gia dinh vd vian phong nhd.

Chiing 161 tha( sy rat vinh hanh néu nhin dugc su gép ¥ chan
tinh (¥ quy ban doc. Xin chin thanh cdm dn.

Tde gia
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Chuong |

CAN BAN VE XAY
DUNG MOT MANG
KHONG DAY (WIRELESS)

ma cling cé nhiéu may tinh. Va hau h&t nhitng ngudi dung gia dinh va

van phong nhd A& giai quyét cac van dé ndi k&t may tinh nay sao cho
ho ¢6 thé chia sé cac file va nhitng nguén tai nguyén khac, chang han nhu
cac may in va mdt néi két Internet téc 3o cao.

Bang chung clia nhitng sy tham nhap nay vao kha nang két ndi may tinh
thudng rat rd rang, d6 la cac day mang bén dudi chan va trén dau. Mot gidi
phap t8t hon 1a xay dyng mang khéng day (wireless) hodc WLAN (mang cuc
bd khdng day). V&iloai mang nay, nhu khdng chi loai bd moi su ndi cap mang
ma ban con dit mot thi€t bj "thdng minh", mdt router khdng day dé fam trung
gian gitta mang khéng day clia ban va néi két Internet bang tan rong (broad-
band).

Chugng nay sé trinh bay cach cac may tinh giao ti€p véi nhau nhu thé nao
va sy ndémang khong day dugce thuc hién ra sac. Chuong cling thao luan cac
thanh phan ndi mang khéng day va cach ban ¢é thé tan dyng t6i da mang
khang day trong van phong nho hoac gia dinh.,

N gay nay, chdng co gi la la khi trong mét gia dinh hay vin phong nhd

Cach giao tiép cuia ciac may tinh

Trudc khi xem xét sy néi mang khéng day that sy dién ra nhu thé nao. hay
xem xét sa lugc cach cac may tinh giao ti€p vdi nhau trén mdét mang. B& cac
may tinh giao tiép trén mot mang, phai c6 mét cau tric mang xac dinh cach
dii fiéu di chuyén t mot may tinh qua day trén mat LAN dugc néi cap) hoac
tin hiéu khéng day (trén mat WLAN) nhu thé& nao.

Cau tric mang dudc si dung rong rai nhat 1a Ethernet. Cac chuén Ethernet
dinh nghia cach adapter mang Etharnet, switch Ethernet, access point Ethernet
va nhiing thiét bj Ethernet khac truyén di liéu trén mang. Toc dd truyén dir
liéu dugc do bang cac bit mbi giay (bps). Mdt bit la mdt chii 8 nhi phan, 1
hoac 0 (nd la don vidi lidu nhd nhat, 8 bittao nén mbt byte). Ethernet cung



12 Chuong 1: CAN bAw vE xAy dyng mdr mang khong dAy (wireless)

cap cac toc dd truyén di liéu vugt qua mat triéu bit mai gidy (Mbps). D&ivdi
viéc ndi mang, bAng théng dugc xem 12 s bit duge g&i qua phudng tién mang
(chang han nhu mang hiiu tuy&n ho#c khéng day) vao mot thdi diém. Do do
cac thuat ngli data transmission speed (t6¢ d6 truyén di liéu) va bandwidth
(bang thdng) thudng dugc s dung thay thé cho nhau.

Ethernet la mét cau tric mang thy dong, dgiva lang nghe Cac may tinh
phai tranh danh thgi gian truyén trén phusng tién mang. D& nhan di liéu, cac
may tinh chiviéc ngdi dgildng nghe mang. Khi chting cdm nhan cé mét noi
dung truyén cu thé cho ching, chiing nhan ndi dung dé trén adapter mang
clachdng.

Ethernet xU ly viéc di chuyén dif lidu tai cdp phan cing. Nhung nhing
ngudi dung nhu ching ta thich lam viéc véi phan mém. Phan mém cung cép
phuong phap giao tiép vdi phadn cliing clia may tinh. D& céac Ung dung phan
mém may tinh khac nhau giao ti€p trén mang, phai cé mét s6 chuan phan
mém. Nhiing chuan nay la cac giao thic giao ti€p. Mét giao thurc (protocol)
that sy 1a ma phan mém cung cép quy tAc cho cach cac may tinh giao ti€p vai
nhau trén phan cung Ethernet.

THUAT NGU CHINKY

Protocol (giao thuc). Mt tip hop quy tic phin mém in dinh cic
mdy tinh va nhing thiét bi khic giao tiép vdi nhau nhu thé nao qua
mét ciu tric mang ching han nhuv Ethernet.

Giao thiic mang duy nhit can dugc thdo luan trong chugng nay 1a ngan
x&p giao thire mang TCP/IP (né 1a mét ngan x&p bdi viné chita mét s giao
thiic cé cac tac vu khac nhau). Mot ngan xép giao thiic (protocol stack) chang
han nhu giao thdc TCP/IP phdi cung cdp mdt hé théng dia chiva cing xtt ly
viéc chuyén ddi di lidu ma chiing ta tao trong cac ting dyung phan mém thanh
mét dang ma c6 thé duac di chuyén bdi phan ciing Ethernet dudi dang mét
ludng bit.

THUAT NGU CHINK

TCP/IP (Transmission Control Protocol/Internet Protocol). Ngon
ngt? chung cho thé gioi nét mang. TCP/IP Ia bé (hodc ngin xép)
giao thifc véon dupe si dung [am nén ting cho mega-network dupc
goi la Internet. Hiu nhir tit ci hé diéu hanh miy tinh lua chon
TCP/IP Iam giao thifc néi mang mdc dinh ciia chung.

Dé 1am cho mét hanh trinh dai trd nén ngan di, TCP/IP x{ ly ti€n trinh
chuyé&n déi di liéu va ciing cung cap hé théng lap dia chi cho cac may tinh va
nhiing thiét bi khac trén mang. Hé théng lap dia chi gém céac dja chi IP. M6t
dia chi IP duy nh&t dugc gan vao mbi thiét bi trén mang. Mi phan dit liéu
dugc gdi qua mang dugc ghinhan bang cac dia chi IP clia thiét bj gdi va thiét
bi nhan, cho phép di chuyén dif liéu ti diém A dén diém B.
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Cac may tinh va thiét bi trén mdt mang TCP/IP c6 thé cé cac dia chi IP cla
chung dugc cdu hinh bang thi céng hodc déng. P& cau hinh thii cdng mot
may tinh véi mét dia chi IP tinh (nghia la mét dia chi vén khéng bao gid thay
ddi), ban c&u hinh may tinh véi mét dia chi IP duy nhat va mot subnet mask di
kém (subnet mask gitp nhiing may tinh khac xac dinh phan nao cta dia chila
théng tin mang va phan nao la thdng tin riéng cla thiét bi).

Lya chon thay thé cho viéc cdu hinh b&ng th( cédng cac thiét bi véi mét dia
chiIP va subnet mask (mat na mang con) la st dung mot server DHCP (Dy-
namic Host Configuration Protocol) trén mang. Server DHCP cho cac may
tinh va nhirng thiét bj khac trén mang thué céac dia chi IP. Cac router khéng
day (dugc thao luan trong médt s chudng clia sach nay) ¢6 chic nang nhu
cac server DHCP, do dé ban khéng can phai gan cac dia chi IP vao tat ca
may tinh trén mang khéng day, router thuc hién diéu dé mot cach ty déng va
trong hau canh.

Trong Windows XP (c& phién ban Home va Professional), dia chi IP dugc
cau hinh trong hop thoai Internet Protocol (TCP/IP) Properties. Ban c6 thé
cdu hinh may tinh Windows XP v&i mét dia chi tinh (static) hodc cdu hinh né
dé chdp nhan mét dia chi IP ti mot server DHCP trén mang (chéng han nhu
router khéng day). P

Internet Protocol (TCPJIP) Properties.

General

‘You can get IF settings asuigned automatically il yous netweork cusports
this capability. Othervase. vou need lo ask your network sdmessinator for
the appeopaiale P gettesg

{3 Oblars an 1P addraze atamsbically

Cac may tinh chay Win- & Use the lolowmng 1P address
dows XP c6 thé dugc ciu 1P addhess
hinh véi mgt dia chi IP tinh Subnet mack
hodc dugc ciu hinh dé Defouk galeway
chap nhian mdt dja chi IP

tir mdt server DHCP.

(5} Lise the foliovang DHS sarver addesses
Pretennd DNS senves

Allenale DNS wrver
[ Advanced |

I oK I Cancel

TCP/IP xUi ly viéc giao ti€p mang tai cdp phAn mém va Ethernet xUi ly viéc
giao tiép tai cdp phan cling. Cac chudn khong day dugc s dung cho céac
WLAN that sy la cac chudn Ethernet. Ethernet khéng day sé dugc thao luan
trong muc sau "Tim hiéu cac chudn ndi mang khéng day" clia chuong nay.

Cach hoat dong cua ndi mang khéng day

Bay gid ban c6 thé cAm nhan dugc cac may tinh va nhirng thiét bi khac
giao ti€p vdi nhau nhu thé nao trén mét mang, ching ta s& xem ndi mang
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khong day that su hoat ddng nhu thé nao. Cac ndi két mang khdng day xt ly
cac tin hiéu vé tuyén va anh sang héng ngoai (nhing ndi két nay cé pham vi
hoat dong gidi han). Cac ndi k&t WiFi gita cac may tinh dugc bat WiFi va
nhiing thiét bj WiFi khac chang han nhu cac router khédng day cé6 pham vi hoat
déng t6i da ta khoang 300 feet.

D61 vdi ndi mang gia dinh va van phdong nhd, phan cing Ethernet WLAN
c6 san dé xUi Iy nGi k&t vo tuyé&n. Thiét bi van hanh trong day tan sé ma FCC
da danh riéng cho viéc sl dung khéng kiém soat, ban sé thay cac LAN khang
day van hanh trong cac day 2.4GHz tr3 lén.

Su khac biét duy nhat gitta mdt LAN Ethernet (hTu tuy&n) va mot WLAN
Ethernet 1a WLAN gd&i dir lidu qua cac séng vé tuyén thay vi qua cac cap
mang. WLAN van (a mét mang Ethernet don gian. Tuy nhién, Ethernet knéng
day co tap hdp chuadn riéng cla né da dudc phat trién bdi IEEE (vién k¥ su
dién va dién tl, mét 18 chic tieu chuan toan cau). Hay xem xét cac chuan
Ethernet khéng day.

Tim hiéu cc thuan ngi mang khong day

IEEE d2 thiét lap mot bé tiéu chudn ndi mang theo cac thong s6 ki thuat
[EEE 802 (mot Joat cac thdng sd ki thuat thigt k€ cho nhitng thigt bi). Chudn
trén Ethernet khéng day duge &n dinh 12 802.11. Ba loai chuan 802 .11 hién
dugc sl dung cho loai chudn néi mang khéng day la:

Cace chugn H\ﬁnq r‘lﬁl; 80211 con 3111;1: gei ls WiFi. Bqn s€ il‘ludnq ”\G{q p"xén

«dng 80O2.H auoc qtn nhan la “cac thiat L:l \Viril. Ng H\ﬁnq pl‘ldi la mél Ll)ljdn
LI‘lﬁng 'J".jl.] I(l'léc, chi la mét bi danb.

& 802.11a. Théng sé 802.11 nay c6 thé cung cdp bang thdng lén
dén 54Mbps va van hanh trong day tdn s6 5GHz ctia phd vé
tuyén (céng coéng) kha dung. 802.11a chi mdi bat dau tham
nhap vao thj trudng néi mang gia dinh va cdc nha cung cip thiét
bi khéng day chang han nhu Linksys da bdt dau phan phéi cdc
sdn phdm s dung théng sé ky thuat nay. That la la, WiFi
802.11b va 802.11g da I1a cac chuan WiFi cé sdn trudc khi 802.11a
dudc thuc thi,

& 802.11b. Théng sé ky thuat nay cung cdp théng lugng lén dén
11Mbps va van hanh trong ddy tan sé 2.4GHz. 802.11b la thdng
s6 Ethernet khéng day co sdn dau tién (nam 1999). Téc dé mot
may tinh két néi véi mdt access point 802.11b gidm di khi may
tinh cang cach xa access point. Chudn 802.11b khéng cung cap
loai pham vi hoat déng ma ban c6 dugc tt 802.11g. Mdt khoang
cach 100 feet trg 18n gila access point va mady tinh dudc van
hanh WiFi thudng khdng dem lai cudng dé tin hiéu dd manh du.
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& 802.11g. Théng sé ky thuat nay cung cdp bang thdng gida 20 va
54Mbps trong day tan sé 2.4GHz. NS hién I3 su thuc thi phat
trié€n nhanh nh&t cua néi mang khéng ddy cho cdc mang gia
dinh va LAN nhd. Thong s6 ky thudl nay cd thé cung cdp cac
két ndi tét gia cac access point va mady tinh dugc van hanh
bang WiFi & cach nhau Ién dén 300 feet.

Vé chi phi, cac thiét bi 802.11a d4t nhat va chi mét vainha cung cap hién
c6 san cac san pham 802.11a danh cho néi mang gia dinh va van phong nhé.
Céc san pham 802.11g chac chAn phd bign nhat va cung cip nhiéu bang
thédng nhat tuong (rng vai chi phi. Ban that sy khéng di sat dudng khi xay dung
mang cla ban v3i cac thit bi 802.11g.

Céac san phAm 802.11b bat dau bi€n mat khdi cac cla hang va ban sé
thdy hau hét phan cing 802.11b dugc ban ha gia. N&u ban ¢é thé lam viéc
vditéc dd cham hon ma 802.11b cung cap, ban cé thé 1&p rap mdétmang gia
dinh khéng day cho hdu nhu mot ban nhac. Tuy nhién, chic chan ban sé
khong 6 dugc hidu sudt hoac pham vi hoat ddng ma ban c6 dugc tu thiét bi
802.11g.

Chon cac thanh phan mang khéng day

Nhiéu nha phan phéitung ra thitrudng phan cung WiFi bac gom cac router
WiFi, access point va nhitng adapter mang khéng day. Ba trong sé cac céng
ty n6itiéng la Linksys, Netgear va D-Link.

THUAT NGU CHINY

Router WiFi. Mot thiét bi cung cip mér not két cho mot mang gia
dinh vor néi két Internet t6c dp cao (ma dén Iuot no lai duoe cung
cap boi mér thiét bj ching han nhu modem cip). Router WiFi ciing
cung cip mot aceess point ma qua do cdc may tinh duypc bat Wili
¢ thé két néi vdi mang, Cic midy rinh c6 cdc adapter mang hivu
tuyén truyén théng cing 6 thé dupc néi vor router WiFi thong qua
switch mang dupc IHp sin vao hiu hét cic router Wili Router
WiFi [z mor thict bi thong minh trong dé né c6 nhing ciu hinh d¢
dun ra quyét dinh vé loai truy cip nao dupc nor két voi Internct
téc d cao va loai luu luong dir lidu nao cd thé dupc cho phép di
qua router trén mang cuc bo.

Adapter mang (network adapter). Mot thiée bi cho phép mot nuiy
tinh gia nhip mang. Adapter mang Iiy Jdie lidu ri¥ mdy tinh va
chuin bi dir licu d¢ truyén trén qua phitong ti¢n mang ching han
nhu cip mang hoic cdc tin hi¢u vé tuyin WiFi.

Bdi vi cac thiél bi khdng day dugc san xudt bdi nhitng céng ty nay lua chon
cac chudn 802.11 nén vé ly thuyé&t 14t ca thi€t bj s& tuong thich nhau ngay ca
cac thiét bj trén mang khdng day ctia ban dén t ::hiing nha cung c4p khac
nhan
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D& phan loai cac thiét bi WiFi t6t nhat cho mang khong day cla ban, ban
cén nghién cuu mdt chiat. Tung nha cung cdp WIFi ¢é nhitng budc di riéng
clla né trén cac chudn 802.11,

Vi du Netgear da phat trién MIMO, mot chién lugc wireless tan dung nhiéu
anten. Cac thiét bi MIMO hoan toan tuang thich véi cac chudn WiFi 802.11¢g
va 802.11b nhung dugc quang cdo la cung cap pham vi phl séng, ving hoat
déng va téc do I6n han WiFi chuin (nghia [a 802.11g). Chi phi cho mét router
MIMO nhiéu hdn chi phi clta mét router khong day 802.11g chuén (it 60 dén
80 dé la trG 1&n). Do d6, ban phai quy&t dinh xem sif chénh léch chi phi ¢
xiing dang vdiviéc gia tang hiéu suit da quang cdo hay khéng. Hay nhd rang
MIMO |& mét su thyc thi chia 802.11g; d6 chinh la nhiéu anten (MIMO) cung
cap kha nang ké1 ndi tdt han gilta cac-may tinh WiFi va router.

Tai nguyén Web

http://www.linksys.com

hitp://www.netgear.com

http://www.dlink.com

Bat ddu tai nhifng site nay dé ti€n hanh viéc nghién cifu riéng cla ban
rudc khi mua cac san pham WiFi. Clng tim ki€m cac bai binh luan vé san
pham WiFiva xem cac chuyén gia WiFindi gi vé nhitng san phdm khac nhau.

Diéu c8tyéula cé nhidu san phdm WiFi khac nhau trén thi truéng. Ban sé
phai doc mdt chit, so sanh cac san pham va sau do dua ra mot s8 quyét dinh
dé lap rap mang WiFicla ban. Hay xem nhiing thiét bj WiFi va nhing thanh
phan khac ma ban sé& cin dé xay dung WLAN gia dinh hoac v&n phong nhé
claban.

Router khong day

Gia sl ban xay dung mot WLAN chia sé mot néi két Internet téc dé cao,
cé ca cac may tinh khéng day va hiiu tuyén tham gia trén mang. Ban chican
mot thiét bi, mot router khdng day dé nhan biét ca ba loai néi két nay.

Router.khéng day thudng cé nhiing tinh nang sau day:

& Access point khéng dady. Access point 1a diém két ndi vdi WLAN
cho cdc may tinh khéng day va nhiing thiét bj khdc. Bay gio hdu
hét cdc router khdng diy c6 sdn hé tro cac client 802.11g va
802.11b.

& Switch Ethernet. Switch cho phép ban két néi cac may tinh
mang hiu tuyén vdi router khéng day. Hau hét cdc router khéng
day danh cho viéc st dung gia dinh va van phong nhd cung cap
bén cdng LAN Ethernet. Trong hau hét cac trudng hop, ban
cting co thé két néi mot switch chuyén dung vdi router néu ban
cdn nhiéu.céng LAN hon.
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& Broadband connector (b¢ néi bang tan réng). Router ciing co
chuc ndng nhu néi két cia mang vdi thiét bi bang tdn réng
chang han nhu modem cép hodc router DSL. Diéu nay cé nghia
toan b6 mang co thé truy cap Internet. Hdu hét cdc router khong
ddy cing g.fup bao vé mang khéi sy xam nhép tu Inremet béng
viéc cung cdp mét firewall (tudng lda).

Nhu da néi trudc do, mot s nha san xuét ban céc router khong day. Boc
céac thdng sd cho nhUng router cé sén va cling xem xét nhiing tinh nang bé
sung ma router cung cdp. Diéu nay sé gilp ban chon ding router cho mang
gia dinh clia ban (va chéc chan cé nhiéu router, do dé hay xem xét gia ca).

Linksys WRT54G Wireless-
G Broadband Router [a mgt
vi du vé router khong day.

Cac Adapter mang WiFi

Ban cling sé& can cac adapter mang WiFi cho cac may tinh st dung mot
ndi k&t khdng day vai mang. H&u hét cac may tinh notebook mdi dugc trang bi
mot adapter WiFi (trong hau hét tat ca trudng hop, mdt adapter 802.11g) vén
cling cung cap mdt céng cho ndi két LAN hitu tuyén.

Né&u ban cdn nang c&p cac may tinh hién cé Ién thanh WiFi, ban c6 hai lua
chon: Ban cé thé cai dat adapter WiFi trong mdt khe md rong (expansion slot)
trén may tinh (cdc may tinh desktop va notebook déu c6 cac khe mé rong
mac di ching khac nhau dang k&) ho&c ban cé thé mua modt adapter WiFiva
cam né vao moét céng USB tréng trén may tinh (mdt may tinh desktop hoéc
notebook). ) .

Né&u ban mua méot adapter WiFi dé cai dat vao mot khe md rong trén may
tinh desktop, hay chéc chan ban cé mot khe PCl tréng trong may tinh réi mai
mua mét adapter PCI Wireless G.

Pé nang cap mot may tinh notebook cho WiFi, ban cdn mét khe PC card
loai Il con tréng (ban cé thé thay mdt card LAN hitu tuyén hién cé néu can).
Cac adapter card PC rat dé |&p dat bdi vi that su chi 1a mot van dé truot
ching vao khe tréng trén may tinh notebook.
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Cap mang

Ban ciing sé can mét s6 cap mang dé gén cac thiét bi Internet bang tan
réng vdi router khdng day va két ndi bat ky may tinh hitu tuyén véi cac céng
LAN cla router khong day. Cac cap mang Ethernet 1a cac cap UTP (Unshielded
Twisted Pair) Category 5 (CAT 5) c6 b&n cap day xoan bén trong I6p boc cap
nhya. Nhiing cap nay dudc két thiic bang céc phich cdm RJ 45. Ban cé thé
nghe nhiing loai cap nay dugc goi la cac cap Ethernet hodc cac cap CAT 5.

Mac du cac cap CAT 5 co vé tréng giéng nhu day dién thoai binh thudng,
nhung chac chan ching khéng phai la cling mét thir; chi viéc so sanh phich
cdm RJ-45trén CAT 5 vdiphich cAm RJ-11 trén cap dién thoai. RJ-45 thi I6n
hon.

Ban c¢6 thé ning cap may
tinh desktop cho WiFi bang
cach lap dat adapter PCI
chang han nhu adapter PCI
Netgear WG311 54 Mbps.

Ban s& cAn mot cap CAT 5 dé két ndi router khdng day véi thidt bi bang
tan rong. Cap nay thudng di kém vdi router khdng day. Ban cling sé can cap
CAT 5 dé n&i bat ky PC "hitu tuyé&n" véi cac c8ng LAN cua router.

Gl o
Mgl logi cdp Ethernet "méi hon" dugc qoi la CAT 6 duge su dunq le€n cic
mgng céng iq l6c 36 caoc (hdnq l'lqn nhu quul}i‘ Ethernet (vﬂn déi héi cae 1aid

mgng vad thiet bi mgng d4t tién chdnq qun nhu cée swilcli). Ban H-:ﬁnq cAn A
cap CA1 € cho mang Wi':i. Ch( cdn cdc cdp CAT 5 la da.

Tan dung t6i da mét mang gia dinh

Sau khiban da thiét 1ap mang khéng day (cling dugc trinh bay chi tiét trong
sach nay), ban s& mudn chia sé cac may in, cac file va nhitng nguén tai nguyén
mang khac, nhat 1a ndi két Internet t8c do cao. Myc 20 va muc 22 cung cap cho
ban cac budc can thigt dé ndi két router khong day véi ndi két Internet. Muc 45
trinh bay chitiét vé cach chia sé cac may in va file trén mang.

Pé tan dung t8i da mang WiFi gia dinh, ban s& mudn bao dam xay dung
mdt mang an toan, khdng xay ra nhiing xam nhap an ninh ti bén ngoai mang.
Bd&i vi WiFi sif dung cac tin hiéu vo tuyén dé truyén di liéu, nhitng ngudico y
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dd x&u sé nghe lén mang clia ban va that sy xem dif liéu. Chlng ta da doc vé
tat ca loai cudc tan cong khac nhau c6 thé xay ra khdi déng trén Internet.
Muc 70 la muc ma ban nén doc. Ban sé khéng tdn dung dugc téi da phan
cliing WiFinéu ban lién tyc chiing ki€n nhirng cudc xam nhap trén mang.

Trang bi cho gia dinh hoac doanh nghiép nhé ctia ban mét mang WiFi chac
chén 1& mdt budc di khdn ngoan. Né khéng chi gitip nhitng ngudi diing trén
mang cong tdc d& dang hon ma mang con ¢é thé dugc st dung dé chdi cac
game danh cho nhiéu ngudi va nhiing nhu cau gidi tri khac.

Phan loai cac ndi két Internet bang tan réng

Néu ban chua s&n sang dang ky mot ndi két Internet bang tan réng (broad-
band), ph&n nay trinh bay mét s théng tin co ban vé ba&ng tan rong va cac
ISP (nha cung cap dich vu Internet). Phy thudc vao dia di€m clia ban, ban cé
thé ¢6 nhiéu Iya choh cho mot ndi két Internet bang tan rong.

Hai loai n8i két bang tAn réng phd bién nhat dugc st dung trong gia dinh
va van phong nho la DSL (Digital Subscriber Line) va cap bang tan rong
(cable broadband). DSL cho phép truyén tiéng noi va di liéu déng théi qua
cac dudng day dién thoai thong thudng. Véi DSL, bancd thé néichuyén trén
dién thoai va truy cap Internet ciing thdi diém tir mot dudngday dién thoai.

Dé dang ky DSL, hay lién lac véi nha cung cép dién thoai tai dia phuong
clia ban. Trong nhiéu trudng hop, cong ty dién thoai cung cap router DSL dé
k&t ndi dudng day dién thoai vao nha ctia ban. Sau do ban két néi router WiFi
vGi router DSL bang cach sl dung mot cap mang truyén théng dé thiét lap
k&t ndi vai Internet.

Mét router DSL chdng han

nhurouter Cisco 675 ADSL
dugc st dung lam thiét bj
két néi Internet cho mjt

ndi k&t DSL tai gia dinh.

Cac t6c dd ndi k&t DSL va chi phi dich vy thay déi giia cac nha cung cép
khac nhau. Cac téc do xudidong (tdc do di liéu dugc 18y tu Internet bdi cac
may tinh trén mang) trung binh khoang1.54 Mbps va cac téc dd ngudc dong
(t6c do di liéu dugc ddy ti mang cla ban 1&n Internet) 1a ti 256Kbps dén
512Kbps. D& tan dung DSL, céng ty dién thoai tai dia phuong phdicung cap
dich vu.
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Mot dich vy Internet tdc dd cao thdong thudng khac la cdp bang tan réng
(cable broadband). Cap bang tan rong cap dugc cung cdp bdi cong ty truyén
hinh cap. Dif liéu dugc di chuyén trén ciing mét cap vdi tin hiéu truyén hinh.
Bd&i vi cap bang tan réng cé cac kénh khac nhau, mét kénh dugc sl dung dé
truyén di liéu ngugc dong va mot kénh riéng biét dugc st dung dé truyén di
liéu xudi dong. Nhu vai DSL, cac tdc dd ndi két va chi phi khac nhau gitia cac
cdng ty cap. Téc dd cho nhiing thuc thi cap bang tan rong gia dinh c6 thé bat
dau tir 500-700 Kbps xubi dong va 128-256 Kbps ngugc dong (cé thé dat
dugc cac téc dé dir liéu manh hon, nhung trong hdu hét cac trudng hgp, ban
c6 thé phai tra tién nhiéu han cho tdc do dit liéu nhanh hon).

Khi ban dang ky cap bang tan rong, nha cung cap dich vu sé thudng cung
cdp cho ban mét modem cap (mién phi). Thiét bi nay khéng that sy la mot
modem nhung dugc thiét k& dé két ndi vdi Internet (thdng qua cap truyén
hinh). Ban gén router khéng day v6i modem cap dé chia sé Internet véi mang
WiFi.

Mgt modem cap dugc sit
dung dé két néi mot mang
gia dinh véi Internet.

DSL va cable broadband chic chén khéng phaila kha nang duy nhat cho
mot ndi két bang tan rdng trong nha clia ban. Cac dich vy truyén hinh vé tinh
cling cung cép céc tuy chon cho céc néi két Internet béng tan réng va ciing
c6 cac dich vu bang tan rong Internet chuyén dung chéng han nhu truy cap
Internet vé tinh, v8n két n8i cac may tinh gia dinh ho&c doanh nghiép nhd véi
Internet bang cach sl dung mét dia nhd dé ti€p van cac tin hiéu dir liéu théng
qua mét vé tinh trong quy dao cla trai dat. C6 thé dat dugc téc do 1én dén
500 Kbps véi mbt loai ndi két Internet nay.
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Chuong 2

CAl PAT TRONG MOI
TRUONG WINDOWS XP

e 0000000008000 DOSOOOSONSIPNIIIOGIOGOLOEOGOGIOSTOSOEBSTOSTOEBDBOOGSBBLOIDBDBGBEGGSS

Trong chudng niy, ban sé hyc nhilng diém chinh sau day:
N 1. Ban vé méi trudng Windows XP
& 2. Binh hudng Windows Desktop va Start Menu
& 3. Duyét tim c4c file va folder
W 4. Ban vé My Network Places
& 5. Su dung Control Panel
¥ 6. Xem Windows Security Center.
& 7. Nhan su trg giup trong Windows
o 8. Ban vé Windows Update
& 9. Si7 dung Windows Update

8i mang khéng day cho ban truy cap céac tai nguyén mang va cac dich
N vy Internet chang han nhu World Wide Web mot cach nhanh chéng

va dé dang. P& tan dung 4t ca tinh ning ma néi mang khéng day
mang 'ai, ban can cé6 mot kién thic viing chéc vé cach dinh hudng giao dién
ngudi dling d6 hoa clta hé diéu hanh Windows XP. Chudng nay trinh bay mot
céi nhin tdng quan vé dinh huéng méi trudng Windows, dinh vi cac file trén
may tinh (va mang) va tn‘y cap Windows Control Panel.

1. Ban vé moi trudng Windows XP

Trudce khi ban bat dau Xem thém
Nhay ngay vao! Muc 45
Muc 46

Muc 47
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Windows XP chdp nhan mét phudng phap t&i thi€u trong méi trudng lam
viéc ma noé cung cap cho nhitng ngudi st dung né. Desktop Windows (dugc
Microsoft goi la "desktop") trai nghiém ngudi dung" vé cd ban ngéan nép vai
nhiing bi€u tugng, ban dau cung cé&p chi mét bi€u tugng Recycle Bin. Su truy
cap dén cac chuong trinh dugc cai dat va cac cdng cu Windows (chang han
nhu My Computer, My Network Places va My Documents) dugc cung cép bai
menu Start. '

Cac bidu tugng r:|es]dnp thi tiy chom, [:qn c6 1hé them cac bicu lugng vdo :}esldop

néu Ian muén Irén co sé khi cdn thigl. Bsl lu] bicu tugng (icon) hien clién trén
menu Starl ¢6 thé duge sao chép va duge dan len tren deskiop.

Menu Start xuat hién theo mét dang hai cét, cac ing dung dudc sl dung
gan day liét ké trong cot trai (hai bi€u tugng dugc ghim thudng truc vao cét
trai theo méac dinh) va cac biéu tugng dé truy cap nhanh cac file va nhiing
cdéng cu khac chang han nhu hé théng Help dugc dat trong cot phai. Truy cap
céc biu tugng clia ing dung ma ban da caidat trén may tinh chi ld mét thao
tac chon All Programs dé md danh sach All Programs. Sau khi cac chuong
trinh md& trén desktop, ban cé thé chuyén déi gilta nhiéu clia sé ting dung
bang cach nhdp nut iing dung cla né trén taskbar (thanh tac vu).

Ban c6 thé pin (ghim) cac (ing dung I&én menu khi can thiét. Nh&p phai bat
ky bi€u tugng ling dung dugdc hién thi trén danh sach All Programs va chon
Pin to Start Menu ti menu nglt canh.

Menu Start cho phép truy ‘ £ teteront _ *y Bocuments
cdp tat ca dng dung va | t\f B ) iy Prctuess
cong cuy Windows. . AT % vyt
T Caleubates ?;jﬂy(unmulm
2 X | - WL My herwork Maces
THWA THUAT: BE thém " C{ ol

mo Tt bié tugng cho M)_; @ 5 omar Aecwns o8 |

Documents hode My Com- [ %] |
€ oop a0 ot |

puter vdo de.sl(‘i‘op, P\lﬂd‘p i

phédi bidu tuang My Docu-

ments hodc My Computer

trén menu Start va chon

Show on De.sl(fop it menu

F Leanty

i T

All Progeans D

ngi cd nh.

Mé&c du cac biéu tugng cé thé duge thém dé dang vao desktop, nhung
desktop that su dugc st dunglam khéng gian lam viéc (workspace) cho cac
(ing dung dang chay va nhirng cdng cu phan mém khac. Do d8, thay vithém
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cac biéu tugng vao desktop, ban ¢é thé mudn thém thanh céng cu Quick
Launch vao taskbar. Thanh cdng cu Quick Launch cé thé 1a ndi danh cho
nhing biéu tugng thudng ndm trén deskiop va ban cé thé thém nhing bié
tudng khac vao thanh céng cu Quick Launch khi can thigt. Nhap phaivao mot
vlng tréng trén taskbar, trd vao Toolbars trén menu ng canh va'sau dé chon
Quick Launch dé dat thanh cong cu Quick Launch trén taskbar. Ban cé thé ré
bat ky biéu tugng ti desktop {&n trén thanh céng cu Quick Launch dé thém
mot ban sao clia biéu tugng.

THU THUAT: Né&u taskbar bi khéa, thanh céng cu Quick
Lavnch chi hi€n thi cde bidu tuong da dugc dat trén A
trude khi thanh céng cu bi khéa (bdi vi né da duge dinh kich
cd d&€ chua bidu tuong gdc dé). /\H\A’p phdi taskbar va chon
laskbar d& xOa Asu Kidm va mdé ‘(L\ém taskbar. I%tfiy 5'1('7 lx;qr-

c3 thd ré num thanh cédng cuy Quick Launch 48 tany ki-h

~ ' : ~ g a . -
cd cida néd va hidn thi 18Y cd bidu tuang dugc hém vao. San

46, bc_xy\ e thd khéa ]qi tasikbar nd'u Laqh chon.

Mét vung khac clia desktop nén dugce dé cap la vung théng bao (notifica-
tion). Phan nay clia taskbar nam & phia bén phai va cung cap théng tin ve
chuong trinh dang chay va nhiing bao déng (alert) quan trong. Vidu. khi cac
ban cap nhatda dugc download cho ban cai dat Windows XP, mot hép théng,
bao m& ra trong ving théng bao dé cho ban biét mdt ban cap nhat san sang
dugc cai dat. Ving théng bao ciing gay su chi y d&n ban bdi viban co thé
chon hién thi cac biéu tugng ndi k&t LAN va WIFi trong ving théng bao
Nhirng biéu tugng nay cho ban kiém tra nhanh t&c¢ do clta mot néi két va viec
noikét co hoat dong hay khdng (dac biét httu dung trong trudng hop cua céc
n&i k&t WiFi).

2. Dinh huéng Windows Desktop va Menu Start
Trudc khi ban bat dau

1. Ban vé méitrudng Windows XP

Dinh hudng desktop Windows XP va menu Start that su chi la viéc lam
quen v8i méitrugng ngudi dung Windows. Truy cap dé dang cac (ng dung.
céng cu va xac lap thuong chi doi hoi hai cu nhap chudt tiy desktop.



24

Chuong 2: CAi dAr troNg méi TrRudng Windows XP

2. Dinh huéng Windows Desktop va Menu Start

Minimize Maximize
Close

Thu nhd (5i
thi€u ttng dung

M3 mét ting
dung tir thanh
cbng cu
Quick Launch

Chuyén

B d6i gira

cdc ng
dung

1. M& mét dng dung

Chon menu Start, trd vao All Programs, tré vao Accessories va sau
d6 chon mdt biéu tugng chugang trinh t danh sach cac chuong trinh
dugc caidat trén may tinh. Ung dung md trén desktop Windows.
2. Thu nhd t8i thi€u (minimize) (ng dung

Ban cé thé phéng to t8i da (maximize), thu nho tai thi€u (minimize),
doéng céc clra s6 (ing dung va déng cac nut thich hgp & bén phai
phia trén cla clta s6 ng dung. Dé thu nh t8i thiéu (ing dung va
hién thj desktop, hay chon nat Minimize.
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THUW THUAT: PE nhanh chdng thu nhd tdi thidu t4&t 4
ung dung dang chay trén desktop (sao cho ban cé thd
+b\d’y desk‘}op), r\hd’p bidu tugng Show Deskfop trén thanh
cédng cu Quick Launch.

3. Md mot ing dung t thanh cdng cu Quick Launch

Céc Ung dung ciing c6 thé dugc khdi ddng tu thanh céng cy Quick
Launch. D& lam didu nay, nhap mat biéu tugng ing dung trong thanh
cong cy Quick Launch chang han nhu Internet Explorer dé khdi dong
trinh duyét Web trén desktop.

4. Chuyén d8i gita cac (ing dung.
Né&u cé nhiéu ung dung chay trén desktop, ban c6 thé mudn chuyén
déi gilta cac clra s8 (ng dung. Trong taskbar, nhap nut trong Ung
dung ma ban mudn dat “lén trén cing". Chuyén ddi gitta cac Ung
dung khi can thiét, sii dung cac nut taskbar cho cac Gng dung.

3. Duyét tim cac File va Folder

Trudc khi ban bat dau Xem thém
1. Ban vé moi truéng Windows XP Muc 48
Muc 49

Cac biéu tugng My Computer va My Documents trén menu Stant (hodc
trén desktop, néu ban da dat ching 8 dd) cho phép truy cap dé dang dén cac
folder va file trén may tinh. My Computer cho phép ban duyét nhanh § dia
cling hoac cac 8 dia phuang tién rdi khac, chang han nhu cac 8 dia CD hoac
DVD (va phuang tién nhu cac 8 dia USB). Clra sé My Computer ciing cung
c8p cho ban cac link ma ban ¢é th€ st dung € truy cap mang cuc bd, cac
folder va may in chia s& do nhitng may tinh khac trén mang cung cip.

Folder My Documents la folder dugc s dung bdi cac dng dung trén may
tinh 1am vi tri mac dinh dé luu cac file. Do dé khi ban Juu mét file, chéng han
nhu khi ban lam viéc trong Microsoft Word va khang thay d8i folder trong hép
thoai Save As, ban sé& tim thdy né trong My Documents. N&u ban khéng thé
tim th&y mot folder ho4c file cy thé bang cach duyét may tinh st dung My
Computer hodc My Documents, ban ¢é thé st dung cdng cu Windows Search
d€ tim ki€m méot hoac nhiéu file.
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3. Duyét tim cdc File va Folder

1. M3 My
Computer

2. Md My
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M clra s6 My Computer i menu Start (chon Start, sau dé chon My
Computer) hoac bang cach nhap déi biéu tugng My Computer trén
desktop. Clia s6 My Computer hién thi § dia cliing cGia may tinh va
bat ky & dia thao rdi duge. Dé md 6 dia cling va xem cac folder dudc
luu trd trén 8 dia cling, hodc dé m& moét CD hodc DVD trong mét 8
dia thdo rdi dugc, hay nhap déi biéu tugng & dia thich hgp.
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IH L;\ T{—]MZ’:\T C NEu bq n da ddt bidu lugng )‘\/\Y Computer
irén desktop (nhd'p F_)L\di My Computer trén menu Slart va
r.L\U}V\ Show on De.sk*ap aéo d&t né g 438), HL\L‘S}p dsi bifu

tuong desktop A€ md cda s My Compuler.

2. M& My Documents

Clta s& My Cornputer cling cung cdp mét loat cac link doc theo phia
bén trai cra s&. D& md folder My Documents, chon link My Docu-
ments trong khung Other Places.

3. Xem My Documents va thay déi khung xem

Trong clia s6 My Documents, ban c6 thé xem cac file ma ban da luu
sang folder. Bat ky folder ma ban da tao hoac sao chép sang folder
My Documents cing duoc liét ké.

T+-”.;’\ THM{_\_I:_BL}V\ cd 1héE tao nhanh mat fu!z.‘le_v con mdi
bén trang fo1c‘!ev hign dang md chdng han nhu (older My
Documents (L\d)_/ b !(Y fofcfev kha a): c‘.’r\qn [File , New,
Folder, Trong hép thoai New Tolder vita md ra, g& nhdp
mdt tén mdi cho foh{e» va nhd'p OK.

Khung xem mac dinh cho My Documents |& Tiles. Khung xem nay
hién thindi dung clia folder dudi dang cac biéu tugng 18n (dugc sap
xép theo chidu ngang trong clia s8). Ban ¢é thé thay d8i nhanh khung
xem noi dung cla folder My Documents hay bat ky folder hoac 6 dia),
chon View va sau @6 chon mot khung xem mdi chéng han nhu lcons.
List hoac Details.

THI THWAT. Ban cing «d thd sdp x&p cdc file Irong
mdt folder bdng cdch st dung menu View. Chon Arrange
Jecons by va sau d8 chon Name, Size hodec Modified.

4. M3 clia s6 Search.

Khiviéc duyét tim mot file cu thé té ra vo vong, ban cé thd md clia 8
Search va xac 1ap tiéu chudn nh&m giGp dinh vij file. D& md clia s8
Search, chon Size va sau dé chon Search.

5. Chon kiéu tim ki&m.

Trong cla sé Search, chon kiéu tim ki€m ma ban mudn tie€n hanh
trong khung trai clia clra s8. N&u ban tim cac hinh Anh hoac cac file
media khac, chon Pictures, music or video. N&u ban tim cac tailiéu
ung dung chelmg han nhu cac tai liéu ma ban da tao vdi Microsoft
Ot 52, chon Documents (word processing, spreadsheet,..). D& tién
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hanh tim kiém céc file va folder mét cach khai quat hon, chon lién két
All files and folders.

(R Scirch Hesulle
Eie Ede Wew Fpeortes  Jook  telp

il o ? ,:'w:n__._ Foldes E‘ @F’.&vhﬂ

adddress ] Search Besuite V] >
Sewch Companion x N bri Foldes Sira
i miiiii————————l) T3 start youm sEwch, olos the ingtructions in the left pane

[l Whak do youwant o |a
Il search for? f

3 et e, o nded

(i ism] 1
i £ Jocuments imord .
e processing, Ehe Gt Few Fordes  Jonk e E]
fpraadshest, arc.) ;
1] ity : - L
! {0 fongrders o people Agese | ] Search Bewits u wl o
) frivemation m el e Saawrh i nmpanion X Hame i Foskiur e
bt carol “e] 7o stant your seawch, [olins the nsttlcrions  the ieft parn
Woul jnay also wank to. .. b :l:;(;i;\l_l;;.u_ ™
r . st Hiten & yanas tidified:
%) Bont remember
(1 Wb e Lot ened
20 Pt adin

O weraibe pet pss
| ot of the dgcument
| T

| 6.Cau hinh va chay Search
|~

5. Chon kiéu e G

tim ki€m
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6. Cau hinh va chay Search

Sau khi chon kiu tim ki€m ban muén chay, nhap tiéu chuén tim
ki€m. Vi du, khi tim ki€m tat ca file va folder, ban cé thé nhap mot
phan cla tén file hodc nhap céc tif khda chia trong file. Ban cling cé
thé xac dinh vi tri ma ban muén tim ki€ém trong dé. Khi ban da nhap
xong tiéu chudn tim kiém, nhdp nut Search. Cac két qua tim kiém
xudt hién trong khung phai clia clia s& Search.

4. Ban vé My Network Places

Trudc khi ban bat dau Xem thém
2. Binh hudng Desktop Windows va menu Start. Muc 48
Muc 49 -

My Network Places 1a mét céng cu duyét mang cho phép xem cac may
tinh dugc ndi k&t va truy cap cac folder va may in chia sé clia ching. St dung
My Network Places néu ban két ndi véi mét mang can ngudn tai nguyén
(ch&ng han nhu mat file hoic may in) trén mét may tinh khac vén la thanh
phan clia mang. B&i vi sach nay dé cap dén viéc thié€t 1ap va cdu hinh mét
mang gia dinh khéng day, ban sé thay viéc quen thudc vdi clia s6 My Network
Places sé gitip ban dé dang chia sé cac tai nguyén vdi nhiing may tinh khac
va truy cap cac tai nguyén chia sé ctia ching.
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Ban c6 thé md clia s6 My Network Places (that su khéng phai la mét noi
giéng nhu danh sach cac may tinh dugc ndi két va cac tai nguyén chia sé cla
chung) ti menu Start: Chon Start va sau dé chon My Network Places. Cac
may tinh trén mang chia sé cac tai nguyén chéng han nhu céc folder dugc liét
ké trong clra s6 My Network Places (chiing thudng khéng dugc liét ké trir khi
ban da truy cap ching t3i thi€u mot 1an).

T T

My Network Places cung cdp cho ban mjt cong cu
manh mé dé duyét mang cuc bj.

Clra s6 My Network Places cung cap céc link nham cho phép ban thém
mét vi tri mang (két ndi véi mdt may tinh va nguén tai nguyén chia sé), xem
céac ndi két mang, va xem cac may tinh workgroup (cac may tinh vén la mot
phan clia mang gia dinh hodc mang van phong nhd). Quan trong hon, My
Network Places lam cho ban dé dang xay dung mét mang workgroup sau khi
céc may tinh khac nhau da dugc két ndi véi mang khong day.

5. Sif dung Control Panel

~ Trudc khi ban bat dau Xem thém
1. Ban vé méi trudng Windows XP Muc 37
Control Panel cung cép sy truy cap dén nhiéu xac lap phan ciing va phan
mém Windows. Céc applet (nhiing tién ich nhé) dugc truy cép ti cac hang muc
chang han nhu Appearance and Themes, Network and Internet Connections.
Add or Remove Programs, Printers and Other Hardware va User Accounts.

THUAT NGU CHINH

Applet. Mot tién ich phin mém thuong duvc si dung dé diéu
khién cdc xdc lip phin mém hodc phin cing. Hiu hét cic applet
Windows dugc truy cidp to Windows Control Panel.
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Sé applet ¢ san trong mét hang muc (category) phu thudc vao hang muc
cu thé ma ban chon. Vi du, hang muc Add or Remove Programs cung céap
mot applet, applet Add or Remove Programs cho phép ban thém hoac loai bo
phé&n mém ra khoi may tinh va thém hoéac gd bd cac thanh phan Windows.
Mat khac hang muc Network and Internet Connections (quan trong déi vdi
viéc ndi mang mot may tinh Windows) cho phép truy cap mét s& applet chang
han nhu Internet Options, Network Setup Wizard va Wireless Network Setup
Wizard.

5. St dung Control Panel.

1. M@ Control Panel

2. Xem cic hang muc
Control Panel

5. Chuyén sang
Classic View

3. Md hang myc Network
and Internet Connection.

 or pick a Control Panel icon 4. Xem cdc tdc vu va bi€u
' ' twrgng Network and
Internet Connection.

? Wt rriit Fpdioms

A\ ot et Wirand

e Swnkens Ral s Selig ¢

1. Md& Control Panel
Chon menu Start va sau dé chon Control Panel.
2. Xem cac hang muc Control Panel

Khung xem (view) méac dinh cho Categories la khung xem Catego-
ries. Categories (Cac hang muyc) dudc liét ké trong khung phaicta
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clta s8 Control Panel. Céc link budc tt dugce cung cap trong khung
trai. Cac link budc tit ndo dugc liét ké phu thudc vao hang muc ma
ban da md trong khung phai clia clia sé Control Panel.

3. M3 hang muc Newtwork and Internet Connection

Hang muc cung cap sy truy cap d&n cac applet d€ cau hinh ndi két
Internet va cac xac lap mang gia dinh la hang muc Network and
Internet Connection. Nhap link Network and Internet Connection trong
khung phai cla Control Panel.

4. Xem cac tac vu va biéu tugng Network and Internet Connection

Hau hét cac hang muc Control Panel cung cép cho ban haicach dé
lam viéc v&i mot xac lap hoac van dé cu thé. Ban cb thé chon ti mot
danh sach cac tac vu (task) hoac chon mét biu tugng vén khdi
dong mét applet cu thé. Vi dy, trong hang muc Network and Internet
Connection, ban cé thé chon mdttac vu chéng han nhu Set up hay
thay déi ndi két Internet hoac ban c6 thé khdi dong applet ching han
nhu Network Setup Wizard bang cach nhap biéu tuong cla né.

Khi ban xem xong clia s8 Network and internet Connection, quay trd
vé Control Panel bang cach nhap nit Back trén thanh cong cu.

5. Chuyé&n sang Classic View

NE&u ban khang thich truy cap cac applet Control Panel khac nhau
theo cac hang muc, ban co thé chuy&n sang khung xem Classic View.
Khung xem nay xem xét t&t cd cac bi€u tugng cho applet Control
Panel quan trong. Trong khung trai cia Control Panel, nh&p link Switch
to Classic View.

‘tHU’l T'HM:&T: Neéu bqr\ l<l'\6r\9 thich Classic View, bqn
cs th& quay trd vé kkuns xem Ca*egovg. Trong C.ontrol
Panel, n‘r\d’p link Switch to Category View trong khung tedi.

6. Xem Windows Security Center

Trudc khi ban bat dau Xem thém
6. SU dung Control Panel Muc 71
Muc 83

Vdinhitng ti€n bd khéng thé tin dugce trong sy k&t ndiva kha nang két noi
may tinh (chang han nhu kha nang két ndi Internet va néi mang khong day)
cling mét s6 rdiro va sy ¢ vé an ninh). Cac virus may tinh mdi dudng nhu
xu&t hién méingay va cac cracker (nhiing hacker x&u) tim cach mdi dé khai

thac may tinh nhanh hon cac céng ty phan mém chdng han nhu Mlcrosoft
ngan chin cac cudctan cdng.

BAn cap nhat Microsoft Service Pack 2 {SP2) cho Windows XP da bé sung
Windows Security Center vao hé diéu hanh, cung cap mét cach dé dang dé
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ban giam sat nhiing van dé thi&€t y&u vé an ninh chdng han nhu cac ban cap
nhat Windows, ph&n mém chéng virus va Windows Firewall.

6. Xem Windows Security Center
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- 2. Xem Security Center

1. M@ Security Center. : .

Tu Control Panel, chon link Security Center (hoac trong Classic view,
nhép déi biéu tugng Security Center).

2. Xem Security Center.

Security Center cung c4p trang thai hién hanh cda firewall, cac ban
cé'p nhéat ty dong (automatic updates) va viéc ch6ng virus. Ban cé
thé xem thém th(‘)ng tin vé tinh trang clla mdt muc béng cach nhap
nut chuyén d8i & phia bén phai muc dé.

Security Center cling cung cép cac link trong khung trai dan dén cac
tin tic an ninh va virus t Microsoft va dan dén cac ban cap nhat ty
déng Windows Help and Support. Cac biéu tugng ndm & cudi clra s&
Security Center cho phép truy cap cac applet chang han nhu Internet
Options va Windows quewall Khiban da xem xong Securuty Center,
déng clra s8.
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7. Nhan su trg giip trong Windows

Cho du ban lam viéc thanh thao trong méi trudng Windows nhu thé nao,
mot di€u gi do ludn xuét hién gay ra nhiing van dé héc bua va doi hdi mot sy
trg gitip nao dé. S dung clra s Windows Help and Support dé chon lya tii
céc chl diém trg giup va tac vy khac nhau va dé tim ra thdng tin vé bat ky chil
diém trong hé théng Help.

7. Nhan sy trg giap trong Windows.
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1. Md& Help and Support Center

Chon menu Start va sau dé chon Help and Support. Ctia s6 Help
and Support Center md ra, ban cé thé chon bat ky chli diém (topic)
ho&c tac vu (task) dugc liét ké trong Help and Support Center dé doc
sy trg gitip vé vung chli dé cu thé dé.

THUA THUAT: Cia sd Help and Support Center lam viéc
r&t gidng nhu mét cida sd trinh duyét Web, Ban cé thé sa
du,ng cdec nut mai tén trong thanh céng cy dé& di chuyé"n
tdi lui. Ban cé thd xem cdc chd diém Help da dugc thém
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vao danh sdch Favorites bc\"ng cdch hb\d‘p nut Favorites
trén thanh cdng cu. (Bé’ thém mat chu difdm vao danh
scicl'\, V\hd’p nut Add to Favorites khi bqn xem chd diém cu
thd dé). N&u ban musn xem lich sd cia cdc chi diédm tro

giup ma ban dd xem, nh&p nut History trén thanh céng cu.

2. Tim ki€m sy trg giup

N&u ban khéng thay bat ky chl diém trg giap hoac tac vu lién quan
dén van dé cla ban, ban cé thé timki€m hé théng Help. Gb nhap
tidu chuan tim ki€m (mot t, cac 1 hodc cau) trong hop Search &
goc trai phia trén clia clia s6 Help and Support Center. Sau dé, nhap
nut Start searching (miitén mau trdng va xanh luc).

3. Xem cac k&t qua tim ki€m

Cac k&t qua tim ki€m dudc liét ké trong khung Search Results. D&
xem mdt chu dé dugc liét ké trong cdc két qua, nhap chu diém.
Thang tin chd diém xuat hién trong khung phaiclia clia sé Help and
Support Center. Ban cé thé tim kiém lai bat ci luc nao bang cach gd
nhap tiéu chuén tim ki€m mditrong hop Search va sau d6 chay cudc
tim kiém.

8. Ban vé Windows Update

Trudc khi ban bat dau Xem thém
1. Ban vé méi trudng Windows XP Muc 68

Microsoft lién tuc cap nhat hé diéu hanh Windows XP. Cac 16i nhd trong
phAn mém va cac ban sla bao mat dugc nhan dang va Microsoft lam cho
mot ban va 16i (patch) hodc cap nhat (update) c6 san d€ sta van dé vira duoc
nhan biét,

Diéu quan trong la ban phai cap nhat hé théng Windows do nhiing van dé
an ninh kha thudng xuyén xay ra lién quan dén nhiing cudc khai thac dugc tim
thdy trong hé thdng Windows. Ban khong muén dé may tinh clia minh phai
minh ra trudc virus va nhitng cudc tan cong phan mém khac va chic chan
ban khéng mudn lam cho ai dé dé dang két néi bi mat véi may tinh cua ban
va danh cép théng tin, hodc st dung may tinh clia ban tdn cdng mot may tinh
khac ching han nhu mot Web server trén Internet.

Automatic updates chay trén PC clia ban nhu thé nao that sy tQy thudc
vao ban. Néu ban truy cap Windows Security Center tit Control Panel, ban cé
thé nhép biéu tugng Automatic Updates dé xem cac xac lap hién hanh trong
hop thoai Automatic Updates.
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Hop thoai Automatic

‘Windows can regularly chack far inportant updates and install them for you

Updates cho phép ban dléu (Tupningg on Automatic Lipdates may automatcaly update Windows Update
. P SR b i software first, befors any other updates )
khién khi nao va cich cai tigws does Mukormab Lipstes work?
dat cac bdn Cép nhat tu () Automatic {recommended)
dong (automatic updates) By Automatically dowrload recommended updates for my

-~ - camputer and ratall them

trén may tinh. ‘
Every day v 2:00 AM Ll

{1 Download updates for me, but et me choose wher to nstall them,

() Hokfy me bt dor't sutomatically download o install them

() Tuers off Butamatic Lipdates

Your computsr will be more vulneratile unless vou instal
updates regularty.

Trestall updates from the Windows Lipdate Web ste.

Trong hop thoai Automatic Updates, ban cé thé chon thdi gian (va ngay
trong tuan) khi cac ban cap nhat dugc download va dugc cai dat trén may
tinh. Ban ciing c6 thé chon cac ban cap nhat dugc download va dugc cai dat
bdiban (khi ban mudén caidat chung). Viéc tdt automatic updates l1a mot ty
chon, nhung lam nhu vay cé thé dé hé théng clta ban md& ngd trudc cudc tan
cédng. Windows thudng chay t&t hon sau khi ban cai dat cac ban cap nhat.

Ban su dung automatic updates hay khéong déu tly thudc vao ban, nhung
c6 |é viéc cho phép cac ban cap nhat ty dong xay ra la mét thoi quen tét. Khi
mot ban cap nhat mdéi dugc download, ban sé& thay mét biéu tugng update
trong viing thdng bao Windows (8 goc phai cla taskbar). Viéc nhdp biéu
tugng Update sé cho phép ban cap nhat dugc cai dat sang may tinh.

9. Sif dung Windows Update

Trude khi ban bat dau
8. Ban vé Windows Update

Né&u ban cdu hinh cac ban cap nhat dé ching tu dong xay ra, ban da
chudn bi moi thi. Tuy nhién, thinh thodng ghé tham Website Windows Update
va quét hé thdng dé tim cac ban cap nhat thi khdng phai la mét y téi. Diéu
nay c6 thé hitu dung d&i vdi cac ban cap nhat khéng quan trong chang han
nhu céc driver mdi cho cac thanh phdn phin cing khac nhau hoac cac ban
cap nhatclia phan mém Windows, chéng han nhu Windows Media Player.
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9. Sit dyng Windows Update
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1. MG Website Windows Update

Chon menu Start, tré vao All Programs va sau do6 chon Windows
Update. Clra sé trinh duyét web (thudng la Internet Explorer) mé& va
tai Windows Update. N&u ban mudn hién thi chi cac ban cap nhat cé
quyén uu tién cao, nhap nat Express. Néu ban mudn xem t&t c4 ban
cap nhat (ké ca cac ban cap nhat cé quyén uu tién thap lién quan
dén cac driver va phan mém), chon nat Custom.

THU THUAT: N&u he théng cda ban cdn duge cdp nhat
phdn mém Windows Update, mét cda s& xudt hiédn, yéu
cldu quét mdy tinh. Mét trang mdi xudt L\iéih cho bqr\ bi&'t
rdng cdc bdn cdp nhdgt céd sdn cho phdn mém Update;
nhdp nit Download and Jnstall Now. Sau khi phdn mém
dugc cai dat, hkﬂ(ﬁ'p Close (d¢& aéng ctta s8 cai d&t) va sau
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dé nhdp Continue. Hé théng s& ducc quét d€ tim cde bdn
cdp nhdat Windows. Sau khi cde bdn cdp nhat dugc cai
dat, ban thuong phdi khdi dédng lai hé thé'ng.

Hé thdng duge quét dé tim cac ban cap nhat cé sédn, nhiing ban cap
nhat dé dugc liét ké dé ban lya chon (cac ban cap nhat nao dugc liét
ké phy thudc vao viéc ban chon Express hay Custom 8 budc 1).

2. Xem cé&c ban cap nhatco san

Néu ban da chon Custom 8 budc 1, tdt ca ban cap nhat cé quyén uu
tién'cao (néu c6 sdn) va cac ban cap nhatcé quyén uutién thap hon
(phAn mém va phan citng) dugc lidt ké theo loai trong khung traiclia
clra s trinh duyét. Dé xem cac ban cap nhat trong mét hang muc cu
thé, chon hang muc dé.

3. Chon va cai dat cac ban cap nhat

Cac ban cap nhat trong mdt hang muc cu thé dugc liet ké. Pé cai
dat mot hodc nhiéu ban cap nhat, chon hép kiém clia ban cap nhat
ma ban muén. Sau dé nhap Review va cai dat cac ban cap nhat.
Cac ban cap nhat ma ban da chon dugc liét ké dé cai gat. Nhap
Install Updates.

Mt hép thoai Install Updates xuat hién thé cho thdy dé cai dat. Khi
céac ban cap nhakda dugc hoan tit, ban cé tuy chon dé khéi dang lai
hé théng hodc déng hdp thoai cai dat va khoi déng lai hé théng vao
thdi didm sau dé. P& su cap nhat that sy ¢é hiéu luc, ban can khdi
ddng lai hé thang vao thdi diém nao dé.
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Chuong 3

CHIA SE MOT MAY
TINH GIA DINH
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Trong chudng nay, ban 8¢ hoc nhiing diem chinh sau day:

& 10. Ban vé viéc chia sé mot may tinh Windows XP

11. Tao mét tai khoan ngudi dung

12. Thay déi &nh tai khodn

13. Bdo vé tai khodn ngudi ding bang password

14. Thay déi loai tai khodn

15. C4u hinh m¢t .NET Passport cho tai khoan ngudi dung
16. Dang nhap Windows

17. Chuyén déi cdc ngudi ding
& 18. X6a mot tai khoan ngudi dung

C 0 BB BE BB N BN B A BN B BN BN B BE R B SN BR AR AR BY B BN B BN BN BN BE B B BN BN NN BN NC BN B B BK NN 3N O N J

gay ca trong nhiéu hé gia dinh va van phong nhé ¢é nhidu may tinh

(ly do ban thiét 1ap mang khong day), viéc chia sé& mét may tinh vdi

nhing ngudi dung khac thi khéng cé gi la la. Chuong nay xem xét
viéc chia sé mdt may tinh véi ngudi khac va tap trung vao viéc tao va quan ly
cac tai khoan ngugi ding Windows. Chuong ciing xem xét tién trinh ding
nhap {logon) va dang xuat (logoff) hé th&ng Windows va chuyén ddi cac ngudi
dung.

10. Ban vé viéc chia sé mét may tinh Windows XP
Trudc khi ban bat dau

5. S dung Control Panel

Khiban cai dat Windows XP trén mét may tinh (hodc khai dong mét may
tinh ma&i lan dau tién véi Windows XP dudc cai dat sin), ban dugc dan dét
qua tién trinh tao tai khoan ngudi dung (user account). Tai khoan ngudi ding
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dau tién nay la tai khoan Computer Administrator cho may tinh. Tai khoan
ban dau ¢é cac kha nang quan ly, chang han nhu kha nang tao nhitng user
mai {x6a cac user) va bao trihé diéu hanh Windows bao gém thuc hién cac
thay d8i d&i véi nhitng xac lap hé thdng va gd bd phan mém va phan cling.

Bai vi cha d2 cio sach ndy la xGy rlunq mét mang H\ﬁnq day gia dinh, cac buac
va hinh dnl‘l auqc rninl'l I'N,)u cl‘w nlldnq nQuoi c;l]nq an l)dn \x/ix\clows Xp Honw.

Tuq nl'né‘n, lr'onq kﬁu nhir 141 ca ‘h’lmnq I'IQP, ndi c!urlq cing thich lwp 4_|10 lll‘n]nq
nguai cllinq &n ban Windows XP Peclessional.

Khi chicé mot tai khoan trén mot may tinh Windows XP (tai khoan ban dau
dudc tao ngay sau khi cai dat hé diéu hanh Windows). Ban dugc dua tryc tiép
dén desktop Windows sau ti€n trinh khdi déng. Hanh vi nay cing dugc quy
cho la tai khoan ban dau dugc tao khong cé password. Do dé hé thong cla
ban that sy an toan bdi vi né ty ddng khai dong sang mot va chi mét tai khoan
ngudi dung ma ngau nhién c¢6 nhiing kha nang quan ly. Ban xac dinh tén cho
1ai khodn lan dau tién ban sl dung Windows va budc qua ti&€n trinh tao toi
thi€éu mot tai khoan ngudi dung va kich hoat Windows trén Internet. Diéu nay
c6 nghia rang tai khodn quan ly (tai khoan ma ban da dattén) khong dudc
bao vé bang password. Ban nén tao mdt password cho tai khoan ngudi dung
quan ly dé cung cdp mot sy an ninh ¢d ban cho may tinh déi véi nhiing ai co
thé dang nhap vao hé thédng clia ban. Néu nhitng ngudi dung khac cén truy
cap, ban nén tao cac tai khoan ngudi dung cho ho.

THU THUAT: Né&u ban phdi mdc céng tao mét password
cho tai khadn qudn tri (administrator) cda may tinh, at}r\g
dua passwow:l cda bqn cho nhu"hg ngudi duir\g mday tinh
khdce. Tao mdét tai khodn cho méi ngudi d&ng (ban nén tao

mét tai khodn limited nhdm "gidi han" ngusi ding vé vige
ca ac‘.x"i pl’\én mém va fkny déi cde xdc |4p cho nl\dng
ngudi dung khde. Sau dd mdi ngudi ding tu quyé’t dinh
xem minh cé mudn bdo vé Bcﬁng password 1ai khodn ridng
cia minh hay kkﬁns. Thédm cht cde tai khodn limited cé
th€ tao va H'\ay 48i cdac passwonrd ridng cla minh.

Bdi vitai khoan ngudi dung ban dau trén hé théng Windows dugc tao véi
cac kha nang quan ly, ngudi ding nay (ban) nén tao thém bat ky tai khoan
ngudidung. Néu nhiéu ngudi st dyng mét may tinh, m&i ngudi ding nén cé
tai khoan riéng cia minh. C6 nhiing Igi ich cho méi ngudi dung ¢c6 tai khoan
riéng cia minh, tham chi khdng xem xét dén van dé an ninh. Vi dy, méi ngudi
dung cé 1hé ca nhan héa desktop Windows bao gdm céc font, nén desktop va
cac biéu tugng deskiop.
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Gl ol

MG' tai H‘mdn Guesi cling auoc fqo l\l‘li‘qun cai a{)f Winc]ows XD trén mady tinh.
Theo mdc ainh, tai “wdn Guest E‘uqc tet. Hé auqc “-nié'l l\ﬁ' Els’ c|10 ngudi :L}nq
tom thai truy cdp mél may tinh dusi clqnq "Guest" (Hldcl'l) Tai khodn Guest
6 the duge mad va 4t bai mat nqudi cjﬂnq fai khodn Cumpuler Administealoe.
Khi tai khodn Guesf audc_ md, bidu “anq Guesf xud't l1i€n trén mdn iﬁn‘l
Windows Welcome va khach (Guest) ¢ the dang nlmap ma khéng ¢dn pass-

WOPd.
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C6 hai loai tai khoAn ngudi ding ma ban cé thé tao. Ban c6 thé tao cac tai
khoan ngudi dung vén la nha quan tri may tinh dugc chi dinh (nhu tai khoan
ban ddu clia ban) ho&c ban c6 thé tao cac tai khoan gidi han (limited). Loai
limited khéng thé thém, x6a ho#c bién tap céc tai khoan ngudi ding. Mot
ngudi dung limited cling khéng thé thay d6_i céc xac lap toan hé théng hoac
cai dat phan mém va phan cing. Ban quyét dinh loai tai khoan ngudi diing
khi ban tao tai khodn va ban cé kha nang thay d8i mét tai khoan hién cé tu
nha quan tri may tinh (computer administrator) thanh Limited néu dugc yéu

cau.

THUAT NGU CHINK

Computer administrator. Mot tai khoin nguoi ding Windows von
c6 thé tbay doi cdc xdc lap hé théng, thém va go bo phin cing va
phin mém, tao va bién tip cic tai khodn nguoi ding khic.
Limited user. Mdt tai khodn nguti dung khong cé cdc kha ning
qudn ly. Neuoi diing nay co thé thay doi cdc xdc lip deskop va thay
doi password va dnh tai khodn nguoi dung cia minh.

Cac tai khodn ngudi dung cé th€ dugc dn dinh la
computer administrator hodc limited.

Picle an ancount type

O Computer pdrrntrater (3 Lankad

with a bmtad scount. = can.
- h.mm TS YT pAigerd
» Thange your patire, thema, and iher desklop satting
. \mrlnw_- craatad
& View fikes i e Sharwd Documets fokler

Uinaas i bmiimat acr ourts Loannct shasys s ol program . Deparidng on (ha progeam, o user
nidt e wdristy aton Drekege by et &,

A, programs designad prier 1 Windgws X or Windoves 2000 might nat work orooedy s

bl Bdcounts For bt ranuits, choose programs beeng the Designad for Wndo 1 logy,
o, 1ot ol prograIes, (ot the “tomuter MBI A0 TiDe
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N&u ban slt dung tai khodn quan tri va tao céc tai khoan ngudi dung méi,
ban phai cung cép tén cho nhiing tai khoan dé (xem muc 11).

11. Tao mét tai khoan ngudi dung °

Trudc khi ban bét ddu ,
10. Ban vé viéc chia sé mdt mdy tinh Windows XP

Windows XP cung cép clia s6 User Accounts (dugc truy cap ti Control
Panel) cho phép ban tao, chinh slta va x6a cac tai khoan ngudi dung. Cac tai
kho&n ngudi dung dugc quan ly bang cach s dung tai khoan quan tri dugc
tao khi Windows dugc cai dat 1an dau tién trén hé théng. D& lam viéc qua tac
vu nay, hay chic chan ban dang nhap Windows béng cach sl dung tén tai
khoan dugc &n dinh cho tai khoan ngudi dung ddu tién trén may tinh.

11. Tao mét tai khoan ngudi ding

1. Md Control
Panel

;- 11_‘ My &?:.:‘gnwn:.s

T
‘ My Recesd [ wumenty. »

: B £
e !
Appeorance and Themes “ Priedess and Ot K

&7 D i

e
E Network and belerpet
) Herip ored Sugprt f.. Connectigns S

(B &) ovher Corwrcd el
|

E “Add o Prmitve Programs

J Sonubs, Speth, amd Audi

L) Davices

3. Tao m6t Lai
khodn mdi

5] Ehsgn gy st

or pick a Control Panel icon
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Hame the naw acgatnt
Tyme & name For the hew account: 4. Bﬁ‘ tén cho tai
L ] khodn ngudi ding

Thes rizme vl apoeal on the Wekicme spreen 30 on the S ey

. rn.r;v-m‘ ok Mt

5. Chon mét
loai tai khodn

Lok j Lsauraaﬁ_/ |Lcorwei |

6. Hoan (4t tién
trinh tao tai khodn

Tﬁﬁ ‘tﬂué i Khi ban mua mét mdy tinh mdi dugc cai
ddt Windows XP hode khi ban cai ddt Windows XP Home
Edition trén mét mdy tinh ma ban sd hdu, ban dugc bdt
budc thi€t lap t8i thidu mét tai khodn ngudi ding trén mdy
tinh ldn ddu tien Windows XP khdi déng. Ban cing dugc
bdt busc kich hoat va tiy y ddng ky Windows véi Microsoft.
Trong mét s& trudng hap hidm hoi, tHié&n trinh dat tén cho
tai khodn ngudi d&ng ddu tién cé thé duoc bd qua (vi du,
néu ngudi ndo dé da td&t mdy tinh khi ban lam viéc qua cde
budc d&t tén cho mét tai khodn ngudi diing). Mét +ai khodn
ngudi dang dugc goi la Owner dugc tao tu déng. Pay la
tai khodn qudn trj. Ban cé thé thay ddi tén cda tai khodn
ndy (né€u ban muén) trong cka sé User Accounts. Bdi vi
Owner la tai khodn duy nh&t trén mdy tinh, ban dang nhép
vdi quyén Owner cho dé&n khi ban tao nhang tai khodn
khde hodc thay d&i tén cda tdai khodn Owner.

1. Md& Control Panel

Nhap menu Start va sau dé chon Control Panel
2. M§ clra s6 User Accounts
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Trong Control Panel, nhap biéu tugng User Account. Clia s& User
Accounts md ra; n6 cung cap cho ban cac céng cu dé tao, chinh sta
va x6a cac tai khodn ngudi ding. Ban ¢é thé chon mét tac vu (task)
dé truy cap mot cdng cu cu thd hodc chinh stia mot tac vy hién ¢
b&ng cach nhap biéu tuong cho tai khoan dé.

3. Tao mot tai khoan mdi.

Trong cla s6 User Accounts, chon mot tac vu Create a new account
task. M6t loat cac man hinh nhu mét user sé& dan dat ban qua tién
trinh tao nhdng tai khoan mai.

4. Dattén cho tai khoan ngugi dung.

Trong man hinh dau tién, gd nhap mot tén cho tai khoan ngudi dung.
Tén tai khodn ngudi dung ¢ thé gém 20 ky tu (chil hoa, chii thudng
hodc k&t hdp ca hai, ké ca cac khoang tréng). Ban khéng thé su
dung ky ty dac biét sau éay:
CINE L l= L+ T 2>
Sau khi gé nhap téntai khoan, nhap Next.

5. Chon mét loai tai khoan.

Trén man hinh k& ti&p, chon mét loaitai khoan: Computer adminis-
trator hoac Limited. Cac tai khoan Computer administrator cé toan
bé quyén diéu khién cac xac 1ap clla may tinh. Cac tai khoan limited
cé nhiing kha nang gidi han trong viéc thay déi cac xac lap va chon
loai phan mé&m. Chon loai tai khodn nao tuy thudc vao mitc do cau
tric ma ban can.

THU THUAT: N&u mai tai khodn ma ban tao cho Win-
dows XP la Computer administrator, ban dang thi&'t lap
mét mdi trudng didn todn cyec ky vdi loan va hdn dén.
Héay xem xét cé chi mét tai khodn Computer administrator
(tai khodn siédng clda ban) va sau dé tao &8t cd tai khodn
khde dudi dqr\g limited.

6. Hoan tat tién trinh tao tai khoan

D& hoan tattién trinh tao tai khoan, nhap Create Account. Ban quay
trd vé clra s& User Account. M6t biéu tugng méi xuat hién trén man
hinh tugng trung cho tai xhoan méi dugc tao.

12. Thay doi anh tai khoan
Trudc khi ban bat dau

10. Ban vé viéc chia s mat may tinh Windows XP.
11. Tao mét tai khoan ngudidung
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Sau khi mét tai khoan ngudi dung da dugc tao, ban cé thé chinh slta cac
thudc tinh khac nhau cia n6é chang han nhu loai tai khoan va anh tai khoan.
Anh tai khoan 1a anh dugc st dung dé tugng trung cho tai khoan trén man
hinh Windows Welcome. Anh ciia nguigi diing hién dugc dang nhap ciing
xu&t hién trén menu Start va trong clta s6 User Accounts.

Mo&t Anh mac dinh (cac con cd tudng) dugce chon ty dong khi ban tao mot
tai khoan mdi. Ban c6 thé thay d8i 4nh tai khoan thanh bat ky &nh nao dugc
cung cép bdi Windows XP. Ban ciing c6 thé sl dung nhitng buic anh ky thuat
s8 riéng cGia minh (t4 mdt camera ky thuat s& hodic may scan) hay bat ky buc
anh ma ban sao chép hoac download ttii Web.

M6t ngudi dung cé thé thay déi &nh tai khodn ngudi ding clia minh cho du
tai khoan la mét tai khoan quan tri (administrator) hoac gidi han (limited).
Nhifng ngudi ding cé cac tai khoan quan tri cing c6 thé thay d8i anh cho
nhifng tai khoan ngudi dung khac (mét ly do t6t khac dé c6 chi mét tai khoan
administrator).

12. Thay déi anh tai khodn.

B Chon mét tai khodn
ngudi diing

What do you want 1o change about Bl
Habraken's account?

¢ [ e o
+ R

0 rer s +

B! Chon Change the
Picture

Piek a naw picture for Bill Habtakan's aceount

T s e P ol s e s e e

LLEREETTE B
B = 5 Es—B Chonmoiinh moi

. [——
@ (=)

@ Thay ddi dnh
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1. Chon mdt tai khoan ngudi dung
Gia st ban sir dung tai khoan Computer administrator, Trong clia sé
User Accounts (chen User Accounts trong Control Panel dé truy cap
cla s8 nay), nhap tai khoan ngudi ding ma ban muén thay ddi anh.
Danh sach tac vy chotai khoan dugc chon ma ra.

Nhitng nqusi diing c6 cc 1ai khodn Limited khong thay nhang tai khodn nquei
dl)nq khac duge cai dat teén méy tinh khi ho n|16'p User Accounts frong Control
Danel. H'ﬂdnq nguoi clﬁnq 6 cae tai bhodn Limi‘led auqc Huo teyc iiEp den man

hinh tac vy rieng 3¢ cung cdp cho nqusi ding khd nang tgo mgt password hodac
HnaL] déi possword (lm()c ”aoq déi anh tai Llwdn).

2. Chon Change the Picture

Chon tac vy Change the Picture. Mot hop Picture md ra, hién thi cac
anhcé san.

3. Chon mdt Anh mdi

Cudn qua cac anh trong hdp danh sach. Nhap &nh ma ban mudn su
dung cho tai khoan hién dugc chon.

THU THUAT: BE st dung mét dnh ky thudt s ma ban
44 tao b&ng mdét comera l(f thugt s& hay mdy scan hode
da sao chép tix Web, nhdp tuy chon Browse fov‘ movre pic-
tures bén dudi hép picture. Hép thoai Open md ra. Duyét
d€ tim fi|e_ anh trén dia cung cia mdy tinh. Khi ban da tim
th&y dnh, chon né va nkd’p nut Open. Ban dugc dua tvd
vé danh sdch tde vu cda tai khedn va dnh méi duge hién
thi dudi dqns Anh clda tai lkhodn.

4. Thay d&i anh

Sau khichon anh ma ban mudn s dung, nhap nat Change Picture,
ban dugc dua tr8 vé danh sach tac vu cha tai khodn va anh tai
khoan dugc thay déi thanh anh ma ban chon.

13. Bao vé tai khoan ngudi dung bang password mot
Trudc khi ban bit dau
11. Tao mét tai khodn ngudi ding
12. Thay d&i anh tai khoan

Céc tai khoan ngudi dung Windows XP co th€ dugc gan mdt password.
Diéu nay c6 nghia rang dé mét ngudi dung dang nhap vditai khoan cé sén,
ngudi dé phai biét password. Ngudi cé tai khodn quan tri thi cé thé gan cac
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password vao nhiing tai khoan ngudi dung khac. M&i ngudi dung (cho du
ngudi dung nay cé cac dac quyén administrator) cling c6 thé tao va thay ddi
password tai khoan ctia minh khican thiét.

13. Bdo vé tai khodn ngudi dung bang password

< Uner dusmunty = B

B! =@ tser fesmety
.-

o wrarts
B e ot g

' Pick a task...

Chon mdt tai khodn
ngudi ding

What do you want to change abaut Bill
Habiakan's account?

10 S v e e ke s
u . m .........
S EE—

Chon Create a
Password

Create a password for Bill Habralan's account

T e S | T e s et . D, B P bt i s

remmaen

Py Poggy 26
[l re— 4 0
= ) 0 Nhidp mdt
e ——— password

e e
B T

1 1 Taomot password

Cmiea) (&)

1. Chon mét tai khodn ngudi dung
Trong clia s6 User Accounts (chon User Accounts trong Control Panel
dé m4 clia s8 nay), chon tai khodn ngugi dung ma ban mudn tao
mot password tai khodn riéng clia ban ho&c bat ky tai khodn néu
ban la mot nha quén tri may tinh).

2.Chon Create a Password

Chon tac vu Create a Password dé tao mot password cho ngudi
dung dugc chon. Clta s6 Create a password md ra. Néu ban thay
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dSi mot password hién co (moét password ma ban xac lap trude dé),
link xuat hién dudi dang Change the Password thay vi Create a pass-
word. .

3. Nhap mét password

Trong hop text thit nhat, gd nhap mot password cho tai khoan. Sau
db gb nhap lai password nhu dugc yéu cau trong hop text thi hai.
Ban cling cé thé nhap mdt ggiy (hint) tiy chon cho password. Ggiy
dugce hién thi trén man hinh Windows Welcome va dudgc thiét ké dé
giup ban nhd password.

THU _THUAT. N&u ban sd dung mét goi ¥y password,
hay nha vci‘ng +t&+ cd ngud i ddr\g may tinh cdé fl/\f‘i’ thd'y
password tai man hinh Welcome. Gai ¥ nay khong nén ta
mst su pfr\dn phdf hodn tadn trong viéc cho pkép V\L\u"r\g

ngudi ding khhde dodn password cua ban.
9 9 P :

4. Tao Password

Sau khi ban da nhap va sau d6 nhap lai password (va ggi y tuy
chon), nhap nut Create Password. Bay gid tai kho&n dudc bao vé
b&ng password. Password phai dugc cung cdp khi ban (hoac ngugi
sd hitu tai khodn néu ban xéc lap password cho mét ngudi ding
khac) dang nhap vao hé thdng.

14. Thay déi loai tai khoan

Trudc khi ban bat ddu

12. Thay d6i anh tai khoan

13. B4o vé tai khoan ngudi dung bang password

Mot tai khodn computer administrator ¢ thé thay ddi loai tai khoan ducc
gan vao nhiing tai khoan khac trén hé théng. Vi du, mot tai khoan computer
administrator ¢6 thé dugc thay di thanh tai khoan limited hodc nguac lai. Bai
vi b&t ky tai khodn computer administrator c¢é thé thay déi loai tai khoadn cho
tat ca tai khoan khac, cac tal khoan computer administrator khéng thé duoc
bdo vé nghia la mét nha quan tri (administrator) cé thé giam c&p mét nha
quan trj khac xuéng thanh motiai khoan limited.
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Chon mdot
H i khodn
ngudi ding

s g

O Xidclap
loai tai
khodn

Chon mdt loai |§
tai khodn

14. Thay ddi loai tai khoan

DOl e Al
.=

Pick o task...

o

What do you want to changa about Sue's
account?

B e o
St bt
[~ =]

[ BT

Chon tdc vu
Change the
Account Type

[ [

[ —

1. Chon mgt tai khoan ngudi dung

Trong clia s8 User Accounts (chon User Accounts trong Control Panel
dé hién thj clia s8 nay), chon tai khodn ngudi ding ma ban muén
chinh stra loai tai khoan.

Gl i

Khi |3qn “mq déi céc xée |Gp cho 131 khodn ngudi c]t‘mq riéng cda l)qn, fac vu ket
Lqp véi lai khodn auqc ql\i nhan la Clwcmqe my name, C"lonqe my piduPe,..Khi
Eqn ﬂ‘ICII.J d6i cac xéc |dp cho mét lai khogn Hléc (mc‘: chi mot nha qudn fei may
tinh co the Ihuc I"Iiél’l). cac tac vy auqc ]ié’ k'e‘ ‘6 C'—mnqe the name, C]ﬁonqe “m

piciur-e,. -
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2. Chon Change the Account Type

Trong clia 56 tac vy cla tai khodn, chon tac vu Change the Account
Type. Man hinh account type md ra.

3. Chgon mot loai tai khoan.

Chon loai tai khodn mdi cho tai khoan (néu tai khodn hién coé la
Computer administrator, tiy chon duy nh&t 1a Limited va ngugc lai).
4. Xac lap loai tai khoan

Sau khi chon loai tai khoan, nh&p nat Change Account Type dé xac
nhan viéc thay dbi loai tai khoan.

15. Cau hinh mét .NET Passport cho tai khoan ngudi dung

Trudc khi‘ban bat dau

11. Tao mdt tai khodn ngudi dung

Mai tai khoan ngudi dung trén mot may tinh chay Windows XP ¢é thé ducc
két hgp véi modt Microsoft .NET Passpont. Muc dich ciia passport 1a nhan
dang ngudi dung khi ho truy cap néi dung Microsoft nhat dinh trén Web bao
gbm cac trang Web dudc ca nhan hoa va nhiing cdng cy khac ché&ng han nhu
dich vy Instant Messaging cha Microsoft. Cac xac 1ap .NET Passport phai
dugc cau hinh bdi mai ngudi dung riéng I&. (Tham chi mét nhéa quan trj khéng
thé cdu hinh mat passport cho ngudi dung khac). Cac tai khoan Computer
administrator va Limited cé thé dudc k&t hgp vdi mot .NET Passport.

THUAT NGU CHINK

.NET Passport. Mpt tai khoin nguyi ding cho phép truy cip ndi
dung Web Microsoft dic biét va mang tinh c4 nhin_hoa. Passport
thir sy chi Ia mée tai khoin email véi Microsoft; bat ky ngudl nao
dang ky mor tai khoin Microsoft Hotmail (www.hotmail.com) sé tu
déng c6 mot NET Passport (sif dung dia chi email va password
dupc thiét Iip cho tai khoin Hotmail).

7

ITHU THUAT: Ban cé thd ddang ky mét NET Passport:
b&ng cdch dang ky mst tai khodn email Microsoft Hotmail.
M c di ban cé th¥é ,adhg ky tai khodn trong tHén trinh ké'ty
hop password véi 1at khodn ngudi ding Windows cda ban,
nhung ban cd thd mudn dang ky tai khodn hotmail trudc
khi ban bdt ddu tign trinh tao mc‘g‘f- NET Passport (didu
nay lam cho mai tha 18 nén dé& dang hon). BPi dén http.//
www.hotmail.com 4é& ddhng ky. Ban sé& thigt lap mét tén tai

khodn email va passport tai khodn trong tie'n trinh ad'ng
ky .
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15. Cau hinh mgt .NET Passport cho tai khoan nguoi
ding

% Lt Accounty -1

| :: e e s
Pick a task...

Chon tai
B hoin ngudi

vihat do vou wiant to changze aboge your
At

N l -,
Yedbw ¢ it

o e Chon Set Up My
- E Accountto Use a
NET Passport.

o o8 0B ;

e e bt ek B

s sty Surm ol e, e ) S sl e o
B R e L | T I )
e

]
e T T et e

e g o s

2 ar et prged

B B e s e e I R Y

i it T bt ke PG 8 et et

E tam et - st

TN T R
- [ | En- J | cam
ﬁ Chon tiry chon Use My = =
Existing Email Address B Dbing ky bing cic thong

tin iy nhiém NET.
1. Chon tai khoan ngudi dung
Trong clia s6 User Accounts (chon User Accounts trong Control Panel
dé md clra s6 nay), chon tai khoan ngudi dung. Ban phai chon tai
khodn riéng cha ban; ban khong thé cdu hinh.NET Passport cho
mot tai khodn khang phaitai khoan riéng cGia ban.

Gbs b
Khi mat nqudi clt]nq Limited truy cdp cdo s6 User Accounls, céc fay CI]QH Ju\;

nhal ¢6 sdn 6p dung cho nquei ding ds. Dé nqudi dung ket hgp mat NET
Dnssporl vii tai khodn nquadi cll]nq cda minh, nquai clfmq chon tac wy Set up my
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account to use o .NET Dnsspopi sau khi mé cda s User Accounts.

2.Chon Set Up My Account To Use A .Net Passport

Trong danh sach tac vy cho ngudi dung da chon (tai khoan riéng
cla ban), chon tadc vy Set up my account to use a .NET Passport.

NET Passport Wizard md ra. Nhap Next dé bd qua man hinh wizard
ban dau.

3. Chontuy chon Use My Existing Email Account

Gia s ban da dang ky mdét tai khoan email Hotmail nhu duge dé
nghi trudc dé, trén man hinh wizard ké tiép, hay chic chin tuy chon
Yes, use my existing email address dugc chon. Sau dé nhap Next.
Man hinh ké& ti€p x4c nhan r&ing ban da dang ky bang cac théng tin
ay nhiém .NET cliaban. Nhdp Next dé tiép tuc.

4. Dang ky biing nhitng théng tin Oy nhiém NET

Nhéap dia chi tai khoan email Hotmail va sau dé nhap password tai
khoan Hotmail. Nhap Next d& ti€p tuc. Man hinh wizard cudi cing
xuéat hién. Nhdp Next. Bay gid khi ban dang nhap vao hé théng,
NET Passport chia ban s& dugc ty dong kich hoat. Nhu da dé cap,
mbt NET Passport cho phép ban truy cap néi dung Web Microsoft
déc biét (chang han nhu My MSN (www.msn.com). .NET Passport
cling co thé duogc két hgp véi nhiing nodi dung dang ky ma ban da
mua ti Microsoft chdng han nhu ndi dung ding ky cé tra phi cho
Microsoft Developers Network (MSDN). D& sif dung ndi dung dang
ky MSDN va dang nhap vao site MSDN, ban phai c6 mét NET
Passport dé k&t hop vdindi dung ding ky.

16. Pang nhap Windows

Trude khi ban bit ddu

11. Tao mét tai khodn ngudi dung

N&u ban co nhiéu tai khoan ngudi dung trén mot hé théng Windows, mét
man hinh Welcome xuét hién sau khi hé théng khdi ddng. Chon mét anh tai
khoan ngugi dung d& dang nhap ngudi dung dé vao hé théng. Néu tai khoan
dugc bao vé bang password, ngudi ding phai nhap password cho tai khoan
dé dé hoan tat tién trinh dang nhap.
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16. Bang nhdp vao Windows

: ...— f‘.; ﬂ B4 ratwer. e -. Ch(_)l'l mél @i
- . khodn ngudi ding

T gy whah yons Loar rame

o

ey

Windows
Tobogn clek pctumer e

Xem gdi ¥
Password

ﬂ“l’lra--l‘n:

o Nhép Password
R e e L 1 B e e v ding nhip

1. Chon mét tai khoan ngudi dung

Khdi dong hé théng. Tai man hinh Welcome, nh&p anh clia tai khoan
ban mudn déng nhap vao.

Gl i
Khi mégt nquei ding édnq xudl (|0qo”) he ﬂlﬁ'nq bang cach chon logoff trén

menu .Sior’i, mdn hinh Welcome xudt |1i€n. Sau 36, mél ngudi cl&nq mdi cod the
dang nhﬁp ma H'lﬁnq khai aﬁnq loi he i[ﬂfnq.

2. Xem ggiy Password

Né&u tai khoan dugc chon cé password di kém va ban mudn xem ggi
y cho password dé, nhap anh tai khoan ngudi diing. Sau dé nhap
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biéu tugng ddu hdi nAm bén phai hop text password. Ggiy cho pass-
word xuét hién.

3. Nhap Password va dang nhap

G0 nhap password cho tai khoan ngudi dung trong hdp text pass-
word va nhan Enter. Windows xac nhan password va sau dé cho
ban dang nhap vao hé thdng.

17. Chuyén déi cac nguoi ding

Trudc khi ban bat dau
16. BDang nhap vao Windows

bang xudt (logoff) hé thong (st dung menu Start) lam cho hé thong san
sang cho ngudi dung ké ti€p dang nhap. Tuy nhién, ban khong can phai
logoff d& mét ngu'0| dung khac dang nhap. Thuc t€, ban c6 thé dé cac ung
dung chay (thUC t& "ban dé lai tai khoan clia ban") va sit dung tinh nang
Switch User dé cho phép ngudi dung khéc dang nhap va st dung hé thong.
Kha nang chuyén d8i nhiing ngudi ding nay cho phép nhiéu ngudi dung
d&ng nhap vao hé thdng ma khdng can phai khdi dong lai, hodc tit cac ting
dung dang chay b&ng viéc ding xuat va chuyén ddi cac ngudi dung

17. Chuyén déi cac ngudi ding

Leg QM Wagows

1 Chon Switch User

Md hip thoai Log Off Windows

F.‘g B alshan

ik E‘ -l Jot Habraben
wows oA |
Tabagn cxiy:uuurmr"

Ping nhip dudi dang mot ngudsi ding khic [y
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1. M4 hép thoai Log Off Windows
Nhap nat Start va chon Log Off td menu Start.
2. Chon Switch User

Trong hop thoai Log Off Windows viia ma ra, nhdp Switch User. Man
hinh Logon xuat hién.

Thi THUAT. Méc da chuyén d8i cdc ngudi ding la mast
céch nhanh cho ngudi ndo dé truy chp mdy tinh ma l(kéng
cldn buéc bqn +&t cde L.'{V\g clqns, r\hung viée nhié u r\guéi
db‘{ng aa"hg V\l’\ﬁlp véi cdc ung dq\ng aang cqu doi hdi cde
tai nguyén hé théng, nghia la hé théng sé& chay chém hon.
Né&u ban lam viec xong trén mdy tinh va mét ngudi khdae
mudn su dq\r\g nd, L\L’iy |09 off H\ay vi ehi cl‘\uygn d&i cac
nguoi clu\ns.

3. bang nhap dudi dang mét ngudi dung khac

Ngudi dung ma ban chuyén sang bay gid ¢6 thé ddng nhap ti man
hinh Logon. Ngudi nay cé thé chon mét tai khoan, nhap password
thich hgp néu can va bat ddu mot user session (phién lam viéc ngudi
dung) nhu thé ngudi nay 1a ngusi dung duy nhat tirén may tinh. T4t
ca ung dung, file va xac lap ma ban dé lai trong t&i khodn khong bi
anh hudng badi nhitng hanh ddng clia ngudi dung thu hai trong tai
khoan mai.

Khiban cdn chuyén trd vé tai khoan clia ban, hay dé nghj ngudi dung thu
hai log off hodc chon Switch User dé ban cé thé log on trd lai tai khoan va
desktop clia ban. Chu y khi ban log on tr& lai tai khoan clia ban, bat ky (ng
dung ma ban dé chay van chay, bat ky file ma ban dé m& van ma va moi khia
canh khac cha desktop va hé théng (chédng han nhu cac muc trén clipboard)
vany nhu lic ban dé chung lai. Trong trudng hgp clia cac tng dung multime-
dia chang han nhu Windows Media Player, ting dung s& tam difng bdivi quyén
diéu khién may tinh dugc chuyén sang ngudi dung mdi.

18. X6a mét tai khoan ngudi dung

Trudc khi ban bét dau

12. Thay d8i Anh tai khoan

13. B4o vé tai khoan ngudi diing biing password

Ban cé thé thay can xda cac tai khoan ngudi diing ra khdi hé théng. Nhing
ngudito cac tai khodn Computer administrator cé thé xéa bat ky tai khoan
ngudidung khac ra khdi may tinh. Xéa mot tai khoan sé loai bd ngudi diung
d6 ra khdihé thdng. Ban cling co thé& chon xda cac file da dugc két hgp vditai
khoan ngudi diing dé (chang han nhu cac file trong folder My Documents
hoac My Pictures) hodc ban cé thé chon van dé lai cac file d6 trén may tinh
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(ching cé thé dugc truy cap bdi bat ky ngudi dung con lai trén may tinh). Néu
ban chon xda cac file dugc két hgp vdi tai khoan ngudi dung ma ban dang
x6a, ban khéng thé phuc héi cac file (ching khéng duge dat trong Recycle
3in nhu mét hoat dong xda thdng thudng). '

Tﬂl:’l Tﬂuﬂﬂt: Bdi vi cdc tai khodn quén tri cd thé xda
cdc tai khodn qudn tri khdc, ban cd thd mudn chi mst tai
khodn quén tri trén mdy Hn[«\ lic ban ddu bdil vi cuéi cung
ban sé& l(lm‘.ing gap plr\c.’\i mét tinh hu&’hg ma trong dé nhing
ngud i du‘.hg quan tri bdt ddu xda nhang tai khodn cda
nhau. Cé chl mét tai khodn qudn tri véi t&8+F cd tai khodn
khdec trén may tinh dudi dc_\ng limited i'lqéf su la mdt "thai
quen +t8t nha't".

Néu may tinh chi cé moét tai khodn (nhirng tai khoan khac da khéng dugc
a0), khédng c6 tuy chon dé xda tai khodn. Phai cé téi thi€u mét tai khoan trén
14y tinh (day 14 ly do tai sao ban phai thiét lap mét tai khoan I&n dau tién ban
<hdi dong mot ban cai dat Windows XP).

18. X6a mgt tai khoan ngudi dung

Chon mot tai
khodn ngudi
ding

What do you weant to changs aboul Sue's
account?

nﬂ‘-’” e el
i& s
[ ere apmmant

ik e
[+ T earp—pr
T ' 2 | Chon Delete the
Account
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Mk |
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Do you want to hegp Sua's fles?

Biatyrn vany Givind 9 ‘gt § A DA, WAwet (WY WO by Gt T Corderks of 'y dedbog
e Wy Dot s Fiher 190 v { it Clend Tos” om puss Sediop Mimerew | Wi
dwrer fre 't el Seviage omvet lpaetel, s offer s

Gt (omarim | [comeat)
Giw lai hoac
B xda cdc file
ngudi ding
 User Ms‘.‘wmq EBx

Ate you sute ot want Lo delete Sus's
account?

WTaet il ket o O Lt P T T e L)

[_'g:"g‘-'ikm" ) s

B} X6a tai khodn
1. Chon tai khoan ngudi diing
Trong ctiasd User Accounts (chon User Accounts trong Control Panel

dé md clfa s8 nay), chon tai khon ngu’dl dung ma ban mudn xoa
khdi danh sach cac tai khodn & cudi clia 8.

2. Chon Delete the Account

T danh sach tac vu cho tai khoan ngudi dung dugc chon, chon tac
vu Delete the account.

3. Gilr lai hoac xo6a cac file ngudi diing
Khiban x6a tai khoan, ban ¢o tuy chon dé luu cac file vén ndm trén
desktop cla ngudi dung hoéc trong folder My Documents (cac file
dugc di chuyén dén mét folder c6 cung tén véi tén tai khoan cla
ngudi dung) hodc xda céac file clia tai khodn khi ban xda tai khoan
ngudi dung. Nhap nut Keep Files hodc Delete Files tuy s& thich clia
ban.

4. Xda tai khoan

Trén man hinh ké tiép, nh&p Delete Account. Tai kho&n ngudi dung
da chon bj xo6a.
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Chuong 4

CAl PAT VA cAU
HINH ROUTER
KHONG DAY

R R Ry IR
Trong chudng nay, ban s¢ hoc nhilng diem chinh sau day:
N 19. Ban vé viéc cai dit router khéng déy
& 20. Caij dat Router
N 21. Ban vé viéc c4u hinh router khéng déy
N 22. Truy cap cdu hinh Router
N 23. Ban vé cac xdc lap internet
N 24. C4u hinh cdc xdc lap Internet
N 25 Ban vé cdc xdc lap khéng day
W 26, C4u hinh cac xac lap Wireless cta Router

udc chinh dau tién trong viéc thiét 1ap mét mang gia dinh khéong day

vén chia sé mot ndi két Internet bing 1an rdng 1a cai dat va cau hinh

router khong day. Chudng nay sé trinh bay cach thiét [ap cac ndi két
vat ly khac nhau giita router va thiét bj bang tén rong (chdng han nhu mét
modem cap). Chudng ciing sé& trinh bay nhirng diém co ban vé viéc cdu hinh
cac xac lap Wireless va Internet cla router.

19. Ban vé viéc cai dat Router khéng diy

Bé xay dung mot mang gia dinh khdng day co ndi két v8i mot ndi két
Internet bang tan rdng, banh can mét router khong day. Router 14 d&i tugng
trung gian hoac céng néi (gateway) giiia thiét bj cung c&p n&i két Internet
bang tan réng (chidng han nhu mét router DSL hodic mdt modem céap) va
mang gia dinh, gédm nhitng may tinh mudn s dyng Internet. Router khdng
day ciing dugc st dyng lam access point WiFi cho nhilng may tinh trén mang
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dugc trang bi cdc adapter mang khong day. Cac may tinh ¢é cac card mang
"hifu tuy&n" cling cé thé dugc gan vdi cac céng switch trén router khéng day,
cho phép nhitng may tinh hitu tuyén nay gia nhap cung mat mang va truy cap
ndi k&t Internet 1d¢ dd cao.

THUAT NGU CHINH

Hub. Mt thiét bj két nd1 cung cip nhiéu céng LAN. Cic may tinh
co thé dupc két not voi nhing cong LAN nay bing cich sit dung
cip mang. Mot hub thuong dupc xem la thiét bi néi két 'cam" va
khoéng thé cim nhin loai két noi va cdc téc do két néi switch (vi du
gitta I0MB va 100MB néu diéu dé dupc hé tro boi cdc adaprer
mang frén cic mdy tinh).

Thi&t bi ndi két switch A thdng minh hon mét hub van cho phép cac may
tinh k&t néi véi mang bang cach sl dung cac cap. Cac céng trén switch ty
déng cam bién cac téc dd k&t ndi. Cac switch cao clp han clng thudng cung
cép nhiing kha nang dé diéu chinh thdng lugng that sy (lugng bang thong co
san) trén mdt c8ng LAN cu thé, cung cap cho nhitng may tinh nhat dinh hoac
cac thiét bi khac bang théng mang cao hon.

Switch dugc Iap sdn va hdu hét cac router WiFi cé sdn ngay nay la mot
thigt bi k&t ndi téc d6 cao cung cdp mot day két néitde dd cho nhitng may tinh
dugc néi tryc tiép vai switch bdng cac cap mang. HAu h&t cac switch router
WiFi cung cdp cac ndi két Ethernet thdng thudng va nhanh (10 Mbps va
100Mbps). Switch ty ddng cam bién (autosensing), do dé nd nhan biét khi
nao moét may tinh cé mat card mang Ethernet nhanh (100Mbps) gan vao
switch va co tdc do két ndi thich hap. B&ivi nhiéu router WiFi cé sén cho viéc
n8i mang gia dinh cung cap chibdn cdng LAN trén switch, ban phai mua thém
mot switch néu ban s& gén han b&n may tinh vao router WiFi bing cach si
dung cac cap mang. Hay chic chan rang switch ma ban mua c6 kha nang ty
déng cam bién va rang né hé trg cac néi két Ethernet thdng thudng va nhanh.
M6t switch nhu vay ¢é thé dap Ung tat ca may tinh trén mang bat ké tudi tho
clla may tinh, té¢ do clia cac card mang.

Déi vai viec quyé&t dinh vi tri that sy cla router WiFi, hay ghi nhé mét s6
van dé chang han nhuviéc router WiFican két ndi vdi thi€t bi bang tan rong
Ethernet bang cach sif dung mdt cap mang. Ban phai l3p dat router & ving
dd gan v6i modem cap bang tang réng hoac router DSL dé chung cé thé
dugc ndi cap cung vdi nhau bang cach s dung mdt cap ndi mang CAT 5.
Céach nay thudng dugc dinh kem véi router khong day. Tuy nhién, cap dugc
cung cap thudng dai khéng qua 5 feet, do dé néu router khdng day dugc dat
xa han router tir thi€t bj bang tang rong, ban s& mua métcap CAT 5dai han.
Mac du ching ta goi router WiFi la mot "thigt bi khéng day", nhung né van
dugc gan vao thiét bi ndi k&t Internet bang tan rdng va bat ky may tinh vén
dugc noi day (dugce ndi k&t vat ly) vai switch trén router WiFi.
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Cap ndi mang CAT 5 dugc

st dung dé n6i két router

khong day va thiét bi bang
tan rong.

Ndi ban dat router khéng day trong nha ciing rat quan trong bdi vi cac
pham vi hoat ddng trong nha cho cac cudc truyén vé tuyén gilra router va cac
may tinh dugc van hanh bang wireless chif 150 dén 300 feet. Pham vi hoat
dong nay ciing bj &nh hudng bdi chat liéu dugc sit dung trong cau tric cla
ngdi nha. Mot nha khung gé dién hinh cung cép cac pham vi hoat ddng khéng
day kha tét trong moi ngéc ngach ctia can nha va thudng trén cac hanh lang
va van san. Tuy nhién, mdt can nha cé cac nén nha dugc dé bé téng va cac
chat liéu xay dung "cé stic bén cao" c6 thé gidm dang ké pham vi hoat dong
va tham chi cé thé quyét dinh viéc cac may tinh c6 thé truy cap nhitng dich vu
wireless hay khéng. Do dé cac pham vi hoat ddng ma ban thdy sé phu thudc
vao cac chat liéu xay dung va cach b6 triclia can nha.

Trong phan tich cudi cung, vi tri cla thiét bi ndi két Internet bang tan rong
(chang han nhu mét modem cap), vi tri clia cac may tinh dugc ndi cap truc
ti€p v&i router wireless va toan bd kich ¢3 va s dé clia can nha sé anh hudng
dén noi ban dat router. Router wireless that su la mdt cdu ndituyét vai gitia
cac may tinh hitu tuyé&n, cdc may tinh dugc van hanh bang WiFi va néi két
Internet.

M6t diém khac ma chiing ta nén thdo luan 1a nhu ciu can téi thiu mot
may tinh dugc ndi két vat ly vdi router bAng cap mang. May tinh hiiu tuyén
nay dugc st dung dé cdu hinh va giam sat router khéng day (mac du ban co
thé cho phép truy cap router trén Web cho nhiing muc dich c&u hinh va giam
sat router). D& |ap lai, ban phai cé t3i thi€u mdt may tinh cé6 mdt card mang
truyén théng dugc ndi vai router WiFi. N&i két vat Iy nay vdi router that su
nang cao an ninh vé ai cé thé truy cap va cau hinh router (mdt may tinh cé ndi
kétvatly). Diéu hgp ly nhatla nén dat may tinh nay trén cung mot can phong
v&i router WiFi (va thigt bi ndi két Internet, chédng han nhu mét router DSL) dé
ban khdng d&i mat vdi nhiing cap chay ngoén ngoéo khap noi, day ratcé kha
nang la mét trong nhitng Iy do ban muén két néi wireless luc ban dau.

Trong hau hét cac trudng hop, mot router Wireless cé thé dap ung tat ca
may tinh kh” ng day va httu tuyén trén mang gia dinh ctia ban: 10 may tinh
ho&c it hon. boi vi ndi mang workgroup Windows dugc thiét ké danh cho 10
may tinh trd xuéng, 10 chic chan la muc t8i da cho loai ndi mang ngang hang
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nay. Trong nhiing trudng hgp ban gap phai cac "vung chét' WiFitrong nhiing
ndi nhat dinh clia can nha, ban cé hailya chon. Ban mua mot router WiFi méi
c6 nhidu anten ching han nhu Linksys WAP54GX Wireless-G access point
vén co thé md rong cac pham vi két ndi va giam di cac vung chét. Mot cach
stta chita khac cho mét tin hieu WiFi y&u ka mua mot bd md rong pham vi hoat
dong (range extender) chang han nhu phich cam tudng Netgear Wireless G
Range Extender. Thiét bi nay cAm vao bat ky 8 cam dién va ting cudng tin
hiéu WiFi. Trong nhitng trudng hgp hiém hoi nhat, ban phai thém mét access
point na vao mang. Xem xéttly chon nay né&u ban thdy rang luu lugng trén
access point cla router Wireless lam cham di sy truy cap mang nhat la trong
thai diém c6 nhu ciu cao chéng han nhu khi viéc chai game tryc tuyén xay ra
trén mang. Lan nlfa, hau hé! cac gia dinh s& khong doi héi thém mét access
point. Hay hiéu réng access point khéng cung cép cong ndi (gateway) va
nhiing tinh nang router ctia router WiFi, nhung né cung cap mot cach khac dé
m3 réng pham vi hoat ddng clia mang. Ban sé caAn mét access point thit hai
chi trong nhiing tinh huéng hiém hoi nhat. Cac access point thit cap két noi
khdng day vdi router khéng day chinh d8 cac may tinh trong tAm hoat ddng xa
clia gia dinh hodc mang cé thé "bat trd lai" sang router chinh. Ban cau hinh
access point phy giéng nhu ban cdu hinh access point trén router nghia 1a su
dung cung mét SSID va nhing xac 1ap khac.

Khiban da quyé&t dinh ndi ban sé dit router khdng day, ban co thé 1ap dat
né. Sau khi router dugc l&p dat {nghia 1a dugc dat va dugc ndi két bang
phuong dién vatly), ban c6 th& ciu hinh cac xac |ap co ban trong router. Lap
dat router doi hdi ban tat modem béang tan réng (ndi k&t Internet sé& khong co
s&n). Ban ciing nén tdt ngudn tat ca may tinh hién & trén mang chang han
nhu cac may tinh dugdc két ndi véi mot switch hodc mét hub vén ndi véi thiét bi
bang tan rdng. Tém lai, hay tt moi thi d& bit dau ti€n trinh 14p dit.

Ban can t&i thi€u hai caAp mang Ethernet CAT 5 dé tao cac néi két can
thiét cho mang khéng day: ban s& ndi router khdng day véi modem cap hoic
router DSL. Ban ciing s& ndi mét may tinh vai router khdng day (cho phép
ban truy cap va cdu hinh router). Mét cap mang thudng di cung vdi router
khéng day. Va bdi vi ban da cé6 mat ndi két bang tan rong vdi t8i thiu mét
may tinh, s& c6 t8i thi8u mét cap chay tir thi€t bi bang tAn réng d&n may tinh
ma ban cé thé st dung.

M6t router khéng day cho phép tao mét mang gia dinh gém cac may tinh
hitu tuyén va khong day.
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Midy tinh

Desktop

Mdy tinh
Laptop

Miy tinh

Desktop
Router |
khong
dii’is Thi&t bi

) : acoin[ bing tin
Mdy tinh Deakl}op p rong
LAN hitu tuyén Internet

.Access point \
bé sung

Mady tinh tir xa

THU THUAT: N&u ban sé néi k&t thém cdc mdy tinh
hode mdgt thigt bj khde chdng han nhu hub hodc switch vdi
router khéng ddy, ban sé cdn thém cdec cdp néi mang.
Cdc céng Ethernet trén hdu hét cd.: router ty déng cdm
bi¢n, nghia la céng dugc c&u hinh chinh xdc cho dén khi
thiét bi dugc ndi véi cédng. Ban cé thé sk dung cdp Ethernet
CAT 5 théng thuong cho du ban ndi két mét mdy tinh
ho&c mét switch khdc vdi router khéng ddy. Ban khéng
cdn mua cde c.dp chéo (crossover ‘:ab!e.) d€ ndi router vdi
cdc switch va hub (hdu hét cdc hub cé .mdt cdng uplink).
Tuy nhién mét sé cd‘ng cG hon cd Hﬂ\.év néi cdc cdp chéo
vdi mét cdng LAN trén hub véi switch cda router WiFi.
Mét cdp chéo tréng nhu cdp CAT 5 binh thudng (mdc da
mét sé& céng ty lam che ecdc cdp chéo cda he ¢d mdu
vang d€ ban bi&t né la mdét cdp chéo; cdp cidng sé ducc
adng dé&u bfiug tén "pa'}ck cord"). Mét cép chéo khde vdi
mét cdp LAN thuong & diém 4 cdp day trong cdec bg néi
RT 45 & cdc ddu cda cdp duge "bdt chéo" tdi sdp xép
trén cdap chéo;, cdc dc‘a‘y chqy "fhgng qua" trong md+t cap
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LAN CAT 5 -llr\o“ng H’\ufd’hs. Hay chde chdn ban doc tai
lieu cda cdc thigt bi ndi ké't hién cé (chdng han nhu cde
switch hodc hub) trudec khi mua thém ba't ky cdp. Bdi vi
hdu hé&t cdc hub cia hon ducc thigt k& cho Ethernet ‘IDMbps,
bqn né n H'\a)_f chﬁng b&ng cdec switch mdi cung cd'p cdc
cé"ng fue aéng cadm bidn va H«\th qung 10 M’ops va l(lﬂ.éhg
doi hdi cdc cap d&c biet.

20. Lap dat Router

Trudc khi ban bat dau

19. Ban vé viéc l3p dat Router khéng day

Sau khi ban da Iay ra router khéng day va xem nhanh cac hudng dan Iap
dat, ban sdn sang lap dat router. LAp dat that sy la mét van dé ndi router vdi
thiét bi bang tAn rong (mdt modem cap hoac router DSL) rdi bat nguén router
khong day. Sau dé ban cé thé truy cap router khéng day bang cach ndi truc
tiép may tinh vdi router.

20. Lap dit Router

Tit ngudn thiét bi
bing tin rong

4] N&i Router khdng diy vdi
thi€t bi bing tan rong

NGi mdy tinh véi
router khong day

Bit ngudn thiét bi
bing tin rong

~—F} Bat ngudn Router
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1. Tat nguén thiét bi bang tan rang

Tét mod’em cap hqéc router DSL. Diéu nay cé thé dai hdi rat phich
cam thi€t bi bang tan rong (nhiéu thiét bi nay cé cac céng tac on/off).

Viec eil pki(l‘l ém thigt b Iﬁdnq tdng edng thue 16 sé xé¢ iﬁp loi thigt bi. Beéi i
fl\ié(‘ Li l)dnq tén réng ”‘IGO c|6i nlﬁnq tin cl'ldnq |1c_1n nhu cac “”'106_ l:xno. aia chi

IP (cac dio cht 35 Juge tom thai gén cho cae may tinh, didu quan tegng la ph:ii
xba <”‘lﬁnq tin ndy teusc khi thiet iﬁp rouler H‘lﬁnq clﬁl.], didu ndy “‘uﬁi sy sé dam

nhi¢m c8ng viéc gén cde dio chi 1P vdo cae mgng HNan &Gq vi hau tuyén eén

2. N6i Router khong day vai thi€t bi bang tan rong
N&i router khong day vdi thiét bi bang tan rong bang cach sl dung
mdt cap UTP CAT 5 (trong hdu hét cac trudng hop vdi router). Cam
cap vao router khong day trong cng Ethernet dugc &n dinh cho
"Internet”.

Cho do I:>Qn sit Aqnq nhan l‘néu rouler |(|16nq (JGL; ndo, mot céng tren router sé
duce dn dinh cho néi ket lndernel vén ls néi ket gida thiet l)i Ldnq 14n réng vad
router Hnénq dﬁq. thnq cé"nq khéc trén rouler “uﬁnq ddq ﬂuldnq auqc q{mi

vhan la cac c8ny "LAN" vs duge sa c|unq dé¢ néi teyc tigp cac méy tinh hodac
nI'u]nq ”ﬂié(i l‘)i mQng l(l'lélc véi rouler.

3. N6i may tinh vdi Router khdng day

N&i mdt may tinh (mdt may tinh laptop hodic deskiop) bang céach
chay mét cap t adapter mang trong clia may tinh dé€n router khéng
day bang cach sl dung mét trong cac c8ng LAN cla router. May
tinh nay bay gid dugc "ndi day ciing" vdi router WiFi s ¢6 chuc nang
nhu console quan ty G cdu hinh va giam sat router WiFi. Né ciing |a
may tinh ma ban s& sl dung dé giao ti€p ban ddu vdi router va tao
cdu hinh clta router bang cach st dung CD hodc DVD cai dat dinh
kém véi router WiFi.

Gbi L
Bqn ”Nﬁl sy nén be 1si mgt may tinh trén myng ¢6 m6t odcpfer LAN "hau
tuyén” 48 ban c6 the cdu hinh access point cda router WiFi vao lic ban d4u.
Néu ban Lkﬁnq c6 mot may tish hau fuyén trén mqng, l\ﬁq mugn mol }oplop )
mét adopler LAN hau tuyén: thiet |dp router Wi bang cach sa clunq CD i

dat. Sou dé, ban 6 the c6uv hinh rouler 3¢ ne dugc troy cép theo k&t lu.] méy
Jinh lren mang bdnq céch sd dqnq mét teinh duqél Web. Tuq n|-|ié‘n, p|1uunq




64 Chuong 4: CAi div vA cAt hink Router khéng diy

pl'nép ndy H\Grlq an toan nhu vigc ¢6 mdl nébi ket cop .cﬂnq- vii rouler, Ney I)qn
da 6 mét modem Ldnq fan réng trong nhé cda |:>qn (trusc khi bgn quyét dinh
WiFi), né duge néi véi 161 thi€u mat may tinh bang met néi ket LAN “hae
tuyen®. Su dyng may tinh ny d¢ cdu hinh router. Déi vai mgt may tinh khong
auqc adi ryc lidp véi rouler l‘:dnq mot nei ket hiau tuyés de su hinh rouler, ban

nén md chic nang lruy c§p Web dua router ea truéc Ihd nang 14n c6ng ta ben
ngogi mgng.

4. Bat nguén thiét bi bang tan réng

NGi lai thi€t bi bang tan réng v8i nguén dién. Bgi 2 dén 3 phut dé cho
thiét bj bat dau chon vdi giao thic ISP va ndi két vdi Internet. Hay
chic chin td1 ca dén déu sang trén thiét bj bang tan rong (dac biét
den ndi két tnternet thudng dugc ghinhan 1a "Online").

5. Bat nguén Router

Cam router khang day vao mot ngudn dién. Theo dbi cac dén chi
bao & phia trudc router. Khi ban thdy hoat dong trén bd chi bdo
tnternet va cédng LAN dudc ndivéi PC, oan da hoan tatviéc lAp dal
router khdng day va san sang cau hinh cac xac 1ap co ban cho router.

Né&u ban khong thay mot dén hoat dong cho b3 chibdo Internet trén router
WIFi, hay ki€m tra ngi k&t cap gilia router va thist bi bang tang rong (chang
han nhu mét modem cap). N&u ndi két tot, hdy daoc ngugce cap bdi vi déi khi
hoat ddng nay budc ban ndi k&t cac bd néi cap vao cac céng thich hop trén
cac thiét bi. Modem cap (hoac 1hiét bi néi két khac) clng sé cho thay mét dén
noi két Internet. Néu né khéng duge ma, hay tat thidt bi bing tan rong WiFi
va lap lai cac budc trong tac vu nay cling kiém tra ndi k&t dién cho router
WiFi. Néu ban gap cac sy ¢ néi két LAN, hity ki€ém tra cap LAN gitia may
tinh va switch cla router WiFi. D&i vdi cac su cé ngoai trd nhing su cé rd
rang, hay xem muc 91 va muc 93.

21. Ban vé viéc cau hinh Router khdng day

Trude khi ban bit dau Xem thém
20. Lap dat Router Muyc 40
Muc 42

Khiban da bat ngudn router khdng day va xac nhan rang "né dang giao
tiép vdi thi€t bi bang tan rong (nghia 1a tat ca déu sang), ban sin sang ciu
hinh cac xac 1ap ¢o ban cita router. Hau hét cac router khong day dugc cau
hinh tir xudng vdi kha nang k&t ndi khéng day dugc tat. Bidu dé cé nghid rang
ban phai md kha nang két ndi khong day cla router trong qua trinh cau hinh
ban dau. Trong sudt qua trinh c4u hinh ban dau, ban cling phai thay déi (va
nén thay d&i) ¥&én mang khong day hoac SSID (service set identifier), von
nhan dang mang khdng day cua ban.
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THUAT NGU CHINH

SSID (service set identifier). Mot dinh danh duy nhit (t61 da 32 ky
tw) dupe st dung dé phin bigt mot WLAN nay véi mét WLAN
khac. Céc thiét bi c6” két néi voi mot WLAN cu thé, si dung SSID
dugc ciu hinh cho WLAN do.

SSID mae dinh cho hdu hét cac rouler “’lﬁnq clﬁq la ten cda cbng ty sdn xudl
rouler. Vi dy, tréen mél router Linl(sqs, SSID mdc dinh la LINKSYS. Router

“'nﬁnq cln'jq NETGEAR duge sa :Junq de gidi thich cau hinh co bdn va thiet pr
cia mél rouler trong muc 20, SSID mdc ainl‘l la NETGEAR.

Haitap hop tuy chon c&u hinh cd ban ma ban sé lam viéc lién quan dén
ni két Internet (chdng han nhu dia chi IP dugc st dung bdi router khdng day)
va mang khéng day (cac tiy chon chang han nhutén SSID va ché dd mang).
Nhiing xac lap ban dau nay thudng cé thé dugc cdu hinh béing cach st dung
setup wizard ndm trén mot CD hodc DVD dinh kém vdi router khdng day.
Trong hau hét trudng hop, ban cé thé tiy chon cau hinh router khéng day ma
khéng cAn dén wizard bang cach ndi k&t vdi router sli dung trinh duyét web.

2 Installation J\_r.é":unr-[_né_hih-Mi:i.l';a;m'mlmlwtlipia_wr L

NETGEAR

{ installation assistant
BLe MEse Yhrelgss Y oule

Betore You Begin ...

Important: Before you begin. be sure you do the following:

S Cloes all sofaare 20 abons inoiyding VPN cieol and paesoe 5l fresan programs

At I i ot At PO Chérd wAll vy cuen iy 7 meteecrk dugt-ort oa®
PN W Lt Py wrrild waB e et Laming o of & tofre b gter I e
MG g s B Rerert Lot

T ieg g | slallahon AESIAM 0N A COMPULET il &% aired Ethemel [onneiBan, ol et & SrEE COnNELUON
Selling up your new NETGEAR rouler will lake approximately 20 minules.

The Instaliation Assistant will guide you through connecting the NETGEAR
router lo your network.

Then, the Configuration Assistant will guide you through configuring the
router to use your inlernel conneclion.

o [ Them |

H4u nhu tat ca router khong cdy cai djt sé gidp ban ndi
két véi router.

THU THUAT: Hay chde chdn mdy tinh ndi vdi router
khéng day dugc cdu hinh d€ nhdan dia chi JP cda né va
nhahg xdc |¢$p TCP khdc t% router khang dc‘iy qung qua
DHCP. Trong hép thoai TCP/IP Properties cho adapter
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mang cida mdy tinh, tdy chon Obtain an JP address auto-
matically va tiy chon Obtain DNS server address nén duoc
cho n.

Mot URL dugc cung cap trong tailiéu cua router khdng day cho phép ban
truy cap router tir may tinh dugc néi két (qua cap LAN) vdi router. Vidu, URL
cho router Netgear |a http://www.routerlogin.net/basicsetting.htm. Tai liéu cho
router nay cing cung cdp mot tén dang nhap 1a admin va mot password la
password. Khi ban dang nhap vao router (st dung mét wizard dugc cung cap
bdi CD cai dat cla router hoac béng cach st dung URL), ban cé thé truy cap
cac xac lap khac nhau bang cach sif dung céc link dugc cung cép trén cac
trang web két hgp vdi cdu hinh cla router.

22. Truy cap cau hinh Router

Trudc khi ban bat dau
21. Ban vé viéc cau hinh Router khéng day

Pé cau hinh router khdng day, ban phéi truy cap router. Ban thuc hién
diéu nay ti mot may tinh ndi tryc tiép véi router khéng day bdng mot cap
mang. Sau cau hinh ban ddu, ban c6 thé truy cap router b&ng cach si dung
trinh duyét web ctia may tinh chéng han nhu Internet Explorer.

Sau khitruy cap router, ban nén md chiic nang WiFi dé cac may tinh trén
mang c6 thé két ndi vdi cac access point clia router WiFi. Ban ciing nén cho
phép cac théng bao trayén dai chting SSID (tén mang WiFi dugc truyén phat
dai chung bdi router), diéu nay lam cho ban dé truy cap cac may tinh dugc
van hanh bdi WiFivén sé két ndi vdi access point clia router hon.

22. Truy cip ciu hinh Router

(A Nhip Username
va Password

n =
Nhip URL [

cho router
khong diy

..... S T 11
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'a Bt chifc nang truy cdp khong diy (Wireless Access)
va truyén phdt dai ching SSID (SSID Broadcast).

«/®
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1. Nhap URL cho router khéng day

Trong trinh duyét web (chang han nhu Internet Explorer), gd nhap
URL dugc cung clp bdi nha san xuét router khéng day trong hop
text Address va nhap Go. Mdt hop thoai an ninh md ra.

2. Nhap Username va Passowrd.

Nhap username va password dugc cung cép trong tai liéu router.
Nhap OK. Clra s6 quan ly router md ra trong clra s6 trinh duyét.

THU THUAT, N&u ban mudn lam cho sy ndi k&t cde

router dé& ddhg hon trong tuong lai, ahqn l«\o':p kigm Remem-

ber my password trong hép theai an ninh.

3. Batchuc nang Wireless access va SSID Broadcast.

Chon tuy chon Wireless Settings trén trang c&u hinh ctia router WiFi.
Vidy ddi véi WiFi Netgrear WiFi, nhap Wireless Settings bén dudi
tiéu dé Advanced & bén trai clia sé trinh duyét. Sau dé nhéap Enable
Wireless Router Radio va Enable SSID Broadcast dé md céc chiic
nang ndi mang WiFiva cho phép router WiFi truyén phat dai ching
SSID mang. Tén clia nhiing tlly chon ma ban chon cé thé thay déi
phu thudc vao phan mém cau hinh va router WiFi ma ban s dung,
nhung ban nén md hai xac lap nay.
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Ban sé thy rdnq csc lrang web duge s dyng d¢ truy cap cdu hinh cda rouler

“)an (Jﬁq kha tueng ty bat k& nhan higu roufer nao md bon Janq sy cjunq. Cac
giao dién ”‘luﬁnq aon gidn va ds ldm viée I(I'n Bqn du }ﬁn‘\ vd gidm sat router.

23. Ban vé cac xac lap Internet

Trude khi ban bit dau

21.Ban vé cdu hinh router khéng day

22. Truy cap cdu hinh router

Cac xac lap Internet router khong day thithigt yéu; chung phai duge nhap
chinh xac dé router khéng day co thé ké&t néivdi thiét bj bang tan réng va cuéi
cling v3i ISP v8n cung cap ndi két Internet. Ban nén cd théng tin sau day (do
ISP cung cép khi ban dang ky dich vu) dé xac |ap cac cdu hinh internet clia
router:

& Tén va Password diang nhdp. Néu nha cung cdp dich vu cua
ban doi hdi ban diang nhdp truy cdp Internet, ISP cua ban sé
cung cdp cho ban mét login va password. Nhilng xac ldp nay
phdi dudc nhdp vao cu hinh router dé truy cap Internet. Tén va
password ddng nhdp khéng gidng vdi tén va password dang
nhap ma ban sU dung dé truy cap router WiFi théng qua trinh
duyéi web. Ban phai nhan tén va password didng nhap nay tu
nha cung cap dich vu Internet.

MQ* 8 ISD cing cung cﬁ'p cl'lo Eqn mét tén cl';cl\ vy 36‘ iﬂuq cdp Iniepnef. Bqn
cing sé c4n 1'16nq tin nay d8 cfu linh router khéng déy. Hay qoi d6n bs phgn

trg giip cda ISP druac ki cdu hinh router WiFi 3¢ Lgn e thé thu |||z‘$p theng
lin c&n ”lléf nhﬁ’m cbu ‘\in‘\ rouler c"\inh xAc.

& [P Address va Subnet Mask. Néu ISP di cung cdp cho ban mdét
dia chi IP tinh, ban sé can dia chi ma ban da dudc cung cap.
Néu khong, ban sé dugc cau hinh router khdng day dé né nhén
dia chi IP cda no va nhing xéc lap TCP/IP khdc mét cdch dong.

M Cdc tén server DNS. Mét s6 ISP déi héi ban cdu hinh router sao
cho né biét cdc dia chi IP cla cac name server DSN chinh va
phu. Néu khéng, théng tin nay dugc cdu hinh ddng.

Hay chéc chan ban ghi chép tat ca thong tin nay 1&n mét manh gidy dé
ban ¢ thé cau hinh router khi ban truy cap tién ich cau hinh. Trong nhiing tinh
hudng ban khdng c&n mat tén dang nhap (va password) va nhan dia chi IP va
cac xac lap TCP/IP khac mdt cach ddng théng qua server DHCP cua ISP,
ban sé& khong can bat ky thdng tin nay, diéu nay lam cho cau hinh router trg
nén cuc ky don gian.
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Nhu v&i bat ky xac lap router va adapter mang khéng day dugc théao luan,
céc xac lap that sy thay déi tir thiét bi nay dén thiét bi khac. Tuy nhién, ban sé
thady rang cac tién ich cdu hinh router cho céc router khéng day clia cac nha
cung cap khac nhau rat tuong tu v& cach cac xac 1ap dugc nhém lai trén
nhiing man hinh cau hinh.

24. Céau hinh cac xac lap Internet

Trudc khi ban bat dau
22. Truy cap cau hinh Router
23. Ban vé cac xac lap Internet

Trong muc 22, ban da biét cach md man hinh configuration settings chinh
cho router khédng day. Phu thude vao router ban dang céu hinh, ban cé thé
thdy cac xac lap Internet dugc dat bén dudi hang muc Basic setlings (nhu
trudng hgp vdi cac router Netgear) bdi vi cac xac lap Internet thiét yéu cho
router cung cap cho mang mot ndi két Internet. Tuy nhién, ban cé thé tim thay
cac xac lap Internet dugc dat trong hang muc riéng ctia ching. Vi du, ban co
thé truy cap chiing béng cach sl dung mét link co tén la Internet settings).

Khi ban khéng thé tu minh cau hinh thanh thao nhiing xac lap nay, hay si
dung CD nay cai dat vGi router WiFi. N6 dan dét ban qua viéc cai dit co ban
router. CD nén dugc dat trong may tinh dugc nditryc ti€p vdi router WiFi bdi
mot cap LAN.

24. C4u hinh cac xdc lap Internet

1] Truy cdp cdc xdc
ldp Internet ¢d bin

bl T Semng

Do W 4 2 e v Bt 4 8 L *

g _a CAu hinh ndi

k€l Internet

Nhap tén
dang nhdp va
Password
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A s S e -h‘u—hih-. C1 D
NETGEAR — —

g O

Bow i bakicgm
. T

4 C&'u hinh
dia chi IP

pgCiu hinh cdc xic
lap server DNS

b Ap dung cdc xdc lip vao router

. Truy cép cac xac lap Internet ca ban

N&i két vai router khong day bang cach st dung trinh duyét web clia
may tinh (nhap URL cho router va cung cép tén dang nhap va pass-
word ma ban da cung cép trong tai liéu khdi dong nhanh ctia router).
Trong clfa s8 trinh duyét, chon hang muc setting cho phép cau hinh
cac xac lap Internet cho router (chang han nhu Basic Settings trén
moét router Netgear).

. Cau hinh noi két Internet

Nhap nuttiy chon md ta t6t nhat ndi két Internet clia ban. Vidu trén
mét router Netgear, ban nhap Yes hoac No dé tra 16i cau hdi Does
Your Internet Connection Require a Login?

. Nhép mét tén dang nhéap va Password

Né&u ban da chon No & budc 2, hay tiép tuc véi budc 4. Néu khéng,
nhap tén dang nhap va password trong cac hop thich hgp. Théng tin
nay da dugc ISP cung cép cho ban khi 1an d4u tién ban dang ky dich
vu. N6 khéng gidng vdi tén dang rhap va password router. Tham
khao tailiéu dugc cung cép cho ban 38i nha cung cap dich vu Internet
ho&c goi bd phan hé trg clia ISP d€ bao dam rang ban cé théng tin
nay. Hay nhd cac nha cung cdp bang tan rong chang han nhu dich
vu Road Runner cta Time Warner khéong doi hoi mét tén dang nhap
va password Internet. Trong danh sach x& xudng Internet service
provider, cé ba Iya chon: Other, PPTP va Telstra Bigpond. & My,
hay chic chan Other dugc chon, day la loai ndi két ISP phd bién
nhat ma ban sl dung (that ra né |a PPoE) vén 1a giao thiic point-to-
point dugc s dung vdi nha cung cip dich vu Internet). Néu ban &
Ao, cé thé ban phaichon PPTP (mét giao thiic phan mém khac dé
k&t ndi vdi Internet). N&u ban & Uc, c6 thé ban phai chon Telstra
Bigpond. Lan nita, hay trao ddi véi nha cung cép dich vu Internet cla
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ban trudc khi cdu hinh router WiFi dé chac chén ring ban da cé
thong tin thich hgp.

4.CAu hinh dia chi P

Viéc ban nhan dugc dia chi IP mét cach tu dong (nd sé la dia chiIP
cho router WiFi), i nha cung cap dich vy Internet bang cach s
dung DHCP hay dugc gan mét dia chi IP tinh |a tuy thubc vao ISP.
NéEu ban st dung mét dia chi IP tinh d& k&t néi véi Internet (von da
dugc cung cap cho ban khi ban dang ky dich vy Internet clia I1SP),
hay nhap dia chi IP trong cac hép thich hop. N&u khong, chon tuy
chon Get Dynamically from ISP.
5. CAau hinh cac xac lap server DNS

Néu ban nhan dugc dia chi IP mét cach tu dong thdng qua DHCP,
router WiFicling tuy dong nhan dugc cac dia chiserver DNS chinh va
phu. Tuy nhién, néu ban sit dung moét dia chi IP tinh ma ISP gan cho
ban, ban clng phainhap cac dia chi |P clia cac server DNS chinh va
phu (cac server DNS cla ISP) trong cac hop thich hgp. Néu khéng,
chon tiy chon Get Automatically from 1ISP.

Trudc khi ban ¢6 cau hinh router WiFi, hay xem quatai fiéu ma ban

da nhan khi dang ky véidich vu Internet ISP cla ban. Néu ban khong

c6 tat ca thong tin ban cén, hay goicho bd phan trg giup cta ISP,

Cé I& ho s& cho ban biét rang ho c6 thé thiét 1ap mang WiFicla ban

v3i mét chi phinao dé. Hay & phép tu chéi yéu cau nay. Hdiho vé

nhirng théng tin sau day:

B T6i c6 cAn mdt tén dang nhdp va password dé Két néi vdi
Internet hay khéng? Co hodac khdng? Néu co, tén ddng nhép va
password cta t6i la gi? Téi ¢6 nhan dugce dia chi IP mét cdch
dong hay khéng? Co hay khdng? Néu khdng, dia chi IP cta t6i l1a
gl va cdc dia chi IP cla cidc server DNS chinh va phy dugc bao
tri b3i ISP la gi?

6. Ap dung cac xac lap cho router

Sau khi nhap théng tin dugc yéu cau, nhdp nat Apply (hodc ndt vén
luu xac nhan router cho router cy thé cha ban). Bay gid router khong
day dudc thiét lap dé truy cap Internet bang cach st dung ISP va
thiét bi n8i k&t bang tAn rong ma router dugc néi vaéi.

25. Ban vé cac xac lap Wireless

Trude khi ban bt dau Xem thém

21. Ban vé viéc cdu hinh Router khdng day Muc 76

22, Truy cap cau hinh Router Muc 77
Muc 78

Muc 40
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Trong muc 24, ban dugc cung cap thdng tin dé router khdng day truy cap
Internet béing cach sii dung mét thigt bi ndi két bang tan rong (modem cap
hoac modem DSL). Nhitng tuy chon cau hinh cd ban khac ma ban nén xac lap
trudc khi dang nhap vao router 1an dautién la cac xac lap wireless clia router.
Nhing xac 1ap nay bao gom tén mang SSID cla nd), khu vyc ma mang dugc
dinh vi (chdng han nhu United States), kénh cla router (t4n s& ma router s& van
hanh) va loai ch& dd WLAN (802.11g va 802.11b) ma router hd trg.

Gl i

Neu mqQng cua ban boo gém nlu]nq may tinh sd Aunq cdc adap?&m mgnq 802.1b,
cl’ufm() 6 the gioo Gifp véi rouler Lhﬁnq day mign la ban cdu hinh router 42 hs

teg che d6 wireless ban ddu nay.

Phu thudc vao router cuy th&, man hinh cau hinh wireless cé thé bao gém
nhiing xac 'ap cho nhitng xac lap an ninh wireless cua router. Muc 70 gidi
thiéu an ninh wireless clia router khéng day, xac 1ap an ninh ma ban cau hinh
trén router cing phai dudc cdu hinh trén mat may tinh v8n ndi két véi mang
bang mot adapter khdong day (néu khdng, may tinh khéng thé k&t néi vai
mang). Mot bién phap an ninh don gidn chang han nhu tit cac théng bao
truyén dai chiing SSID that sy "che giadu* mang WiFi clta ban khoi nhitng
ngudi dang quét tim cac ndi k&t WiFi cé sdn. Nhing bién phép an ninh phuc
tap han nhu Wired Equivalent Privacy (WEP) hoac WiFi Protected Access
(WPA) slt dung sy ma hoéa va nhitng chién lugc khac dé bao vé an toan
mang WiFi.

26. Cau hinh cac xac l1ap Wireless

Trudc khi ban bat dau
22. Truy cap céu hinh Router
25. Ban vé cac xac lap Wireless

Trong muc 22, ban da hoc cach md man hinh Configuration Settings clia
router khéng day. Trong muyc 24, ban da cung cap thang tin dé router khéng
day cé thé truy cap Internet bang cach sit dung thiét bj k&t ndi bang tan réng
(cdp hoac modem DSL). Ngoai cdc xac lap Internet, ban nén thiét lap cac xac
lap wireless cho router 1an dau tién ban truy cap cac xac lap cau hinh. Ban cé
thé thay ddi nhitng xac lap nay khi can thiét trong tuong lai. Trong mot s
trudng hgp, c6 thé ban phai thll cdc xdc 1ap kénh (channel) khac nhau cho
router bdi vi router khéng day cé thé nhidu séng véi bat ky dién thoai ki thuat
s8 ma ban sl dung trong nha ho#c van phong vén co thé chay trong cung
mottan s8.
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26. Cau hinh céc xac lap Wireless ctia Router

Truy cdp cdc xdce 1ap Wireless ? Thay déi SSID

dporms s - T0s o
T D0 0 st s o

WiIZAR Ill fawtes menager
LU P S ree

‘:. Wiebess Sellngs
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~ ety n—w
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T 2 e EF ttrudt At idd P iaenasmy

Chon mét kénh E Chon mét ché h Ap dung cdc
(channel) d6 (mode) xdc ldp vio

Chon mdt khu
router

vife (region)

1. Truy cap cac xac lap Wireless

N&i k&t vdi router khdng day bang cach sl dung trinh duyét web clia
may tinh (nhap URL cho router va cung cép ID dang nhap va pass-
word cho tai khoan quéan tri clia router). Trong clia s& trinh duyét,
chon hang muc settings cho phép cau hinh cac xac lap wireless cho
rov er (chang han nhu Wireless Settings trén mot router Netgear).

Mal s& router khong day chdng hon nhu céc r. uler duge sdn xudl béi Nelgear
cung cp mét nal Test irén céc man hinh cdu linh khéc nhou. Hl’ld’p nat Test d¢

Lié’m fra cdc xdc It‘jp mad an 36 nhdp 36’ X m ciujnq ch quf aﬁnq Iml.; Lhﬁnq
teudc khi ban ap ::‘unq va luu c"u'mq sang rouler,

2. Thay déi SSID
Nhap t&n mdi cho mang khdng day trong hdp SSID. Tén cé thé dai
dén 32 ky tu. Cac t&n mang nhay kiéu chi, do d6 hay ghi nhd dieu
nay khi tao tén mdi. Dé dé dang nhan dang mang cho nhiing nguai
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Gl L

dung clia ban (va khéng bi nham 1an b&i mét ngudi hang xém nao
dé ngau nhién phat hién mang WiFiclia ban), chon mdt 1&n cé tinh
mé ta. Vi du ddi v8i mang WiFi gia dinh, ban ¢6 th& muén sl dung
SSID habrakenwifi hoac habraken-family. N&éu ban cam thady can
mét tén "khd hi€u" han dé tranh kha nang mét k& bén ngoai doan
SSID va k&t ndi vdi mang cia ban, hay tao mét tén thich hgp khi can

thiét.

Céc il‘nénq bao iruqén qu Llnjnq (lwouc]wsi) SSID td oecess Po4n| cda router
Wifi cé the dugc tat. Broadcost SSID chi la router thang bso trén kénh ve
tuyén auqc cu hinh rdng mgng WiFi cio l}qn ln'én hiu. Viec 18t céc broadcast
sé 1o chas n|'1|]nq nquai khac chdng han nhu nhiang nques hang xém lan cgn hege
nquoi ndo do EIﬁu xe trén addnq H\ﬁnq yuét fim mang cdo |3qn. Xem myc 78 d¢
biet ilnﬁnq tin vé cach 14t broadeast SSID.

3. Chon mét khu vyc (Region)

Ban phai xac dinh mdt khu viic cho router. Nhap danh sach x3 xuéng
Region va chon khu vuc thich hgp. Viéc chon moét khu vuc sé that su
khong c6 bat ky myc dich chiic nang nao (access point clia router sé
hoat ddng tham chi néu ban chon nham khu vuc). Tuy nhién 8 My
luat phap quy dinh ban phai xac dinh khu vuc la United States. G My,
tham chiphé "céng cdng" clacéc tin hiéu vé tuyén dugc kiém soat
va dudc quy dinh bdi Qy ban truyén théng lién bang (FCC) va luéat.
Bé&n ngoai nudc My, cac luat thay déi, do dé viéc chon khu vuc thich
hgp chéng han nhu Mexico hoac South America that suchila su xac
nhan clia ban ma ban hiéu ring phd v6 tuyén céng cong cé thé
hoac khéng thé dugc quén Iy bdi mét cd quan chinh phi trong khu
vuc cua ban.

.Chon mat kénh (Channel)

Kénh 14 day tAn s8 ma router khéng day dudc st dung dé giao tiép
vdi cac may tinh dugc van hanh bang wireless. Mot gia trimac dinh
thudng dugc cung cap b&i nha san xuét router. Thay d8i gia tri khi
can thi€t bang cach st dung danh séch x8 xuéng Channel, dic biét
néu ban gap phai su nhiéu vdi cac dién thoai gia dinh hoéc nhitng
thigt bj ky thuat s khéng day khac. Trong hau hét cac trugdng hop,
ban ¢é thé di cing vai gid tri mac dinh. Hay nhd rang tat ca may tinh
dudc van hanh bang WiFi phai dugc cau hinh dé s dung cing mét
lkénh tin hidu vo tuy&n ma ban xac lap trén router. Xem muc 33 dé
biét thém thong tin.
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Khi bgn quél fim wdc mong WII—I cé s8n ladng cach sd c}unq mét may tinh duge
I)Gi WiFi, may tinh cluqéi quo tat ca kenh vé |ugé(n cé sdn nl’lﬁm tim kigm cse
SSID ‘\odc cac tén magng WiFi. Khi Bqn ket nai SSID l')ﬁlnq céch i c!unq
mgnq Wik (‘\odc 16n), ke rih dugc xdc |d|_> ly aénq trén cujapier magnq WiFi
trén may lint\. Khi l‘)on 181 cac BPDchcusf SS'D, Bqn “lénq the ket nai vé) access
poinl Wik |:>6nq esch fim SSID. Tronq truong llop 36 cac udap*er mang Wifi
Irén may tinh mqQng pl'n&i 'jucc c&u hinh vai cting mot SSID va kanh vé tuyén 3

duge c&u hinh trén rouier Wili.

5.Chon mét ché dd (Mode)

Nhap danh sach x8 xudng Mode (hoac mét t&n tuy chon tuong tu
trén man hinh cau hinh clia router) dé xac lap ché dé ma router sé
hé trg. Trong hdu hét cac trudng hap, xac l1ap g va b la xac lap mac
dinh va ho trg cac thiét bi 802.11gva 802.11b.

6. Ap dung cac xac lap cho Router

Sau khic&u hinh céac xac lap wireless cho router, nhap nat Apply dé
luu cdu hinh ciia router.

THU THUAT: Khi ban d& hoan t&t vide cdu hinh rounter,
ban nén ddang xudt (log off) router. Chon link Logoff trén
man hinh cd'u hinh cda router (len cda link ray thay d8i 1«
router nay dén router khdc). Vi du trén man hinh cdu hinh
router WiFi cda Netgear, ban phdi cuén hét dé€n cudi cia
sd trinh duydt va sau dé chon log on niim & phia bén irdi

man hinh. Log of‘f th) +8+ hon 1a ch Elér\g cia s8 trinh duye’;‘h
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Chuong 5

CAl PAT VA cAu
HINH CAC ADAPTER
KHONG DAY

LR R F R Y F R PR R R
Trong chdong nay, ban s¢ hoc nhilng diém chinh sau day:
W 27. Ban vé cac adapter mang khéng day
N 28. Quyét dinh kha ndang nang cdp ctia cac mdy tinh hién tai
B 23, Cai dat mét adapter khong day
N 30. Cai dat tién ich phan mém adapter
B 31. Kiém tra viéc cai dit adapter
B 32, Ban vé viéc cdu hinh adapter khéng déy
W 33. C4u hinh adapter va két néi vdi router khéng day
B 34. C4u hinh adapter dé néi mang gida cdc may tinh
B 35, Tgo cdc profile cdu hinh
B 36. Ban vé viéc cap nhat mot Driver Adapter

ot adapter mang WiFi cho phép mot may tinh gia nhap vao mang

khdng day. Chuang nay sé xem xét cac adapter mang khéng day va

cach cai dit va cau hinh mot adapter dé né cé thé giao tiép voi
router.

27. Ban vé cac Adapter mang khong day

DE mdt may tinh giao ti€p trén mot mang hitu tuy&n hoac khdng day, may
tinh phai dugc trang bi mdt adapter (bd di€u hgp) mang. Adapter mang cung
cdp ndi k&t gila may tinh va phuong tién truyén dir lidu clia mang. Trén mot
mang hitu tuyén, phuang tién nay thudng 1a mét day CAT 5 déng. Trén moét
mang vd tuyén, phuang tién la mot tin hiéu vo tuyén.
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Adapter mang, du la hiiu tuyén hay khong cay cé trach nhiém ity dit lieu
ti may tinh va chuyén ddi né thanh mét dang (mat ludng d liéu) ma co thé
di chuyén qua phucng tién mang. Cac adapter mang thudng chra moét bé thu
phat (bd phat/bd thu) nham cho phép chuyén déi di liéu (dif lidu dugc chuyén
ddi khi ndé dugc nhan dé may tinh x{ ly).

Céac adapter mang khéng day cé thé dudc thém vao mot may tinh note-
book ho#c desktop (n&u c6 s&n mét khe mé rong con trang). Hau hét cac
may tinh notebook m3i da dugc 1ap dat mdt adapter WiFiva hau hétcac nha
s&n xuat may tinh cung cdp mot tuy chon adapter WiFi cho nhitng may tinh
desktop ma ho ban. Xem muyc 28 dé biét thém théng tin vé viéc may tinh hién
daiclia ban c6 thé hd trg mét adapter mang khang day hay khéng.

Gl b
Céc nha san xudt bg xa ]q PC cl\dnq hon nhu Intel va AMD ds pl\éf tridn e
ba xit by may tinh (d4u ndo cia may tinh) cho nhﬂnq may tinh nolebook vén
dugc tich |'|qp chat che vei nlwﬂnq Jinh ndng céng nq]\é di adnq clnc‘inq hgn nhu
céc odapler mang Wili. Vi dy, Intel cung c8p c6ng nghe Centrino Mobile va
ADM cung cdp éng nr_]lné AMD Tuwion 64 Mol:)ile. Bat Iu.] may tinh notebock

ma bon mua cé 1oqo cia mét Yrong hai téng nqlné di Aénq (mobile) ndy th duoc
thict ke Jdac biet -ho n&i mgng WiFi.

Trong cac lya chon lign quan dén viéc thém mot adapter WiFiva may tinh
hién tai, ban c6 thé thdm mot adapter WiFi va mdt khe md rong (expansion slot)
ho#c ban co thé s dung mot adapter WiFi ngoai van ndi véi méot cdng USB
trén may tinh. Lya chon tat nhat va dé nhat la them mét adapter WiFi ngoai
USB vao may tinh. Tham chi cac may tinh ddi ci hon (bao gdm nhiéu may tinh
c6 cach day 1&n dén 6 hoac 8 nain) thudng cé t6i thiu mot céng USB.

Ba&i véi viec thém mot adapter WiFi vao mét khe md réng trén may tinh,
adapter Wifiadd-on cho mot may tinh notebook rat khac véi adapter WiFi ma
ban thudng thém vao mot may tinh desktop. Cdc may tinh notebook thudng
cung cap t8i thi€u mdt khe md rong PCMCIA (Personal Computer Memory
Card International Association) vén dugc sl dung d& thém cac thanh phan
chang han nhu cac adapter mang (chang han nhu mot card WiFi). Nang cap
mot may notebook 1a chiia viéc trugt mét card ma rong (PCMCIA) nho vao
khe ma rong.

T‘HU\ THMAT: Cdc mdy tinh notebook cé mdt trong ba
loai PCMCIA: Type 1, Type 2 hode Type 3. Ting loai
khe (slot) nay danh riéng cho mét loai card. Tham khdo tai
licu hudng ddn d€ xde dinh loai khe trén mdy tinh. Hau
Wt cde aclaph:_» WiFi 18 cdec card T)_/pe 2 va hau he't may
tinh notebook cung cd’p mdt khe Type 2 hode mdt khe
c PCMCIA cd thé chua nhidu loai card chdng han nhu
Type 1 va Type 2. Thé heé mdi nhdt cda cde loai card
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adapter PCMCIA déanh cho cde mdy notebook con dugc
goi la cde card CardBus.

Cac may tinh desktop (k& ca cac may dang tower) thudng cung cap mot
hoac nhiéu khe m& rong PCMCIA. Khe Peripheral Component Interconnect
(PCI) 1a mét khe md& rong trén motherboard clia may tinh desktop/tower va la
loai khe m& réng chudn cho cac motherboard tuong thich Intel (board mach
chinh cho may nnh) Nang cap mot may tinh desktop doi hoi ban md case
(thung may) va |&p dat adapter mang trong mot khe PCI trong Nhu da dugc
dé cap, hau hét cac may tinh desktop tower cung cép t6i thi€u mot hoac hai
khe PCIl. Néu ban da khéng thém bat ky thiét bj ngoai vi chéng han nhu moét
card am thanh hoac video adapter mdgi vao may tinh, cé |18 da cé moét khe
danh cho card adapter. Tuy nhién, ban c6 thé chi chac chan bang viéc md
case va kiém tra motherboard dé xem c6 s&n cac khe hay khéng.

B&i vicac may tinh notebook va may tinh desktop/tower cé cac céng USB,
mot trong hai loai may tinh c6 thé dugc nang clp 1én WiFib&ng cach s dung
mot adapter WiFi USB ngoai. Cac may tinh mdi hon thudng cé nhiéu céng
USB; cdc may notebook mdi thudng cé t8i thiéu 2 cdng USB va nhiéu may
tinh desktop c6 cac c8ng USB & phia sau va phia trudc case may tinh. Néu
ban mudn st dung mot adapter WiFi USB ngoai nhung hét cdng USB, ban co
thé mua mét hub USB vén mé rong s6 cdng USB cé sén trén may tinh. Hub
usSB thuong l& mot thiét bj kha nhd néi véi mot trong cac céng USB hién c6
trén may tinh. Cac thiét bi USB b8 sung (ch&dng han nhu adapter WiFi) sau doé
c6 thé dugc ndi véi Hub.

Mgt adapter ni mang =
khéng diy USB c6 thé cho -
mdy tinh c6 sdn c6ng USB £ -l

kha ning giao tiép trén F il

mét mang khéng day. k.

Da&i vdi viéc chon that sy mot adapter WiFi cho may tinh notebook hoac
desktop, hay chéc chin ban chon mot adapter tan dung téc do ndi két ma
router khdng day cung cdp. Néu ban st dung mot router G khéng day, nghia
la mdt router dudc san xudt theo nhilng théng s6 k¥ thuat clia cac chuén
802.11g, ban nén chon mot adapter mang G khéng day. Mac du mét adapter
WiFi khéng day 802.11b (wireless B) c¢6 thé ndi k&t vdi mot router/access
point G khéng day, nhung wireless B (vdi téc dd ndi két 11 Mbps) sé khéng
cho ban ndi két tdc dd cao hon téc dd ma cac adapter wireless G cung cap
(Ién dén 54 Mbps).

28. Quyét dinh kha nang nang cap clia cdc may tinh hién tai

Trudc khi'ban bat dau
27.Ban vé cac Adapter mang khéng day
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Viéc ban nang cap may tinh hién tai véi mot adapter mang WiFi hay khong
la tuy thudc vao cau hinh phan cuing clia hé théng va hé diéu hanh) thudng la
phién ban clia Windows) ma ban dang chay trén may tinh.

N&u may tinh tuong d8i mdi (st dung cach day 1 dén 5 nam), ban c6 thé
thém mot adapter WiFi vao may tinh ma khéng hé gap rac réi (cac céng USB
da la chué@n cho nhitng may tinh trong mét khoang thdi gian). Diéu nay tuong
tu d6i vdéi tdt ca may tinh trong gia dinh, bao gém cac may notebook va cac
may desktop/tower. Néu may tinh cach day hon 6 nam, ban c6 thé & trén
"dinh" clia kha nang nang cap xét vé tdc do xU Iy va lugng bd nhé ma nd co.
Quyét dinh xem c6 dang bd thém tién dé nang cAp mét may tinh ¢ hon sao
cho mot adapter WiFi co thé dugc thém vao hay khéng. Néu ban that su
mudn nang cdp mot may tinh gén nhu 16i thdi, ban phai nghién cdu thém. Vé
chi phi thap clia cac may tinh, mua mdt may tinh mdi vao thai diém nay coé thé
ré nhu cé nang cdp moét may tinh ¢li, ban phai ty quyét dinh diéu nay.

Bung mua bat ky thiét bi nang c&p WiFicho may tinh (may tinh notebook
hoéac desktop) trudc khi ban quyét dinh may tinh cé thé that sy duge nang cép
hay khéng. Cling c6 mot sd van dé lién quan dén viéc thém mot adapter
WiFi. Néu may tinh notebook khong cé mdt khe CardBus tréng ban khéng thé
thém maot adapter. Néu may tinh desktop (bao gdm céc may tower) khong co
sdn mot khe PCI, ban sé& khéng thé thém mot card adapter trong. Sau cung,
néu ban khong c6 mét céng USB trén may tinh (notebook hoac desktop/
tower), ban khong thé thém mot adapter WiFi USB.

28. Quyét dinh kha nang nang cdp clia cic mdy tinh

: :
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1. Ki€m tra cac yéu cdu phan cting cho adapter WiFi

Trudc khi mua, hay doc cac yéu cau phan cing cho adapter WiFi ma
ban mudn sl dung. Théng tin nay cé thé dugc tim thay trén hop
adapter wireless ho#c tryc tuyén tai website clia nha s&n xuét adapter
WiFi. Cac yéu cau t6i thiéu cho mot adapter WiFi lién quan dén téc
doé bo xU ly cia may tinh, lugng RAM (bd nhd trén may tinh), khdng
gian & dia ciing c¢6 sén clia né (cho phdn mém) va hé diéu hanh
(phién ban clia Windows ma ban dang chay). Néu ban mua mét
card WiFi trong, ban phai c6 mot khe CardBus tréng trén mot desk-
top hoac mot khe PCI tréng trén mot may tinh desktop/tower.

2. M3 hop thoai System Properties

Ban cé thé ki€m tra nhanh lugng bd nhé hé théng, téc dd bo xU Iy va
phién ban cia Windows ma hé thdng may tinh hién tai dang chay
bang cach sl dyng hdp thoai System Properties. D& md hop thoai,
nhap Start, sau d6 nh&p phai biéu tugng My Computer trén menu
Start. TU menu ngli canh vita ma ra, chon Properties. Hop thoai
System Properties xu&t hién.

3. Kiém tra System Properties

Hay chac chén tab General dugc chon trong hép thoai System Prop-
erties va ghi chu théng tin dugc cung cép. Tab nay cung cép phién
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ban hé& diéu hanh ma ban dang chay (ké cac cac service pack dugc
caidit), lugng bd nha hé théng va téc dd bod xUi ly cho hé théng. Hay
chac chan thang tin ban tich |y vé cac yéu cadu adapter & budc 1
khdp ho#c vugt qua bai cac thudce tinh hé théng clia may tinh. Ching
khéng can phai khdp chinh xac mién 1a may tinh cé nhing théng s6
ky thuat téithiéu ma adapter WiFican.

THU_THUAT: Cho di ban 1&p k& hoach 18+ nhu thd nao
di 3o, tudn cé khd ndng xdy ra cdc sy c& khi ban thém
plv\ﬁr\ c:u‘(r\s mdoi vao mét mdy tinh, Hc‘Iy chde chdn bqy\ da
cdp whdt bdn cai ddt Windows XP vdi cdc service pack
mdi nhdt. Kidm tra website cda adapter WiFi ma ban du
dinh mua va xem c¢d bdt ky vadn dé véi khd ndang tuong
thich va service po_cl( Windows XP L\a){ [(L\éng. N&u website
clha nhda sdn xudt cung cdp phdan mém cai ddt mdi hon
nhitng gi ¢é sdn trén CD dinh kém véi adapier, ban nén
download ndé va s dqng no khi bqn cai dat phér\ mém cho
adaphzr, Mét chit hoach dinh trude va ngkién cku sé giup
ban tranh khdi nhidu phidn todi trong viée I&p ddt adapter
WiFi mai.

4. Kiém tra tinh cé s&n clia cac khe md rdng hoic c6ng USB

Kiém tra may tinh notebook hoic desktop dé nhan biét tinh cé san
cua cac khe ma réng hodc cac cdng USB. Vidy, trén mét may tinh
notebook, ban tim mat khe card cé s&n thudng dugc dat 3 mét phia
may tinh. Trén mdt may tinh desktop/tower, nhin vao phia sau clia
may tinh va xem cac nach khe kim loai van con trén bat ky khe ma
réng hay khdng; diéu nay thudng co nghia la mdt khe da khang dugc
sU dung. Md khe dé bao dadm rang PCl cé sin. Néu ban tim cac
c8ng USB ma ban c6 thé ndi mot USB adapter ngoai vao, hay nhin
d phia trudc hodc canh bén cla may tinh.

THU THUAT. N#£u ban mudn cédn thém théng tin vé he
thé'ng hon khd ndng ban thu thap si dung cdc budc duge
cung cép, sk dung tién ich Windows System Information
A€ xem xét phdn cing va phdn mém mady tinh mdét cdch
chuyén sdu hon. (Chd y rdng tidn ich ndy cd thd gay
nhdm l&dn bdi vi né cung cd’p rhidu Hv\éns Hin hon ban cdn.
Nhé&p Start va 3 vao All Programs, sau dé chon Acces-
sories, System Tools, System Information. Nhdp mét hany
muc phdn cing cy thd (chdng han nhu Memory hodc USH
dé xem cde théng sé ky thuat cho thanh phdn p‘r\&n cling
mdy tinh cu thd dé). N&u cé di 18c dé bs xu ly, bg nhs
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va khong gian & dia cung cho adapter ma ban dang xuom
xét mua, viec kidm tva PC dd d€ quyét dinh kkhd ndng
ndng clp nd. Vi du, nfu cé mat cé"r\g nusB trdng (18c des
cbéa céng khéng quc\r\. trong, cdc adapter WiFi cé thd c'iu;c_yr
st dung trén cdc adapter WiFi 1.1 va 2.0), ban cd thd
thém mdsi adapter USB. Néu ban cd mdét mdy tinh note
book cd nhidu khe md ¥éng con trdng, tham khdo tai lidu
notebook d€ quyét dinh loai khe cd sdn (hodc s dung tidn
ich Windows System Jnformation nhu dugc dé cdp) va sau
ds them loai card adapter WiTi thich hop. Pidu bt ydu la
vidc ¢d sdn cda cdc khe va co"?ng that su la r\l'\ar\g gi
quyé&t dinh loai adapter WiFi add-on ma ban sé& mua déc
bigt ndu PC cia ban tuong d&i médi. Ban nén sd dung mét
adapter WiFi USB trong hdu hé&'t cdc trudng hgp ddc bict
trén mét mdy tinh desktop/tower (thém ms+ adapter Wil
vao mét khe PCI khéng dé& da‘r\g nhu the), N&u may Hinh
no?eboo!(/lapfop csd mét khe frc‘fng, bqn nén ld‘p Jd)_) khe
48 vi cdc card PCMCIA nhd d& gcfh vita vao khe. Vidc
big't he H’\d‘ns cha ban sé& giup ban sé& tham khdo cde
website cia cdc nhd sdn xudt adapter WiTFi (chdng han
nhu www.netgear.com va www.linksys.com) va chon su néng
cd‘p aclap+er‘ WiFi thich L\qp trude khi bqn di dén cia l’\dhg

hodec mua adap+e.r truc tuyén.

29. Cai dat mot Adapter khdong day

Trudc khi ban bat dau

28. Quyét dinh kha niang nang cdp cla cac may tinh hién tai

Sau khi ban da kiém tra hé thdng xét vé kha ning tuang thich clia hé
thdng vdi nhitng adapter WiFi ¢é sin, ban ¢é thé mua adapter mang thich
hop cho may tinh. Néu ban thém cac adapter WiFivao nhiéu may tinh va cac
thong s6 k¥ thuat may tinh hé trg nd, hay mua cung mot adapter cho tat ca
may tinh. Bdi vimot card PCMCIA laptop sé& khong hoat 8dng trong mot may
linh desktop hodc tower, ban nén mua cac loai adapter khac nhau ma ban
can U cung mdt nha san xudt dé cé thé tan dung cac tién ich phan mém
gidng nhau hodc tusng ty vao viéc cau hinh va quan ly cac adapter mang.

THU THUAT: Néu ban 48 mua mst WiFi router wireless
G (802.1‘19), ban nén mua cdc al:lapfal* mang wireless G,
Sau dé ban tdn dung t8i da router va cde adapter WiFi
xét vé t6c ds k&t néi 180 da. Ban cing nén mua cdéc adapter

WiFi va router WiFi cing nhdn hidu d€ ngdn nga b&t ky
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van dé tuong thich cdé th& cé giaa phxﬁn cu’(hg va cdc nha
sdn xudt khde nhau.

Budc ké tiép 1a lap dat adapter. B8i vdi cac may tinh notebook, day la mot
van dé trugt card WiFi vao khe mé rong. Néu ban nadng cdp mét hé théng
desktop va muén I&p dat mot adapter WiFitrong, ban can mot chia van vit dé
md& case va gan card cho mét khe trén motherboard. Nhu dugc dé cap trudc
dé, cach dé nhat dé nang cdp mét trong hai loai hé théng (notebook hoac
desktop) 1a st dung mét adapter WiFi USB, khéng can céc céng cu dé lap
dat. Cac budc sau day trinh bay cho ban théng tin vé viéc l&p dat mot adapter
WIiFi USB, PCI hoac PCMCIA.

T:'Hti T‘HMJ&T Piéu quan traong la bqn nén aqc 'nwci'hg
dén ldp dat dinh kéem adapter WiFi ma ban mua. Trong
nhidu trudng hgp, mét trang "khdi déng nhanh" liét ke cde
budc quan trong nhd't trong tién trinh |cfp dat. Phdn cing
mdi khéng hoat déng trén mdy tinh cho dén khi ban cai
ddt phdn mém va cdc driver (phdn mém cho phép thiét bj
giao ti&p vdi hé didu hanh) dugc cung cdp véi thiét bi phén
cing. Nhang phdn mém ndy thudng dugc ddat trén mdét
CD. Trong mdét sé trudng hap, ban sé dugc khuyén cai
dat pht‘jn mém trudc khi ld’;p d4&t phdn cung. Phuy thudec vao
céc budc cai d&t duge cung clp cho adapter WiFi, ban cd
thé dugec yéu cdu hodn thanh muec 30 trude khi hoan &t
tdec vu hién tai nay.

29. Ldp dat mot adapter khong day

Xdc dinh céng USB

Lip datadapter
wireless USB
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1. Xac dinh c6ng USB

Xac dinh mot cong USB tréng trén may tinh ma ban dy dinh sii dung
dé gan adapter WiFi mai.

. L&p dat adapter WiFi USB
. Gan adapter WiFi USB tryc ti€p vao cdng U3SB ho#c gén cap USB

tay chon tu adapter WiFi vao mdt c8ng USB trén may tinh. Bdi vi
Windows XP cung cép cédng nghé Plug and Play (nghia la né nhan
biét viéc b8 sung phan cling vao hé thdng may tinh), Windows nhan
bi€t adapter WiFi USB mdi va Found New Hardware Wizard md ra.
Chén CD dinh kém vGi adapter USB va nhap Next dé cai d&t driver
cho adapter WiFi USB mdi. Nhap Finish khi ti&n trinh cai dat driver
phan mém hoan tat. Ban khéng can phai khdi déng lai sau khi cai
dat driver thiét bi. Bay gid ban c6 thé di dén muc 30.

Hodc xdc dinh khe
~B4 PCI trOng rén mdy
tinh desktop

o Gin

adapter
WiFi trong
khe PCI

8. Ho&c xac dinh khe PCl trong trén may tinh Desktop

M3 case trén may tinh desktop/tower. Xac dinh mét khe PCl cd san
trén motherboard. N&u can, thao nap khe kim loai badng cach thao vit
dang qii ¢6 dinh nap khe.

THI‘:‘\ THU&JS\Tt N&u ban sé& fdip d&t mét ac!ap’re.r. WiFi trong
PCI trén mét PCT desktop, ding sd& dung chia van vit ti
tinh va chde chdn ban md khe cia mdy tinh trong mét méi
truong ma tinh dién khéng duge sdn sinh, nghia la ban nén
lam viédec trong mét cdn phong khéng cé thdm. Ban cd thé




Chuong 9: CAi dar vA cAu hink cAc Adaprer khéng dAy 8%

mua mét ddi deo tay chdng tinh dién néi véi case mdy tinh
va cé chuec ndang ti€p d&t ban trong khi ban lam viéc trén
hé théng. Mét+ dién tich finh cé thd d& dang lam hu hai he
thé'ng, do dé ban nén cdn than khi md case mdy tinh va
lam viée xung quanh motherboard. P& ldp dat bdt ky adapter
WiFi trong, hdy cdn thdn doc cdc hudng ddn ldp dat di
ke m adapter.

4, Gan adapter WiFivao khe PCl

Card adapter PCl c6 mdt ngdn nhé & day card (hudng dén mat trudc
cla adapter). Dat phan ngén clia adapter (phan & phia trudc ngéan)
phia trudc khe PCI. Lac adapter PCI hudng ra phia sau may tinh dé
gén adapter vao. An chit dé chén chan adapter dudc I&p trong khe.
Sau dé gan vit mat sau clia adapter (phan g&n nép khe kim loai vao)
vao mat sau clia case may tinh. G&n case clia may tinh vao. N&éu
card adapter cé mét anten thao dudc, ban cé thé gén vit anten vao
card ndi né dugc lam 1§ ra & phia sau case clia may tinh.

Khi ban md hé théng va Windows khdi dong, Found New Hardware
Wizard xu&t hién. Chén CD dinh kém adapter PC| WiFi va nhap
Next dé cai dat driver cho adapter WiFi mé&i. Nhap Finish khi tién
trinh cai dat driver phAn mém hoan tat. Bi dén muc 30.

mdy tinh notebook

Gin adapter WiFi PCMCIA vao
mdy tinh Notebook

5. Hoéc dinh vi khe PCMCIA tréng trén may tinh notebook.

T&t nguén may tinh laptop. Kiém tra phia trai va phia phai ctia may
tinh notebook dé dinh vi mdt khe PCMCIA tréng. Mot s6 khe dugc
che phii bdi cac clra nép nhya nhd ddy huéng vao trong dé 1am 16 ra
khe.
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6. Gan adapter WiFi PCMCIA vao may tinh Notebook

Trugt adapter PCMCIA vao khe. Trugt card hét vao bén trong cho
dén khi né &n khdp. Bat nguén may tinh notebook; sau khi Windows
khd&i dong, Found New Hardware Wizard xuat hién. Chén CD dinh
kém vdi adapter PC! WiFi vao va nhap Next dé cai dat driver cho
adapter WiFi md&i. Nhadp Finish khitién trinh cai dat driver phan mém
hoan tat. Bi dén muc 30.

30. Cai dat tién ich phan mém Adapter

Trudc khi ban bat dau

29. L4p dat mot adapter khang day

Céac adapter mang WiFi add-on c6 phan mém cho phép ban cau hinh va
giam sat adapter. Phan mém dudc dinh kém véi hau nhu tat ca adapter va
thudng dugc cung cap trén mdt CD. Hau hét cac nha san xuit cac adapter
WiFiciing cho ban kha nang download phan mém, cac driver va cac ban cap
nhat phan mém k&t hgp vdi adapter wireless cu thé cha ban. CD khaéng chi
cung cap cactién ich cau hinh, CD con chita driver phan mém ma ban can khi
cai dat mét adapter WiFitrén PC (xem muc 29).

THU\ T'HM;AA\T: T:Vohg hdu he&'t cdc trudng l‘\qp, bqn nén
cai dat tiégn ich pl'\én mém ma nhda sdn xudt adapfer da
cung cép cho adapter WiFi add-on (trit khi duoc ghi chi
theo cdch khde bdi hudng ddn cai dat cda nha sdn xudt).
Phan mém dugc thidt k& dac biet A€ cho phép ban thay
d8i cdu hinh adapter WiFi sao cho adapter c¢d thé néi k&t
vdi access point cia adapfev WiFi va cing gidam sat ndi
két cda adapter. Mgt s6 nha sdn xudt dé nghi ban khéng
nén cai d&t tién ich phdn mém "ad.cl: quyén" néu ban chay
Windows XP (didu ndy thay ddi gida cdc nha sdn xudt
khdc nhau) bdi vi Windows XP cung cd"p tign (ch Wirveless
Connection ridng cua nd. {(Cdc pl’\iéh bédn Windows trude
day, chdng han nhu Windows 98 khéng cung cdp tidn ich
nday. Ban cé thé su dqhg tign fch Windows XP Wireless
Connection 88 c&u hinh va gid m 55* adaptew WiFi. Tuy
rnhign, tien ich dugc cung c&p trén CD dinh kém adapter
WiFi H\udng d& su cli.;\r\g hon va cd r\lr\ang tinh nang ma
tién ich Windows Wireless Connection khéng cd.

THUAT NGY CHINK

Driver. Phan mém cho mét thiét bi adapter ching han nhu mang
WiFi cho phép hé diéu hanh va thiét bi giao tiép mét cich chinh xic.
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Mdi adapter mang WiFi cung cdp moét tién ich phan mém khac dé cai dat
phan mém cla adapter. TAc vu nay xem xét viéc cai dat phan mém cho mot
adapter USB Netgear. Ti€n trinh cai dat phan mém clia mdi adapter sé khac
nhau. Mot sé adapter WiFi doi hdi ban cai dat phan mém (va driver) trudce khi
gan adapter WiFi vao PC. Nhitng adapter khac thudng dugc |ap dat trén PC
trudc tién va sau dé phan mém dugc tai. Trudc khi cai dat phan clng hoac
phan mém adapter WiFi, doc théng tin cai dit do nha san xudt cung cap dé
phén cling va phan mém adapter WiFi dudc cai dat mot cach chinh xac.

30. Cai dat tién ich phan mém adapter
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1. Bat d4u cai dat phan mém

Chen CD di kém adapter vao & dia CD ROM hoac DVD. Phan mém
trén DVD sé ty ddong m3. Chan ty chon dé ty dong cai dit phan
mém tién ich cha adapter (frong mét sé trudng hgp, tuy chon nay
cling ty ddng cai dat phan mém cho adapter).

2. Chap nhan Licensing Agreement

Trong hau hét cac trudng hgp, ban phai xem laiva chdp nhan licens-

ing agrement (hgp déng dang ky ban quyén) cho phan mém sé dugc

cai datirén hé théng. Nhap Yes va sau dé tiép tuc ti€n trinh cai dat.
3. Xac dinh mét vi tri dé cai dat.

Ban sé& dugc cung cAp motvjtri mic dinh dé cai dat phan mém. Dé
thay a8i vi tri, sif dung nit Browse va dinh hudng sang vitritrén dia
cing noi ban mudn cai dat phan mém. Khi ban da nhan dang vi tri
dia cing, di d&n budc ké ti€p trong wizard hoac cac hudng dan cai
dat.

4. Xac dinh mét Folder chuang trinh

Mét folder chuong trinh mac dinh duge xac dinh cho ban cai dat nay.
Folder nay sé xuat hién trén menu Start va cho phép truy cap cac
bi€u tugng v8n khdi ddng tién ich k&t hgp v&i adapter. Phan mém
tién ich ma ban cai dat dugc sif dung dé cau hinh va giam sat WiFi
cho adapier (n6i k&t vdi router WiFi). Trong hau hé&t cac trudng hap,
ban s& muén di cling véi lya chon mac dinh. Tuy nhién dé chon mot
lua chon khac, chon mét tay chon folder ti danh sach dudc cung
cdp. Sau do nhap Next dé hoan tattién trinh cai dat. Khi tién trinh cai
dat hoan thanh, ban c6 thé ldy CD ra khdi 8 dia clia may tinh.

31. Ki€m tra vigc cai dat adapter WiFi

Trudc khi ban bat dau

28. Lap dat mot Adapter khdng day

30. Caidattiénich phan mém Adapter

Windows XP cho ban mét'céch nhanh dé kiém tra viéc cai dat phan ciing
mai, bao gdm driver phdn mém cla adapter mang WiFi. Device Manager
khéng chi cho phép ban kiém tra tinh trang clia mot thiét bi phan cting cu thé,
ma nd con cho phép ban cap nhat hoac phuc vu driver phan mém cho thiét
bi. Device Manager cting cho phép dé dang truy cap mot "troubleshooter”
phan ciing nham gitp ban chidn dodn nhitng su ¢d lién quan d&n mAt phan
cing cu thé.
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31. Kiém tra viéc cai dat adapter WiFi
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Xem tinh trang Adapter

v cic thudce tinh
1. Md& hop thoai System Properties

Nhap Start va sau dé nhap phai biéu tugng My Computer trén menu
Start. Chon Properties ti menu ngif cAnh viia xudt hién. Hop thoai
System Properties md ra.

2. M& Device Manager

Trén tab Hardware ctia hop thoai System Properties, nh@p nut De-
vice Manager. Clra s Device Manager xuét hién.

3. Chon Adapter WiFi
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Trong clra s6 Device Manager, md réng hang muc Network Adapt-
ers va sau d6 nhap ddi danh sach cho adapter WiFi cGa ban. Hop
thoai Properties cho adapter md ra.

4. Xem tinh trang Adapter va cac thudc tinh

Trén tab General ctla hop thoai Properties, xen. tinh trang (status)
cha thi€t bi. Vi du, mdtthigt by hoatl 36ng tét s& ¢6 tinh trang la This
device is working properly.

Néu thiét bi khong hoat dong tét, tinh trang xu&t hién dudi dang mot
théng bao 18i chang han nhu This device cannot start. Gia st thiét b
dugc cai dat trong may tinh mot cach chinh xac. Hau h&t cac su cé
phéan ciing lién quan d&n driver phan mém cho thiét bi. Vao lic nay.
ban cé thé nhap Troubleshoot trén tab General, Windows Help and
Support Center mé ra. Windows Help and Support Center sé dan
dAat ban qua céac tinh huéng xU ly sy ¢ khac nhau nh&m giup ban
lam cho thiét bi khdi déng va chay. Trong mét s6 trudng hop, c6 thé
ban phai thao adapter WiFi (kha dé thuc hién d&i v6 cac adapler
USB hc&c PGMCIA), nhung khéng dé dang nhu vay ddi vai cac
adapter PC| bgi vi ban phaithao case clla may tinh ralan niia va lap
lai thi&t bi lap dat. Caidat lai driver phan mém va tién ich phan mém
cho thiét bi.

32. Ban vé viéc cau hinh Adapter khang day

Trudc khi ban bat dau Xem thém
26. Cau hinh cac xac lap Wireless clia Router Muc 76
29. Cai dat mot adapter khédng day

30. Caidattiénich phan mém adapter

Sau khi adapter mang WiFi duge ndi vai may tinh (dudi dang mot thiét bi
USB, PCMCIA hoZc PCl) va ban da cai dat driver va phan mém cau hinh cho
adapter WiFi m@i, ban cé thé ngi két may tinh dugc bat WiFi véi mang khéng
day (nghfa la vai access point clia router WiFi). Nhung trudc khi thao luan
nhitng van dé lien quan dén viéc k&t ndi may tinh dudc bat WiFi véi router
WIiFi, chling ta nén xem xét y nghia that sy cta "c&u hinh adapter WiFi“. Co
hai diéu ma ban phai c&u hinh trén mét adapter WiFi cac xac lap mode (ché
dd) va an ninh {security).

Ché dé lien quan dén hai cach khac nhau ma cac may tinh cé thé giao tiép
khong day: ch& do infrastructure hoac ché a6 Ad Héc. Ché dd Infrastructure
chila cac ma mot chuyén gia may tinh néi rang cac may tinh trén mang giao
ti€p bang cach k&t nSivai access point clia router WiFi. Router WiFi co chuc
nang nhu "ngan hang héi doai” trung tdm cho di fiéu cta mang khi nd di
chuyén tU may tinh nay dén may tinh khac. Chién lugc k&t néi thay thé cho
mét mang WiFi gia dinh & ch& dé Ad Hoc vdn cho phép cac may tinh dugc
bat WiFi két nditruc ti€p may tinh nay véi may tinh khac ma khong cin dén
mat access point. M&c dit ché dé Ad Hoc ¢6 thé nghe c6 vé tién Igi, nhung no
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cé céac sy cd kém theo. Trén hét, tat ca ly do chinh dé xay dung mét mang
WiFi gia dinh 1a chia s& mdt ndi két Internet t6c do cao. Diéu nay dugc thuc
hién t6t nhat bang cach st dung mot router WiFi. Thi haila mét ly do that sy
hgp ly khéng st dung ché dd Ad Hoc'(trir khi ban ngdi trong mét tiém ca phé
va muén chia s& nhanh mot file véi mét déng nghiép bang cach két néi trong
ché& dé Ad Hoc, (cac théng s ché dé Ad-Hoc dugc tuan theo ma céc nha san
xudt adapter WiFituan theo thi khdng doi hdi cac adapter van hanh véitdc do
truyén di liéu cao nhat vén c6 thé 1&én dén 54Mbps cho mét adapter mang
wireless G. Thuc té, cac adapter wireless G van hanh véitéc do chi 11Mbps
& ché do Ad-Hoc, va khéng cé cach nao dé tang téc dé théng lugng dil liéu.

THUAT NGU CHINH

Ad Hoc mode. Mpt ché” dé nor két khéng diy tir mdy tinh voi may
tinh cho phép cdc may tinh dupc bit WiFi két néi truc tiép ma
khéng giao tiép qua mot thiét bi trung gian ching han nhu mot
access point WiFi.

DE cdu hinh c4c adapter WiFi cho ché dé Infrastructure cho ché do bang
cau hinh adapter vdi ding SSID cho mang WiFi (nhu dugc cau hinh trén
router WiFi) va bat ky xac Iap an ninh dugc yéu cau bdi nhiing tinh nang an
ninh ma ban da bat 1&n router WiFi, chang han nhu WEP (WiFi Equivalent

Privacy) va WPA (WiFi Protected Access). D& biét theém thong tinvé WEP va
WPA, xem muc 77 va 78.

'§7 NETGEAR SMART WIZARD - Wirstoss Assistant WG111v2.
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Addvarced Setirgs J & WP
i & Linate with Passphease
Notek T Puhore [ m
[ mrn &oazs Powl [lnh sstructiis|  EnterKeyM
Comauter to Comuser [Ad Mac) [Fa 1 =1
S foyl =] ] |
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Adapter mang WiFi dugc cdu hinh dé két ndi véi mang
WiFi stf dung SSID va cic xac Idp an ninh mang tay
chon.

Gl b

Céc xéc |6p ma ban cdu hinh cho odopier WiFi dé néi ket véi router WiFi va
access poin‘ p"\u ||1u6c vio vi€c l')qn da cdu hinh rouler nhu [hé’ ndo. SS'D va
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bat lu} xAc |ﬁp c&u hinh an ninh Ju‘q qqui ainh khi ban cdu hinh roufer. Sau
dé ban n!\dp I:wﬁnq tay SSID va nhan xéc lgp cdu hinh khéc L&nq cach sa Junq
tign ich c6u hinh adopter WiFi.

Bdivi ludn cé kha nang ban s& muc n *au hinh may finh dudc bat WiFi deé
ndi két véinhiéu mang WiFi (phu thud : v "o vi tri cGa ban), ban sé thay hau
hét cac tién ich phan mém adapler WiFichc ban kha néng tao céc profile cau
hinh. Mt profile chiia théng tin chang han n: 1 SSID va khoéa an ninh (cho an
ninh WEP hoac WPA) can dé két ndi véi mdt access point va mang WiFicy
thé. R rang kh& nang tao nhiéu proflle céu hih dac biét hUU dung khi ban
c6 mot may tinh notebook ma ban st dung tai r.hiéu vi tri chdng han nhu gia
dinh va cd quan. Mot profile cau hinh cy thé c6 'hé dudce tao chotiing mang
nay (gia dinh va co quan) dé ban c6 thé truy ca; nhanh mét mang WiFinao
d6. Céc profile cdu hinh dugc giai thich trong muc 35.

Ban khéng can phai cau hinh adapter WiFi qua mei mang WiFi ma ban
truy cap, dic biét cac hots) ot khéng day ma ban két ndi tai cac tiém ca phé
va khach san hodc nhiing ¢ 3 s§ khac vén cung cép su truy cap dé dang dén
mdt access point WiFi cong cong, khéng an toan. Ban ¢co thé dé dang duyét
tim nhitng n&i k&t nay vi chung dén va di, va cac SSID thudng thay ddi nhu
dudgc giai thich trong muc 60.

i’-ulltmsi.mﬁﬁ.r|:m Wirsless Assistant WG111v2 e

Networks | Slatibcs | About |
N E T G E A R Seecled Acapter  [METGEAR WG V2 Sapbpe Wesbess USE 71014 .l
Network Mame (3510] [ Chanee! | Sacurey Sgal | MaCAddom: [ Mode §
1 ichwaorid 116G) WEF e MFESEAaC L A Foad
1 g sG] Hore 4% 014 BF 1EBACE acsess Font

R AR A XL X

Help _ Tonneat - ___]

Ban c6 thé duyét tim cac hotspot cong cfng, thudng
khéng doi hoi adapter dugc cdu hinh sin dé truy cap
mang WiFi dé.

33. Cau hinh Adapter va két ndi véi Router khéng day

Trudc khi ban bat dau Xem thém
32.Ban vé viéc cdu hinh Adapter khong day Muc 35

D& truy cap mang WiFi cuc bd va cac dich vu chdng han nhu mot ndi két
Internet béng t&n rdng, ban can néi két may tinh vdi router WiFi. Windows
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cung cdp mét biu tugng ndi k&t mang khong day trong viing thong bao (con
dugc goi ta system tray) nAm & dau bén phai taskbar. Khiban md biéu tugng
mang khéng day, ban ¢é thé xem trang thai clia adapter (mang WiFi), quét
tim mét mang WiFi cé s&n va k&t ndi véi né. N&u ban da mua mét may tinh
notebook hoac mot may tinh desktop vén cé sén WiFi (d4c biét cac notebook
s dung céng nghé Centrino clia Intel), ban c6 thé sit dung tién ich Windows
Wireless Connection dé giam sat n&i k&t WiFiva két néi véi cac mang WiFico
san. Dé sl dung nd. nhdp phai bi€u tugng viing théng bao (mat may tinh co
cac tin hiéu vé tuyén).

Tuy nhién, tién ich Windows cai sin dé két néi vdi cac mang khong day chang
han nhu mang WiFi rigng clia ban dugc tat khi phan mém adapter WiFi nhom thi
ba dugc cai dat trén may tinh. Nghia la ban sé si dung phan mém ma ban da cai
dat vai adapter WiFi Add-on dé cdu hinh adapter va k&t ndi vai mang. Mac du
ban cé cam giac nhu bi danh Itra rAng ban khong thé s dung tién ich Wireless
Connection ddgc cung cdp bdi Windows XP, nhung ban sé thdy rang phan mém
tién ich di kém vdi adapter WiFi thudng cung c8p nhiéu tinh nang hon va dé s
dung han khi ban cau hinh adapter WiFi, dac biét trong nhiing truéng hop ban su
dung nhiing tinh niang an ninh trén router WiFi nhu WEP hoac WPA v6n cling
phai dugc cau hinh trén adapter WiFi,

Cho da ban si dung tién ich Windows Wireless Connection hoac phan
mém cau hinh di kém vdi adapter WiFi, nthung ban phai cau hinh adapter WiFi
dé k&t nai vdi mang WiFi (cu thé vdi router WiFi). Bdivi ching ta da khéng
tha&o luan viéc bao vé an toan mang bdng WEP hoZc WPA vao luc nay trong
viéc thao luan vé WiFi, cac myc cau hinh that sy duy nhat phai duoc thiét lap
trén adapter mang WiFila chon ché& dd infrastructure va nhap ding SSID cho
mang WiFi (nhu dugc cau hinh trén router WiFi). Cau hinh nay cé thé dudc tu
dong xU ly bing cach quét tim va sau dé ndi vdi router WiFi (vi an ninh chua
dugc kich hoat) hodc béng cach chon ché& dé Infrastructure va sau dé gd

nhap bang tay SSID vao cau hinh clia adapter WiFi (nhu dugc trinh bay trong
tdc vy nay).

Céc busc d¢ c6u hinh oc[apiep Wil pku thusc vao tien ich p[\&n mém auqc
cung dp béi nha sén xudl uc]apfer'. Didu ot y&u: ban p|1c’|i quét tim hoae nl\dn
dang mgng cia ban bang SSID cia né, bon cing phdi cung c4p bat kg poss

pl‘nrose an ninh hodc khéo ma héa ma ban da cdu hinh tren adapiep néun rouler

n6i kat thanh 6nq véi roulee Wifi.
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Nhdp
SSID
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33. Cau hinh Adapter va néi két v6i Router khong day
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Chon ch& do
Infrastructure

H Hoidc quét tim mang

WiFi va k&t ndi

1. M& phan mém c4u hinh Adapter

Nhan dang biéu tugng cho tién ich phan mém adapter WiFi trong
vung thédng bao clia taskbar. Nh&p phai biéu tugng va chon Open tu
menu ngll canh. Tién ich cdu hinh cho adapter WiFi md ta.

2.Chonché dbd Infrastructure
Nh&p nut tuy chon hodc hop ki€m thich hop (phu thudc vao phan

mém cau hinh) dé chon ché do Infrastructure. Vi du, doi vditién ich
cdu hinh adapter WiFi Netgear, chon tuy chon Access Point

(Infr

astruture) bén dudi hang muc Network Type.
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3. Nhap Network SSID

G6 nhap SSID cho mang (SSID ma ban da xac dinh khi cau hinh
router WiFi dugc gidi thich.-trong myc 26) trong hop text thich hop
trong clra s8 tién fch cdu hinh.

T‘HLA IHM/{\T N&'u ban L<|r\6hg nhe SSID, hay su L‘Ib}hg
tinh ndng scan cua Hén ich pk&n mém & quét tim cdrc
mang WiFi trong tdm hoat aé_‘ng. Sau 46 ban cd the chon
mang 14 danh sdch ducgc cung Ca"p. Néu ban da c&u hinh

b4t ky xdc ldp an ninh Irén router, ban phdi cung cdp
pass phrase hodec cdc khda ma héda d€ that sy k&'t ndé vii
router. D& bdt ddu vdi ché A8 an ninh trén router Wildi,
hay xem muc 70.

4. Ap dung cac xac lap va k&t ndi vgi router
Nhap nit Apply dé ap dung cac xac lap vaoc adapter WiFiva dé két
n&ivéimang WiFibang cach sl dung router/access point. Néu ban
khéng thé két ndi véi mang, di d&n budc 5.

5. Hoac quét tim mang WiFi wa két ndi

N&uU ban khéng muén cdu hinh bang tay adapter WiFi, ban cé thé
quét tim mang WiFiva k&t ndi ti ddng sau khi ban bat cac tinh nang
trén router (chdng han nhu WEP hoac WPA), bat ky nd luc nham ty
ddng k&t ndi doi hoi ban nhap passkey cho tiy chon an ninh dudc
battrén router. Sau khiban da bat cac tinh nadng an ninh trén router
WIFi, viéc cu hinh bang tay adapter WiFiva luu cau hinh dudi dang
mét adapter WiFila diéu ban nénlam.

Chon tUy chon Scan cho phdn mém ban cau hinh adapter WiFi; vi
dy, phan mém tién ich Netgear doi hdi ban nhap tab Networks trén
clra 86 phan mém va sau dé chon Scan. Mét danh sach cac mang
WiFi c6 san; chon mang WiFi clia ban (néu ban thay nhiéu mang
dugc liét ké, diéu dé cé nghia ring cadc mang WiFi khac dang hoat
déng gan do) va sau dé nhap Connect. Ban s& dudc k&t néi véi
mang WiFi.

T‘Hd T‘HM}&T: Neéu ban kkéng f[f\a“y mang WiFi cla ban
khi st dyng tinh ndng Scan, c¢é thé vouter WiFi da khéng
dugc cAu hinh mdt cdch chinh xde. Kifm tra cau hinh router
d€ bdo ddm cdec SSID broadcast da duge bdat va router
dugc bat A€ ndi mang WiFi. Né&u ban vdn gdp cdc su c&

ndt két, hay ki€m tra muc 91.
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34. Cau hinh adapter dé néi mang tif may tinh nay dén may tinh khac

Truée khi ban bat dau _ Xem thém
33. Cau hinh Adapterva ndi k&1 v3i Router khongday Muc 42
: Muc 38
Muc 45

Ban c6 thé cau hinh Adapter mang WiFi cho ché dd Ad-Hoc (con dugc goi
la n8i mang peer-to-peer). Diéu nay cb nghia rAng ban s dung mang adapter
WiFi dé két ndi tryc ti€p v4éi nhitng may tinh khac vén cling cé cac adapter
WiFi va da dugc cau hinh dé ndi mang peer-to-peer hoac Ad Hoc. Su giao
tiep theo cach nay sé cho phép cac may tinh chia sé cac file va nhiing thiét bj
khac chang han nhu cac may in.

Gl Li
Kzt nsi hai may linh teong che d6 Ad Hoc tuong ty nhu n8i hoi may tinh bing met
cap chéo. Hai may tinh c6 1he giao ligp bdi vi mgt phuong fign mang né ket chang.
Néi mang Wifs sa c|unq cae Yin higu vo fuy&n ma thyc 1€ giAng nhu mot chp AN,

Do d6 che 36 Ad Hoe ¢6 s&n bai v hai imq nhidu “méc firh co 1he Eluc}:. n&i B&nq
céch c6v hinh ching cho cong mat kenh Wil

D& cau hinh mét may tinh dugc bat WiFi dé n8i mang peer-to-peer, ban
cau hinh adapter WiFi cla may tinh cho ché dé Ad Hoc. Ché dd Ad Hoc
khéng doi hdi mdt router WiFi access point k&t néi véi mot may tinh khac ciing
da dugc cau hinh cho ché dé Ad-Hoc. C4 hai may tinh st dung ché d6 Ad
Hoc cling phai dugc c4u hinh dé sl dung mét tén mang hoac SSID cy thé
(m&c du khéng cé mdt access point tham gia) va chiing da duge céu hinh cho
mét giao thiic WiFi cuy thé (802.11b hodc 802.11g) mot kénh riéng biét.

Mac du ndi mang WiFi Ad Hoc dudng nhu la mot cach tét dé tranh chi phi
clia mdt router WiFi nhung hdy nhé rEing ché dé Ad Hoc khéng cho phép ban
dat dugc théng lugng t8i da ¢6 sdn cho adapter clia mang may tinh, Cac
adapter Wireless G c6 thé k&t ndi v8itdc dd 1én d&€n 54Mbps, nhung ché do
Ad-Hoc thudng cung clp chi 11Mbps. Ban nén sii dung ché dd Ad-Hoc chi
trong nhiing tinh hudng ma ban mudn ndi k&t nt anh véi mét may tinh dugc
bat WiFi khac dé ban cé thé hoan ddi céc file hoic chia sé mdt may in. Trong
xac lap mang gia dinh, router WiFi cung c&p ha tdng mang va két ngi vdinéi
k&1 Internet téc do cao.

D& hai may tinh chia sé& cac tai nguyén khi khi giao ti&p vdi nhau trong ché
d6 Ad Hoc, ca hai may tinh phai dugc cdu hinh dé chia s file va may in
Windows va ciing la cac thanh vién ctia cing méot workgroup Windows. Cac
xac lap chia sé file va may in dugc tim thay trong hép thoai Properties cho néi
k&t WiFi LAN. D& dat cac may tinh dudc ndi mang Ad-Hoc trong cung mot
workgroup, chay Network Setup Wizard t& Windows Control Panel (xem muc
37).
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THU THUAT: Mst day dia cht TP da duge s dung d€
xde dinh trén cdec mang rigng. Cd ba déy dia chi khde
nhau ma ban cdé thé su du_.ng dé néi mang riéng c:hcfng
han nhu cdu hinh cde mdy tinh cho ché& dé WiFi Ad-Hoe.
Nhang dc’i’y nhay la 10.0.0.0 dé€n 10.255.255.255 (subnet
mask 255.0.0), 172.16.0.0 dén 172.31.255.255 (subnet mask
255.255,0), va 192.168.0.0 dé&€n 192.168.255.255 (subnet
mask 255.255.255.,0). Lam viée véi cdc dia cht JP va subnet
masks hidu mdt sé di cing vdi cdc [c?p dia chi IP csé thé
~ gdy bdi vSi. DBE bigt thém théng tin vé viéc lap dia chi TP,

xem muc 37.

Mot xac lap quan trong khac dugc yéu cau dé adapter WiFi hoat déng
trong ché do Ad-Hoc la dja chi IP tinh. Diéu nay c6 nghia rdng mét dia chi IP
phai dugc gan vao may tinh thay vi cho phép may tinh nhan dia chi IP cta né
ti router WiFivén cling c6 chic nadng nhu mot server DHCP (server cung cap
dong cac dia chi IP cho cac may tinh trén mang). Ban xac dinh dia chi IP (va
subnet mask) cho mét néi két chang han nhu mét adapter WiFi trong hop
thoai TCP/IP Properties danh cho adapter mang do).

Gl b

Caéc bute that sy dé cdu hinh Ad Hoc trén mol may tinh c6 the khac phy thuse
vao fign ich phdn mém nao duge dinh kem véi adapler WiFi.

34. Cdu hinh Adapter dé n6i mang tir may tinh nay dén
may tinh khdc
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Gli i

1. Nhap SSID cho mang Peer-to-Peer

Trén man hinh cau hinh cda tién ich phan mém cla adapter WiFi
(kh&i dong tién ich ti ving théng bao & dau phai clia taskbar), gb
nhap mat tén mang con dugc goila SSID clia nd cho mang peer-to-
peer/Ad-Hoc. Ban ¢o thé st dung bat ky t&n ma ban mudn cho SSID
clia mang Ad-Hoc. Ban c6 san 32 ky ty chit - s& (khéng sl dung cac
khoang tréng). Vi duy, ban cé thé dat tén cho SSID Ad-Hoc la Joe
Kim's dé cho ban biét rang day 1a néi k&t ma ban s dung dé k&t nd
gitra cac may tinh dugc bat WiFi cla Joe va Kim. Néu ban thudng sir
dung néi k&t nay (vi dy bat cit khi ndo ban cach xa mang WiFi gia
dinh}, luu cac xac tap Ad-Hoc dudi dang mét profile cdu hinh. B&i vi
cac mang infrastructure va Ad-Hoc 1a nhiing mang thuc thé dac biét.
ban khéng that sy danh riéng cac dia chi IP va nhirng xac ap khac
cho mang WiFi Ad-Hoc khiban cau hinh. Ban cé thé s dungcacdia
chiIP y nhuvay va nhiing xac lap khac che bao nhiéu mang Ad-Hoc
tay thudc ban mudn cau hinh. Hay nhé rang hai may tinh trén mang
Ad-Hoc khong thé ¢é cing mét dia chi IP.

.Chon ché& dé Ad-Hoc

Chon ché dé Ad-Hoc trong clta s8 c&u hinh. Vidu, trong tién ich cau
hinh Netgear, nhap nattay chon Computer to Computer (Ad Hoc).

. Nhap cac xac lap ché dé Ad-Hoce

Céc xac tap ché& dé Ad-Hoc bao gém giao thic WiFi can sif dung
(802.11b ho#c 802.11g) va kénh can sl dung dé truyén. Dé sif dung
nhing xac |ap nay khi st dung mot adapter Netgear, nhép nut Ini-
tiate Ad Hoc va s dung céac hop x8 xuéng trén hop thoai Ad Hoc
Setting dé& x4c dinh giao thic WiFiva kénh, sau dé nhip OK.

Pé cds hinb cde xéc 16p aio chi 1P cda méy tinh s Junq che 36 Wifi Ad-Hee,
l:)qn st dqnq ‘\Gp ﬂ'sooi Infernet Droiocol (TCD/'D) DFCPEP“ES. Hép H\oqi ndy
cunq edp tiy chon d¢ ¢du hinh cac dia i I s dinh (ct\dnq han nhu ¢ dio cht
ma ché 36 Ad-Hoe cdn aé'n) va tay chon d¢ nhén ty JOn; dia bt 1P o 1hist ki,
cl'ndnq t'\qn nhu 1 eouler WiFi, Kigm teo myc 42 3¢ big) them chi 1igl v@& wac
c&u hinh cae EIiu cht IP va subnet mosk.

4. Ap dyng cac xac lap mang WiFi

Pé ap dung cac xac lap Ad-Hoc va két ndi peer-to-peer mgi, nhap
Apply. Lap lai cdc budc nay trén may tinh dugc bat WiFi thir hai su
dung cdc xac lap gidéng nhau cho ca hai may tinh sao cho hai may
tinh ¢6 thé giao ti€p trén mang Ad Hoc mai.

bé tan dung mang Ad Hoc, m& Network ne_ighborhood t menu Start
va sau dé duyét tim cac may tinh hién c6 san trong workgroup. Nhap
ddi dé mé may tinh vén cung cap mottai nguyén chia sé chang han
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nhu may in hoac folder ma ban mudn truy cap. May in hoac folder sé
xuét hién dudi dang mot tai nguyén chia sé.

35. Tao cac Profile cau hinh

Trudc khi ban bt dau

32. Ban vé viéc cau hinh Adapter khéng day

R4t cé thé ban sé c6 nhiéu cdu hinh cho adapter mang WiFi, mdt cau hinh
cho mang gia dinh, mét céu hinh cho mang WiFi tai co quan va mot cau hinh
Ad Hoc dé n8i mang peer-to-peer. Ban ¢c6 thé luu cac cdu hinh khac nhau cho
adapter WiFi dudi dang cac profile nhdm cho phép ban tai nhanh mét tap hop
xac lap cau hinh cu thé khiban muén két ndi véi mang WiFi dé.

THUAT NGU CHINH

Configuration Profile. Mét tip hop tiuy chon cidu hinh cho adapter
mang WiFi vén di dupc luu véi mét tén profile. Luu profile cho
phép ban goi lai nhanh nhifng xdc lip nay bit cu hic nao tir phin
mém ciu hinh cia adapter WiFi.

Céc lién tch cau hinh p!nﬂn mém cho hdu hel cée ﬂclapier WiFi cung cdp mat
tien ich d¢ luu cdu hinh dusi mél tén ‘mcjc d clqnq mat pro‘iie. Tham khée tai

lieu cio ac]apiep WiFi 3¢ xem céc buse that sy 3¢ luu mel cdu hinh hogc lgo ma!

profile. Cac buse trong tac vy nay sd dyng m6! adopter Nelyear dé gigi thich
tign teinh lgo va qqi |qi mét pm{ile.

- - fwp | —
O Cdu hinh cdc NETGEAR' S
xdclip mang | 5% = |
v % -~ et R ey EER SR
Wi, vi didttén PR TH Gt
= i Loy o
cho Profile L

- e — H Chon Profile
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1. Cau hinh cac xac l1ap mang WiFiva dat tén cho Profile
Trong cla s8 tién ich cdu hinh cla adapter WiFi, khdi déng tién ich
cau hinh cta viung Notification & dau phai clia taskbar hodc tu menu
Start, xac lap cac tham sé°cau hinh (SSID, access point hoac ché do
Ad Hoc,..) cho n6i két mang WiFi. Go nhap mot tén cho profile méi &
noi dugc chi dinh (trong vi du nay su dyng tién ich Netgear, gé nhap
tén cua profile trong hép text profile). B&i véi cac quy udc dat tén,
profile dugc luu trd cuc bd, do dé ban khdng can phai ban tam vé
cac profile dugc dat tén trén cac may tinh duge bat WiFi khac trén
mang. Profile ¢c6 thé mé ta tiy muc do can thiét va cé thé chua cac
khoang trong trong 1én.

2 Luu Profile

Nh&p Save Profile (hodc mot nut ¢6 tén tuong tu khac) dé luu profile
khac. Tat ca xac lap ma ban da cau hinh cho adapter mang WiFi dé
truy cap mang hién hanh dugc uu trong profile nay vdi tén chi dinh.
Cac xac lap Windows khéac ching han nhu workgroup hién hanh va
cac xac tap TCP/IP khong dugc luu dudi dang mét phan cla profile
nay. Chuyén d&i mét mang WiFi sang mot mang WiFi khac (chang
han nhu td mét mang infrastructure sang mét mang Ad Hoc) doi hoi
nhiing xac iap khac dugc thay dditrén may tinh trudc khi ban c6 thé
n&i két véi mang WiFi da xac dinh.
3. Chon Frofile

Lan k& ti€p ban mudn truy cap mét mang cu thé, ban cd thé don
gian chon profile cho mang dé thay vicdu hinh lai bang tay tat ca xac
lap thich hgp. D& chon mot profile (van ndi k&t may tinh vdi mang
WiFi dudgc xac lap trong profile), m& tién ich phan mém cla adapter
(nhu dugc mb ta & budce 1), m3 danh sach x8 xudng profile va chon
profile cho mang ma ban mudn k&t néi. Sau dé 4p dung profile cdu
hinh. Trong trudng hgp clia phan mém cdu hinh Netgear, nhap nut
Apply. Khi ban két ndi vdi mang, mét khung thoai xuat hién ké bén
bi€u tugng viing théng bao cho adapter mang.

36. Ban vé viéc cap nhat méot Driver Adapter

Trudc khi ban bit dau
30. Caidattién ich phan mém Adapter
31. Kiém tra cai dat Adapter WiFi

Bé adapter mang WiFivan hanh tat, driver phan mém thich hgp phai dugdc
caidat. Hau hétcac van dé lién quan d&n cac thiét bi phan cling thudng lién
quan dén driver phan mém.
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Viee nha sdn xud) mél adapi’er cfp nhdl pt‘\ﬁn mém vn ¢6 sdn cho mt oclap*er'

WiFi nao 36 thi hoan Yoon khéng c6 qi la lo. Thinh thedng hsy kiém tea wehsite

cda nha sdn xust d€ xem cé s8n cac ban §p nl’\d' che ac]apfen mgng cda bon |10q

khéng. Cac fign ich phdn mém chip nh4t cho mat thigt bi thuang cung cdp nhang
tinh nang mai hogc cdi tign phdn mém 3¢ lam cho thigt bj dz cqu hinh va qudn

Adapter WiFi dinh kém maét CD (hoac media khac) cung cap mot driver va
cac tian ich phdn mém cho thiét bi. Déi khi driver di ké m mét thiét bj khéng
cung ¢dp chudc nang thich hgp cho thi€t bi. Néu ban gip phéi cac sy c6 vdi
adapter WiFi, ban nén kiém tra website clia nha san xuit dé xem ¢6 san mét
driver m@i (slta d8i) cho adapter cha ban hay khéng.

Cac tac vy trong chuong nay sif dung adapter Wireless 2.0 Netgear
WG111v2 dé trinh bay cach cai d4t va cau hinh mot adapter WiFi. Néu ban di
dé&n trang hd trg Netgear cho thi&t bj, ban cé thé thdy phadn mém va/hoac cac
driver cap nhatcé sin hay khéng. Hau hét cac trang hd trg clia nha san xuét
clng ¢6 nhiing thl thuat vé xU ly sy ¢é va nhitng hudng dan dé nang cao
hiéu suat clia adapter.

Trang web hé trg clia nha san xudt cho adapter WiFi cé thé cung cap cac
tink dan dé&n céc driver va phan mém mdiva cung cap thi thuat xi ly su cé.

Né&u cé san phdn mém mdi thi ciing ¢c6 mot driver mdi. Do dé download
phan mém béng cach sl dung trinh duyét web va sau dé chay phan mém
trén may tinh @& cap nhat thiét bi. N&u ban download mot driver cap nhat ma
khdng cé mottién ich dé caidatdriver, ban cé thé cai dit driver tl tab driver
cla hop thoai Properties ti thiét bi. M8 hdp thoai nay bang cach nhap ddivao
danh sach céc thiét bj trong Windows Device Manager, dugc truy cap qua tab
Device cla hop thoai Properties clia hé théng.

Tu tab Driver, ban cling cé thé phuc hditrd lai mdt driver néu ban gap phai
céc syt ¢6 vdi mot driver mdi. Ban nén cap nhat driver cla thiét bj chi khi ban
gap phai cac su ¢d v8i thiét bi. Trudc khi ban download cac ban cap nhat cho
tién ich di kém vai thi€t bj, hay doc xem ban cap nhat ndi vé nhiing tinh nang
va chuc ndng nao réi quyét dinh ¢é nén dowrload va cai dat phan mém hay
khdng.
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Nhip nit Update Driver trén tab Driver trong hjp thoai
Properties cta thiét bj dé tim va cai dat driver dugc
download néu driver khéng cung cdp tién ich cai dat

riéng cia no.

THU THW AT: Ban cing cd thé k&'t ndi véi Website cop
hir\d‘;f Windo vs b&hg cdeh h{qd’p niut Windows Mpda’re trén
tab Hardware cda hc‘g‘p thoai System Properties. Website
Windows Up.date thudng cung cdp cdc driver cdp nhgt cho
nhang thigt Li chdng han nhu cdc adapter WiFi. Sa dung
tinh nang Windows Ulpdai'e dé& cép nl\@f cde driver la cdch
dé& what dé cap nhdt cdc driver thi€t bi bdi vi tigh trinh cai

d&t driver ducc xi Iy ty déng.
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Chuong 6

CAU HINH MANG GIA
PINH WINDOWS
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Trong cluidng nay, ban s¢ hoc nhiing diém chinh sau day:
& 37. Ban vé viéc cdu hinh cac PC dé ndi mang
& 38 Chay Network Setup Wizard
& 39. Dat tén cho may tinh va gia nhdp mdt workgroup

& 40. Md cac thudc tinh ndi két va bat cdce client, giao thuce va dich
VU,

& 41. Thém mét client hoac dich v mang
W 42. Cau hinh cac xac lap TCP/IP
B 43. Kiém tra trang thdi adapter Wifi
& 44, Xdc nhdn tu cdch thanh vién workgroup va truy cap Network
Neighborhood
L BX BN BN BN BE BR BN BN B BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BE BE BE BE BE B BR NN NN NN BN BN B BN BN BN BN BN AN J
uc dich ctia cac may tinh ndi mang la chia sé cac nquédn tai nguyén
chang han nhu file, may in va mot nsi két Internet téc d6 cao. Cac
may tinh ndi mang cling cho ban kha ning choi game trén mang.
Cho du cac may tinh dudc néi ciing dé ndi mang hoac tham gia mét mang
WiFihay khong, chung sé dugc cau hinh thich hap dé gia nhap mang Trong

cactac vy cla chuong nay, chiing ta sé xem viéc xac lap cac thudc tinh LAN
va cau hinh cac may tinh dé gia nhap vac mang WiFi.

37. Ban vé viéc cau hinh cac PC dugc néi mang

Trudc khi bat dau Xem thém
4. Duyétva tim kiém cac file va folder Muc 32
5. Ban vé My Network Places Muc 35

5. S dung Control Pane! Muc 34
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D€ cac PC van hanh chinh x&c trén mang WiFi gia dinh hodc van phong
nhd, ban phaicau hinh mbt sé xac iap. Bdi vi ndi mang Windows s dung cac
quy Ydc nhat dinh dé nhan dang cac may tinh trén mang va bdi vi cdc mang
IP chang han nhu Internet doi hdi cac may tinh tham gia st dung mét quy udc
dia chicu thé dé truy cap Internet, ban phaikiém tra va cdu hinh mot sé xac
lAp trudc khi mot may tinh sé khdi déng va chay trén mang.

Nii many Workgroup

N&i mang Microsoft cho cac mang gia dinh va van phong nhd (va cac
mang ldn han vén st dung mot server mang) duge goi la néi mang peer-to-
peer (ngang hang) bdi vi mét may tinh trén mang van hanh dudi dang mot
peer, nghia la né cé thé vira cung cap cac dich vy (ching han nhu mat file
hoac may in) via truy cap cac dich vu ti nhitng may tinh khac trén mang. Ban
than mang dugc goila mdt workgroup.

THUAT NGU CHINK

Workgroup. Mét mang pecr-to-peer Microsoft Windows. Méi may
tinh trong mér workgroup c6 thé cung cip va truy cdp cic nguén tai
nguyér.

To peer-lo-peer nrzlwopLinq (nGi mqnq ngong I'nc'lnq) co the gfiy mét s6 nhdm

[Gn. Dsi vai nei mgng gia dinh Loge van p|16nq nhé Microsoft Winduws, mang
peer-fo-peer s met wonltqr-oup. Woquroup gém nhiéy may tinh chia s¢ cac

nguén ta nquyén ngang Lﬁnq nhau. Cl'njnq I5 cac peer. To peer-to-peer nel-
worLinq duge sa c]unq d¢ mo 1a na mangq Wik Ad Hoc, treng ds hoi may tinh
duge cau hinh dé gioo hép tryc tidp ,:ac‘inq céch sa dyng Wi

P& mét may tinh gia nhap mang, né phaila motthanh vién (member) clia
workgroup. Cac workgroup dudc gidi han chi trong 10 may tinh bdi vi mét may
tinh peer chay mot hé diéu hanh chang han nhu Windows XP cé thé dap ting
chi 10 n8i k&t v8i mot ngudn tai nguyén chia sé cu thé chang han nhu mét
folder ho&c may in. Ban c6 thé thdy néu mét s& may tinh in sang mét may in
v8n dugc chia s& véi mdt may tinh cu thé trong workgroup, may tinh chia sé
may in trd néniach va chay cham hon bdivi kha nang xi Iy va bd nha bidé
nang do “phuc vu" ngudn tai nguyén cho nhitng may tinh khac trong workgroup.
Ban nén gidi han workgroup chi trong 5 hoac 6 may tinh dac biét néu moi
ngudiin sang mét may in vén dugc cung cdp dudi dang mot tai nguyén chia
sé bdi mot trong cac may tinh workgroup

Gl i

Mac di hé dieu hanh Windows XP cung c&p céc khd nang chia sé cac tsi
nquyén leén mét mgng, nhung chdc chdn ne L'nﬁnq duge thigt ke 3¢ gidi quyet
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| lugng mang cao hodc phyc vy nhidu nquén 1di nquyén cho mét s& Y6n cdc
mady tinh. Céc mang céng Yy sd c]u_nq cdc sepver mqn"l vai PI‘IGH mém server
fmgng de cung cdp céc tai nguyén in va {ilo. Hhﬂnq loqi mqng ndy cb the Elap
Ung mél 56 {on nqugdi dﬁnq (l\dnc} team va them chi ‘\o‘nq nqdn) do céu server
cl'luqén 'pI'IUC vu. cac ai nguyén mgng. Windows XP auqc thiet k& nhu la méot
m&i trudng desklop nquei dung cusi 38 chay cac iang dyng cuc b6 chdng han nhu
email client, bs xi |1’; van bdn vo trinh Juqéf web. Mac di Windows XD s the
'pch vu. cée Yai nguyén, n"nlnq né cyc I(l:] qifJi\ %qn vé 8 may tinh Lhac (qiéi
han 15 10 n6i k&) ma né s The phuc vy mét tai nguyén bot ci loc nso.

M&i may tinh trong workgroup nén dugc nhan biét bang moat tén duy nhat.
Tén nay con dudc goi la tén NetBIOS v& né c6 thé dai d&n 15 ky tu. Tu
NetBIOS la thu con sot lai tir mdt chién luge ndi mang Microsoft ban dau,
nhung céc 1én duy nhat van dugc yéu cau dé nhan dang cac may tinh trong
workgroup.

Céc may tinh tham gia workgroup phai dudc cau hinh dé chia sé file va in
va clng phai dugc ciu hinh dudi dang cac client mang Microsoft. Ca hai xac
1ap nay dudc cau hinh trong hdp thoai Properties cho adapter mang clia
may tinh ma trong trudng hgp nay sé la adapter mang WiFi. Cau hinh adapter
WiFi dé& chia sé file va in dugc mé ta trong muc 41. Tao workgroup rat don
gian bdivi Microsoft cung cAp mét Network Setup Wizard vén dan dat ban
qua cac budc tao workgroup mdéi. Network Setup Wizard dudc thao luan
trong muc 38.

Sau khi phuang tién mang (WiFi) dugc bat trén cac may tinh va router
WIFi, cac may tinh phai dugc cau hinh vdicac xac 1ap mang thich hap dé cho
phép ching chia sé cac tai nguyén va cling trd thanh mot thanh vién cia mét
workgroup Windows. Sau clng, cac may tinh trén mang WiFi (diéu nay tuong
ty d8i véi cac may tinh trén mat LAN hitu tuy&n) phai dugc ciu hinh bang mot
hé théng lap dia chi mang v8n nhan dang duy nhat mdi may tinh. Day la noi
lap dia chiIP dugc thyc thi.

Lap dia chi P

Giao thi = TCP/IP la mattap hop quy tic &n dinh cac may tinh sir dung cac
dia chi IP nhu thé nao dé giao tiép trén mdt mang TCP/IP. Ngay nay, dia chi
IP dugc s dung trén cac mang (workgroup ) Idn va nho bdivi cac may tinh
can truy cap Internet m& ban than 1a mét mang TCP/IP khdng 16.

Gl L

Gioo thue TCP/IP duge thiet |6p thee mac dinh trén meot mdy tink chqq he
aiéu |1cu‘n|1 Windows Xp Home kodc Drofessiona'.

Moi thi€t bi (cac may tinh va router WiFi) trén mang pnai dugc gan mbt dia
chi IP. Router WiFithudng dugc gan ty ddng dia chi IP clia n6 bdi nha cung
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cap dich vu Internet khi ban k&t néi router WiFi v43i thiét bi ndi két bang tan
réng (chang han nhu router DSL hodc modem bang tan rong).

Cac dia chi IP a cac dia chi s8 thap phan cham cham dugc viét dudi dang bén
tap hop s6 thap phan dugc tach nhau bang cac diu cham. Vidy, 13.0.1.11a dung
dang cho mot dia chiIP. Cac dia chi IP cling duge dinh kém béi mot subnet mask
(mat na mang con). Subnet mask gilp cac may tinh quyét dinh phan nao cua dia
chi{P tham chi€u mang va phan nao clia dia chi tham chi&u may tinh da dugc gan
dia chi. Cac subnet mask ciing dugc viéttheo dang s6 thap phan. Vidy, 255.255.0.0
la mét subnet mask cé thé dinh kém dia chi P 130.0.1.1.

THUAT NG CHINB

Dia chi IP. Mt sur thé hign s6 thap phin chiam chim cdia mdét dia
chi nhi phin duoc zin duy nhit cho més may tinh va thiét bi chayv
trén mér mang IP.

Subnet mask. Mot sy thé hién s6 thip phin chim chim cia mét
mdt ng nhf phin dupc su dung bJi ciic mdy tinh d& quyér dinh
phin ciia mét dia chi IP cung cip thong tin mang va phan cia dia
chi IP cung cip théng tin dia chi nuiy tinh.

Cac mang IP (Internet Protocol) doi hdi méi may tinh co6 mét dia chl IP duy
nhat. Bia chi nay dugc s dung dé nhan dang may tinh g&i va nhan di liéu
trén mang (P. Bai vi router WiFi tiy ddng cung cap dia chi IP cho cac may tinh
trén mang WiFi, ban khéng can phai ban tam vé viéc cau hinh cdc may tinh
vdi dia chi IP va subnet mask bat budc. Router thuc hién diéu nay cho ban
bang cach s dung Dynamic Host Configuration Protocol. Khi mét may tinh
online, n6 hai router mdt dia chi IP va subnet mask. Router trd 13i bang cach
cung ¢ap théng tin nay cho may tinh.

L&n duy nh&t ban sé phaigan cac dia chi IP tinh cho cac may tinh bat WiFi
la khiban mudn cac may tinh giao tiép trén mét mang Ad Hoc von khéng su
dung cac router WiFi (xem muc 34). M&c d cho router WiFi phan phéi cac dia
chi IP va subnet mask thich hgp cho cac may tinh workgroup I1am cho ban
khong biét mot cach dé chiu vé viéc lam viéc that su vdi cac I8p dia chi IP
khac nhauva viéc 1ap dia chilinh, nhung chac chan cé sy hiéu biét co ban vé
viéc Idp dia chi IP va cac subner mask thi khong ¢ hai gi ca.

Phuong phap lap dia chi P da that sy phat trién trong nhitng nam 1970 khi
Internet dugc sdngtao lan dau tién. Ngay nay, 6 My (va ca Bac va Nam My,
cac dia chi IP da dudc "cho thué" béi cac cong ty tif American Registry for
Internet Numbers (ARIN). Céng ly tra tién cho mét day dia chiva sau dé su
dung chung lam cac dia chi IP cdng céng dé cong ty cé thé tham gia Internet.
Nha cung cép dich vy internet clia ban thué cac dia chilP cta no ti ARIN va
sau dé gan cho ban mot dia chi IP cho néi két Internet t6c d6 cao clia ban
béng cach sl dyng DHCP.

S0 do l1ap dja chi IP that su dugc chia thanh ba Idp khac nhau: 1dp A, 8 va
C. Nhing 18p (class) nay da dugc tao dé céc cong ty c6 thé dudce gan cac day
dia chiIP dua vao quy mé va nhu cau clia ho (xét vé sé dia chi dugc yéu cau).
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Tai nguyén Web
hitp://webopedia.internet.com/TERM/I/IP address.html.
Ting 18p dia chi IP da dugc thigt k& cho mat kich ¢d mang cu thé. D& biét
thdng tin co ban vé cac 18p dia chi IP, tham khao site Webopedia.

M&i dia chi IP cling c6 mét subnet mask mac dinh. Mask dugce st dung bdi
cac maytinhva nhUng thi&t bi khac trén mang dé quyet dinh phan nao cla
mét dia chi IP cung cdp théng tin mang va phan nao cla dia chi cung cap
théng tin dia chi lién quan dén mét may tinh cy thé.

Cac class subnet nhu sau:
& Class A: 255.0.0.0
& Class B: 255.255.0.0
& Class C: 255.255.255.0

Gl di

New l)qn nhin vao ¢ suiunei musk LlIO mdi (1055, Y4 ||’n5q Pf‘inq Jﬁi véi mat mang

Class A- oulet (l‘n;io 8 |3i|) déu tien cuo din chi IP duge che bai submel mosk
(:)55) vi do d¢ |!’|6nq tin mang EIUQ( tim Il'n(fq hlonq r-']:m chi IP ”\di si q@rn
octect aﬁu lien. Tponq mél magnq Closs B, hoi oclet adu lign 1(‘1 ”'|6nq fin mang;

treng mét mong Class C, ba actet ddu tien la ||16nq tin mgng. Vi it oclel lion
danh cho cac Jio chi 1D Hnﬁi sy khi kqn di ct\uqé'n to Class A dén Class B, Bgn
co the ”16’(, tai suo ¢d¢ mang Class C cung cdp it dia chi 12 (6 nhan han.

Cac Jio chi 1P «dng céng cho pl’\ép dc may finh va e that Li khae néi ket bryc
Lidp ver Internel. BQI‘I L"]Gnq cdn pl'ndi ban tam dén cac aio he 1P cdng Bng va
ndi k&l cia mang Inlernet. Tal cd didw nay duge xu lg bas nha wung c6p dich wu
Infernet. Router WIFIL auqc gdn aénq mot aiu cht 1P de giao li&p véi nha cung
cdp c]icl: vy Internel va lnternct. Baéi vi router Wil E!cmq tai mol gatewoy (cﬁknq
nGi) gido mgnq WiFi va Infernet (r|6i ket Interned JUQC cung cdp béi |SD), e
dia bt 1P duge s Aunq tren mang eyc be (Loe g6m Wil va cse may tioh duge
ndi cp trén mc_lnq) “lﬁnq cdn p‘:u’i l5 csc dia chi IP cbng cdng thal <y, Bicu
ndy aﬁnq bai vi LAN "gn qifu 3flnq sou” router Wik,

Céc dia chl {P dudc cung cap déng bdi router WiFila cac dia chi IP riéng.
Khi hé thang I4p dia chi IP da dugc thiét ké ban dau trén Internet, nhém dia
chi tir cac day Class A, Class B, Class C dudc danh cho néi mang riéng
Nhing dia chinay dugc st dung vgi cac thiét bi khac trén mang dé giao tiép
cuc bd. BAt ky suf giao tiép dudc yéu cau véi Internet chang han nhu duyét
Web hoac g&i email dugc chuyén tiép tif mang cuc bd d&n Internet (b3i ISP)
gua router WiFi.

Sau day la day dia chi danh riéng dé sir dung riéng:

& Class A: 10.0.0.0 dén 255.255.255 (subnet mask 255.0.0).
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& Class B: 172.16.0.0 sang 172.31.255.255 (subnet mask 255.255.0)

& Class C: 192.168.0.0 sang 192.168.255.255 (subnet mask
255.255.255.0). ‘

Ban sé& thay router WiFi gan céc dia chi [P vao cac may tinh trén mang
bng cach sl dung mét trong day dia chi riéng (vi du, router Netgear cung
day diachit1 192.168.1.2 dén 192.168.1.5 (Class C) lam pool (b6 ch(a) mac
dinh dé gan déng cac dia chi IP vao cac may tinh trén mang cuc bd WiFi. Hau
hét cac router WiFi cho phép ban m& réng hoac thay déi day néu can. Bé
xem day dia chi, truy cap cdu hinh cla router va sau @6 truy cap man hinh von
cung c8p cac xac iap LAN IP. Vi du trén router Netgear, truy cdp man hinh
thiét lap IP LAN bdng cach sl dung cac xac lap nang cao (advanced) cla
router.

Bd&i vi router WiFi xU ly viéc 1ap dia chi IP cho may tinh nén ban khéng can
phaiban tAm vé viéc c&u hinh cac may tinh véi cac dia chitinh trd khi nhing
may tinh dé sé& dugc thiétlap trong ché dé Ad-Hoc. Ban ¢6 thé si dung bat ky
dia chi IP t& bat ky cac day mang riéng. Hay bao ddm rang ban nhét quan.
Né&u hai may tinh sé giao tiép trong ch& 86 Ad-Hoc, cdu hinh mai may tinh véi
mot dia chi IP t cling mot class chdng han nhu cac dia chi 1P class A 10.0.01
va 10.0.0.2.

C4&u hinh thanh c8ng mét may tinh dé gia nhap mang WiFi gia dinh hodc
van phong nhoé doi hdiban c4u hinh may tinh dé gia nhap workgroup (nghia (a
ban phai cung cadp cho may tinh mat tén va cac xac lap workgroup thich hgp
cGa nd). Ban cling phai cau hinh may tinh sao cho né nhan mot dia chi IP va
subnet mask hgp 1é tu router WiFi hodc ban phai cau hinh may tinh hoac cac
may tinh v&i cac dia chi 1P tinh khi van hanh mang WiFi trong ché dé Ad-Hoc
(nghTa la router WiFi khéng hién dién d& cung cap cac dja chlIP). Khiban da
cdu hinh tdt cd myc nay mét cach chinh xac, may tinh cé thé duyét mang cho
cac thanh vién workgroup khac va truy cap cac dich vu mang.

38. Chay Network Setup Wizard

Trudc khi ban bit dau
37. Ban vé viéc ciu hinh cac PC

D& néi mang d& may tinh that sy gia nhap workgroup Microsoft, ban phai
cau hinh né dudi dang métthanh vién workgroup. nhu da dugc dé cap trong
phan trudc. Diéu nay cé nghia ring may tinh phai dugc c&u hinh véi mét tén
NetBIOS nhat va cling phdi la mét thanh vién clia workgroup (nghia la
workgroup phai dugc tao).

Khi dat tén cho may tinh, chon cac tén dé nhan biét d& mét ngudi dang
trén mang bi€t may tinh nao ma ngudi dung that su dang két ndi (ban cé tdi
da 15 ky tu), va ban c6 thé sl dung cac ky tu chif - s8 va ky ty s8, nhung ban
khong thé st dung céc ky ty dic biét, chdng han nhu cac khodng tréng, @, #,
$. Khi dat1én cho may tinh, ban cling dugc cung cép tuy chon dé dua vao moét
phan mé ta cho may tinh. SU dung k&t hgp tén va phan md ta dé cung cip 1at
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ca théng tin can thiét cho nhiing ngudi dung khac trén mang gia dinh
(workgroup) nhan dang mét may tinh cu thé sao cho ho ¢6 thé truy cap cac
tai nguyén, ching han nhu cac file hodc may in dugc chia sé bdi may tinh cu
thé do.

Mang gia dinh hoéc workgroup cling dugc &n dinh bang mottén. Tén mac
dinh dudgc thiét Iap bdi Microsoft |a MSHOME. Ban sé mudn tao tén mang
rieng clla ban d& nhan dang workgroup, ¥&n workgroup phai giéng nhau trén
tat ca may tinh trén mang gia dinh (nghta la workgroup). Ban than tén workgroup
nén ngén va cé tinh mé ta. N6 khéng thé chira khoang tréng hoac nhitng ky
ty dac biét nhu @, # hoac $. B&i vitén workgroup that sy la mot tén mang
“rieng” {ban s& khang ¢6 nhiing ngudi két ndi ma khéng phaila mot phéan cla
mang gia dinh WiFicla ban), ban c6 thé st dung b&t ky tén nao ban muén.

Sauclung, dé mét may tinh ¢6 thé chia sé cac tai nguyén (chang han nhu
mot may in va cac folder) trong mét workgroup, n6 phai dude cau hinh bang
dich vy File and Printer Sharing for Microsoft Networks. G4 hai cach dé tién
hanh viéc cau hinh cac xac lap khac nhau nay nham lam cho mét may tinh tré
thanh thanh vién cia mat workgroup. Cach dé nhat dé tao workgroup la chay
Network Setup Wizard.

Tuy nhién, dé hiéu day di nhiing gi wizard that sy thuc hién déi véi may
tinh clia ban, ban can phai am hiéu mdt chut vé cach cdu hinh cac thudc tinh
cho hé théng (chang han nhu tén may tinh va tu cach thanh vién workgroup
clla nd) trong hdp thoai System Properties. Ban ciing can hiéu cac client, dich
vy va giao thirc mang dugce st dung nhu thé nao dé giao tiép workgroup va
chia sé céc tai nguyén mang, chdng han nhu cac may in, folder.

Chay wizard nhu dudc gidi thich trong tac vu nay. Lap lai cac budc cho mbi
may tinh ma ban mudén thedm vao workgroup. Sau dd kiém tra nhanh xem cac
may tinh ¢é “ndm trén mang" hay khéng bang cach di dén myc 44.

Tuy nhién, thay vi sir dung wizard nhu la mét cach xi ly nhanh va sau dé
ti€p tuc st dung mang, ban ¢4 thé muén hiéu rd hon chiic nang clia Network
Setup Wizard trong viéc dat t&é n may tinh va workgroup va thiét lap sy chia sé
file va in &n. Xem muc 39, muc 40 va muc 41. Nhiing tadc vu nay trinh bay
cac hép thoai thudc tinh that sy chira cac cau hinh workgroup va noi mang.
Do d6 chay wizard va st dung nhitng tac vy khac dé hi€u rd hon (va néu can,
xU by sy c8) cdu hinh workgroup cho may tinh clia ban

Network Setup Wizard dan dat ban qua cac budc dattén cho may tinh va
tao workgroup. N6 cung cdp tuy ct.on dé tac mdt dia mém mang ma ban co
thé su dung dé thém cac may tinh khac vao workgroup. Ban chén dia mem
vao 8 dia cha mét may tinh, ma My uomputer td menu Start, truy cap 6 dia
mém bing cach nhap déi bidu tugng 6 dTa mém trong My Computer va sau
do6 nhdp dbi netsetup.exe trén mét dia mém dé chay mét chuang trinh ciu
hinh may tinh d& ndi mang workgroup.
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Ban ¢o thé sl dung dia mém hoac (néu ban da khéng tao dia mém mang),
chay Network Setup Wizard trén nhitng may tinh khac tham gia mang
workgroup WiFi ctia ban. Hay nhé rang m&i may tinh sé tham gia workgroup
phai dugc cdu hinh véi cung mét tén workgroup (mot tén duy nhat va nhiing
xac lap mang khac) ma ban nhap vao khi ban chay wizard trén may tinh dau
tién.

38. Chay Network Setup Wizard
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1. Khd&i ddng Network Setup Wizard

Trong clia s8 Network and Internet Connections (m& né t& Control
Panel), nhap biéu tugng Network Setup Wizard. Trang dautién cta
wizard md ra; nhap Next dé bd qua man hinh ban dau. M6t man hinh
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checklist (danh sach kiém tra) xuat hién, nhac nhé ban cai dat cac
adapter mang va két n&i may tinh vai Internet, nghia |2 ban phai thiét
lap ndi k&t cap vatly véirquter WiFi hoac mdt adapter WiFi dugc cau
hinh ni k&t véi router bang tin hidu vé tuyén. Nhap Next dé bé qua
man hinh nay.

2. Chon phudng phap két néi

Man hinh wizard ké& tiép d& nghi ban chon cach k&t ndivdimang va
Internet. B&i vi ban s dung mat router WiFi lam mot gateway v3i
bang tan réng, chon tuy chon This computer connects to the Internet
through a residential gateway or through another computer on my
network. Sau do nhap Next dé tiép tuc.

3. battén cho may tinh,

Trén man hinh ké ti€p, gd nhap phan mo ta va tén cho may tinh.
Né&u ban hailong vdi tén ma ban da gan trudc dé cho may tinh, go
nhap tén nay trang hap text. Phan mo ta thitiy chon. Sau dd nhap
Next dé ti&p tuc.

4. Dattén cho workgroup.

Trén man hinh ké& ti€p, gd nhap mét tén cho workgroup ma ban
dangtao. Gilr cho tén dugc don gian, nhung ciing lam cho né cé tinh
md ta. Khéng s dung tén méac dinh (v6n la MSHOME). Khi quyét
dinh mot tén workgroup, khéng st dung cac khoang trong hay bat ky
ky ty dac biét. Sau khinhap mat tén cho workgroup, nhdp Next.

5. Kich hoat tinh nang chia sé file va in 4n.

Trén man hinh ké ti&p, hay chac chan tuy chon Turn on file and print
sharing dugc chon va sau dé nhap Next.

Bay gid may tinh dugc cau hinh dudi dang mét thanh vién workgroup
ma ban v{a dat tén. Man hinh ké tiép cho ban tuy chon dé tao mdt
Network Setup Disk; néu ban quyét dinh tao dia, lam theo cac hudng
dan clia wizard. Khi ban hoan thanh ti&én trinh, nhdp Finish.

THU THUAT: Ban 8 thé st dung dia mém dugc tao bdi
Netwark Se{up Wizard d€ thém cde mdy tinh khdc vao
workgroup. Pday la vice mang dia dé'n md&i mdy tinh va
chay Network Setup Wizard véi dia duace dat trong & o
mém cia mdy tinh, Bdi vi nhidu mdy tinh mdi khéng co
cic & da, ban cd8 thd chay wizard trén mdi mdy tinh va

thém ndé vao worksraup.




112 Chuong 6: CAu hink mang gia dinh Windows

39. Dat tén cho may tinh va gia nhap Workgroup

Trudc khi ban bat dau
37. Ban vé viéc cau hinh cac PC dé néi mang
38. Chay Network Setup Wizard

Né&u ban chay Network Setup Wizard nhu dugc md ta trong muc 38 va ban
c6 thé xem va truy cap nhirng may tinh khac trén workgroup (nhu dudc trinh
bay trong muc 44), ban khéng can thyc hién bat ky thay d8i nao ddi vdi hop
thoai System Properties nhu da néu trong tac vu nay. Tac vu nay trinh bay
cho ban céach thay déitén clia mot may tinh va chi nhanh workgroup clia né
ma khéng can chay lai Network Setup Wizard. Néu ban muén thay déi tén
clia mdt may tinh ho&c tén clia workgroup, st dung hop thoai System Proper-
ties 1a mot cach don gian dé hoan thanh nhitng tac vu nay.

Hop thoai System Properties cho ban truy cap tén ctia may tinh va tén cla
workgroup ma may tinh hién thuéc vé. Nhu ban biét moi may tinh trén mang
phai dugc c4u hinh véi mot tén daitéi da 15 ky tu. Ban c6 thé sir dung cac ky
ty chil - s8 va cac ky ty sé nhung ban khéng thé st dung cac khodng tréng
hoac nhiing ky tu d&c biét chadng han nhu @, #, $...trong tén.

39. Dat tén cho may tinh va gia nhip mét Workgroup

Md hop thoai
System Properties
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1.

2.

G

M3 hop thoai System Properties

Nhap menu Start va sau dé nhdp phai biéu tugng My Computer.
Chon Properties ti menu ngid canh vira xuat hién. Hop thoai System
Properties mé ra.

T,‘Hl;\ T‘HM;AA\T: N&u bidu fugng My Computer nAm trén
deslkiop Windows, ban cd théd nhd'p phdi nd A& truy cap

L\ép thoai System Properties,

M& hép thoai Computer Name Changes

Trén tab Computer Name cla hop thoai System Properlies. nhap
nat Change. Hop thoai Name Changes md ra.

. Nhap t&n may tinh.

GO nhap mottén méicho may tinh trong hép text Computer name.

.Nhéap tén Workgroup

G6 nhap mot tén mdicho workgroup trong hdp text Workgroup. Tham
chin&u day la may tinh dau tién sé la mot thanh vién cia workgroup.
gd nhap tén workgroup. Vé ca ban, hanh ddng nay sé tao workgroup
mdi. Sau dé nhdp OK. Mé1t hdp théng béao xuat hién chao don ban
dén vdi workgroup ma ban vua tao. Nhap OK dé déng hép théng
bao. Mt hop thdng bao khac md ra cho ban biét rang ban phai khdi
déng lai may tinh, nghia 1a hé théng can khdi ddng lai dé cac xéc lap
¢6 hiéu lyc. Nhdp OK va hé thdng sé khdi dong lai sang Windows.
Bay gid ban cé thé duyét workgroup bang cach sif dung My Network
Places.

b

Hép }‘wqi Hame Cl‘mnqes ¢t wot nal More md méi hﬁp ﬂwqi noi 36’ gqn n'!cﬁp
fn‘ju 16 (su”ix) DNS che ten cin may Linh, Bai vi an sd clunq woqumup lam
cfu tric mgng, il‘nﬁnq tin DNS (Domuin Name Sgsiem) cl-»dnq hon nhy héu 16
(.com, .nel, .Liz) I(I'lﬁnq bdt Luéc; cl'n';nq ta HﬂSm‘; x4y c’unq mét magng c6ng h;

5

doi hai |1é fl‘né’nq p|1&n cdp DNS. Tem {ai, [)qn |<|16nq cdn n|15p nit Morse.

. Khdidong lai may tinh

Nhap OK trong hop thdng bdo Computer Name Changes. Sau dé
nhdp OK d& déng hép thoai Properties. Mét hop thdng bao System
Settings xuét hién; nh&p OK dé khdi dong lai may tinh. May tinh sé
khdi déng lai. Sau khi Windows tai, may tinh sn sang chia sé cac tai

‘nguyén véinhiing may tinh khac trong workgroup.
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pé thém nhing may tinh khac vao mang (workgroup), 18p lai cac
budc 1 -5. M&i may tinh phai ¢c6 mot tén duy nhat va phai la mot
thanh vién cla workgroup (bang cach nhap tén workgroup).

40. Mé cac thugc tinh ndi két va bat cac client, giao thiic va dich vu

Trudc khi ban bat dau

37. Ban vé viéc cau hinh cac PC dé ndimang

Control Panel cho phép ban truy cap cac néi k&t cuc bd. Ban cé thé xem
cac n&i k&t va hién thinhitng thudc tinh cho mat adapter mang cu thé chang
han nhu adapter WiFi. Thudc tinh cho mdt adapter gém nhitng xac lap mang
Windows cho adapter WiFiva dugc truy cap tu hop thoai Local Area Connec-
tion Properties. Hop thoai nay la ngiban cau hinh cac dich vu (service) chang
han nhu chia sé file va in va cac giao thifc mang ching han nhu TCP/IP, van
cung cap diachi IP cho adapter.

P& mot may tinh gia nhap mang (chang han nhu moét workgroup Win-
dows), adapter mang WiFi phai dudc cau hinh nhu sau:

Client. Client1a phan mém cho phép ban that sy dang nhap va tham gia mot
loai mang cu thé. Trong mdt workgroup, phan mém trén mét may tinh cé thé
giao ti€p véi phan mém client trén mét may tinh khac. Baivi ching ta xay dung
mot workgroup Windows ban chican mbt client: client Microsoft Network.

G o

Co o chent mang nyoai trar client Mirrm(-“ Nelwerek, Vi (Ju, «ic may ||'nl1 qra

nl\cjp mung Hove“ (sd 'Junq plldn mém nci mang ano“) th su "Juuq Llieni
Ho\c“.

m Service. Service (dich vu) la mét tinh nang mang bd sung dugc
cdu hinh cho ndi két cuc bé. M6t dich vu théng thudng dugc su
dung trong nor mang workgroup la dich vu File and Printer Shar-
ing for Microsoft Networks. Dich vu nay cho phép cdc may tinh
trong workgroup chia sé cdc file va may in vdi nhilng thanh vién
khae cua wourkgroup.

& Network Protocn!. Notwork protacol (giao thic mang) cung cdp
hé théng dia chi Ji'ge st dung bdi cac mdy tinh giao tiep trén
mang Tdi thisu ma: jiao thuc mang phai dudc mo va dugc cau
hinh cho adapler mary. TCPIP 14 giao thuc duy nhal ma ban can
dé khd: dong va ctay mang workgroup va ciing cho phép cdc
may tinh trén mang Wi truy cép Internet théng qua router WiFi

D& céu hinh may tnh dugc bat '# '+ sac cho né cé thé tham gia workgroup
Windows, no phai duge cau hinh voi Uhant for Microsoft Network (mot client).
File and Printer Sharing for Microsoft Notworks (mét dich vu) va TCP/IP Net-
work Protocol. Bugc cdu idinh nghia ta khdng chi dudc cai dat trén may tinh
ma con kich hoat trong hép Properties. Do dé, ban s& thay mat client ching
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han nhu Client for Microsoft Networks dugc liét ké trong hop thoai Properties

nhung cé thé khéng dugc kich hoat (hép kiém cho client khéng dudgc chon).
Tac vu nay xem xét hop thoai Properties cho adapter WiFi, ban truy cap

bat ky client hoac service nao ma ban c6 thé can thém vao va ciing kich hoat

bat ky service, client hoac giao thiic (protocol) vén dugc cai dat nhung hién
khong dudc kich hoat.

Gl L
Ban c6 the ¢é ohidu n6i ket cuc |:ut’j rén mal may bnh. Vi dy, msl may binh cé
m6t ndi kel teén mét adapler mang che mét mgng hau tuyén thi cing ¢ mal
odapter WiFi cho mat mang khang day. Ban cé the disable (161) bat kg adapler
mang md ban khéng sd dyng trong Device Manager vén duge truy cap bdng
hép thoqi qulem Properties. Tuy nhién, bgn kheng tiet kiem bat iu.] ndang
lugng he théng va ban thnq long tinh ¢6 sdn cia nquén tdi nquyén he théng
mél cach aénq ké nhu vy h&nq vige 14t mal thiet bi Hnﬁnq st rlunq. Do dé 141
mol thiet I:j ”-ndnq su dunq la oy thuge vao ;::qn. Neu thiel i:i chdnq hgn nhu

mél udupier Wil USB duge théo ra khéi may linh, an cing |<|16nq cdn plldi
14t thiet b ndy frong Device Munqu.

——— s e . e — — — — s — — — — — — s — — — — —

40. M3 cic thugc tinh néi két va bt cic Client, giao
thic va dich vu
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3 Truy cap cifa s Network
and Internet Connections

Md Control Panel
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1. Md Control Panel

Nhap Start va sau dé nh&p biu tugng Control Panel trén menu Start.
Control Panelmdra. .

2. Truy cap cira s6 Network and Internet Connections

Trong Control Panel, nhap link Network and Internet Connections.
Clia s6 Network and Internet Connections md ra.

3. Md clia s6 Network Connections.

D& mé clia s8 Network Connections, nhép biéu tugng Network Con-
nections (gén cudi clia s& Network and Internet Connections).

e pebwpri ©

i v el (Friw : i
% ety [ » hwurpie oe Enall piflce

) Wrewres tepenrr

Charge Wankass Furmall settings
1 tiereean Daagrestey

3. Md cita s Network
Connections

o el
£/ obevnet igtions

m Hetwowk Setug Wisard
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4. Xem cac ndi k€t mang

T&t ca ndi két mang cuc b va nhitng néi két khac xudt hién trong
clia s8 Network Connections. Adapter WiFiclia ban s& dugc liét ké
trong clta s& nay.

13 Create a new
CanrECton

'if et 1 A horse or amall

office natwork,
LAN or High-Speed Internet

"'!?'l Local Area Connection
D b, Miweed 24 OB M L ]

4, Xem cdc noi két
mang.
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Neu ban cé nhidu odapier mang frén mét méay tinh (ﬂwﬁm chi néu mat ﬂdopiep
mang hau tuyén Hn‘jnq dude n6i ‘Lﬁ), bon 6 the lh&q mé&l cdu néi (l':rir}qe)
mgnq dugc liet ke trong cda s8 Network Connections. Mét cdu néi duge tgo dé
lien ket cac mgng khéc nhou lgi véi nhau. Do dé cac may tinh ¢6 nhidu u&apiev

mang o H’lg c6 mol cdu nédi nh&m cung cd'p mél ndi LE’ gida hoi néi L@" cuyc IJl'i
“’aéc I'Il‘lCﬂ.l JUQC tao ra i:di lmi aclapier.

Nh&p phai bi€u tugng ndi két cuc bd clia adapter WiFitrong ciia s6
Network Connections va chon Properties. Hop thoai Local Area Con-
nection Properties md ra cho adapter WiFi.

5. Xem cac thudc tinh va bat cac thanh phan dugc cai dat

=

General - Authenticanon | Advanced

Cornect usng

B9 Marvel fubon BEESN53 PCLE Gigabe Conligue. .

U Thes connection uses the lollowing tems |
- | Chent Tor Mictorolt Nebwuorks
v 22 File and Printer Shaiing lon Miciosoft Netwoiks
it QoS Packat S chedule

v "™ Inteinet Frotocol (TCPAR)

[ Install | i uml-;l_j Fropetues J

Dresotphion

Allcws your compuler 1o 3cces esources on a Micronofl
natwork

(%] Show on in nobiicabon area when connected
[ Motify me wher thes conrechon has bmited o no connectviy

Lor  J[_ Cance ]

Diéu quan trong la ban phai ki€ém ké (viét né ra hoac chi viéc nhd
cac xac lap) cac client, service (dich vu) va giao thic dugc cai dat
cho néi k&t LAN hién dugc chon (adapter WiFi clia ban). St dung
thanh cudn dé cudn qua cac muc trong hdp thoai xem cac muc trong
danh sach propcrties. Hay chac chén cac muyc sau day xuét hién
trong danh sach properties:

& Client for Microsoft Networks. Client nay cdn dé may tinh truy
cdp moét mang Microsoft (chdng han nhu mét workgroup). Néu
muc nay dudc liét ké nhung khéng duge md, nhdp hép ki€m cda
client. Néu muc nay khéng dugc liét ké, ban phdi thém client.

& File and Printer Sharing for Microsoft Networks. Dich vu nay
cho phép ban chia sé cac folder trén may tinh vdi nhiing may
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tinh khac két néi vdi workgroup ctia ban. Dich vu cing cho phép
ban chia sé mét mdy in dudc néi véi mady tinh cua ban bang
workgroup. Néu muc nay khdng dugc liét ké, ban phai thém no.

& Internet Protocol (TCP/IP). Myc nay xuat hién trong danh sach
hép thoai Properties bdi vi né la giao thiic mac dinh cho hé diéu
hanh Windows XP. Ban khéng thé giao liép trong workgroup
hodc trén Internet néu khdng cé giao thdc nay. Mac do no
khéng thé dudc loai bé khdi danh sach, nhung nd cé thé dudc
1at. Nhdp hop kiém cho Internet Protocol (TCP/IP) dé md giao
thuc néu can.

N&u mot muyc dugc ligt ké chang han nhu Client for Microsoft Networks
dugc cai dat nhung khéng duge mé, (nghia la hop ki€m & bén traiclient ndm
bén trai client chia mot dau kiEm), nhap mot dau kiém cha muc dé mé nod.
Néu thi€u bat ky muc dudc liét ké (client hodc service), ban phaithém client
hoac dich vy (service) mang nhu dugc trinh bay chi tiét trong muc 41.

41. Thém maot client hoac dich vu mang

Trudc khi ban b3t dau

40. M& cac thudc tinh ndi két va bat cac Client, giao thic va dich vu

Nhu dugc thao luan trong muc 40, ban phai cau hinh adapter mang WiFi
dé may tinh cé thé tham gia mdt workgroup. Diéu nay ¢6 nghia rang Local
Area Connection (U nay ddng nghia vdi adapter WiFi) phai dugc cau hinh véi
Client for Microsoft Networks (client cho phép truy cap workgroup) va dich vu
File and Printer Sharing for Microsoft Networks (von cho phép chia sé file va in
trén may tinh). Sau cang, may tinh phai dugc cdu hinh vdi mét giao thuc
mang. Ban s& s dung giao thie TCP/IP cung cdp cho may tinh kha nidng
giao ti€p trong workgroup va trén Internet (vén ddi hdi TCP/IP). Biéu cdt y&u
l& ba muc nay phadi dugc liét ké trong hdp thoai Local Area Connection Prop-
erties clla adapter WiFi. Khdng dugc phép thay thé néu ban mudn may tinh
thal sy gia nhap mang.

Trong mét s trudng hdp, phu thudc vao ai da cau hinh cac xac 1ap mang
may tinh (va viéc cac xac lap d6 da dugc thay di tif khi ban mua may tinh hay
khang), ba muc nay cé thé da dudc cau hinh trong hop thoai Wireless Net-
work Connection Properties. Bdgi vi TCP/IP 1a giao thiic méac dinh cho Win-
dows XP, né da dugc cai dat irén hé thong; thuc t&€ Windows XP khéng cho
phép ban g3 bé TCP/iP ra khoi hdp thoai Wireless Network Connection Prop-
erties. Tuy nhién, ban cé thé tit (disable) giao thiic bing cach xéa dau kiém
ké bén muc Internet Protocol (TCP/IP) trong danh sach properties.

Bd&ivi TCP/IP s& xuat hién trong danh sach properties theo mac dinh (chiing
ta dang n6i vé Windows XP), ban phai bao dam n6 dugc md, nghia 1a cé mét
dau kiém trong hop kiém Internet Protocol (TCP/IP). Sau dé, ban cé thé tap

trung vao viéc thém Client for Microsoft Networks (client) va dich vu File and
Printer Sharing for Microsoft Networks.
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THIATHUAT, Ban cdn 1idr hanh tdc vu nay chi khi nao
thi€u mét trong cdec muc bdt bude nay trong c&u hinh cda
adapter WiFi. Xem trd lai danh sdch kidm ké cdu hinh ma
ban da lam trong tdec vu trude dé thdy cd thidu bat ky
thanh phdn bd&t budc ndo dé ndi mang workgroup hay
l(b\ﬁhg hode TCP/IP déa dugc tdt cho néi ké't hay kb\év\g.
Néu vay, sk dung tde vu nay dé thém thanh phdn cu thé
dé hode md giao thie TCP/IP.

Moi may tinh gia nhap workgroup phai dugc cau hinh dé néi mang workgroup
Microsoft. Diéu nay cé nghia réng tat c& muc ciu hinh dugc trinh bay chi tiét
trong tac vy nay phai dugc cdu hinh trén mot may tinh vén sé la moét thanh
vién clia workgroup. .

41. Thém mjt Client hoac dich vu mang
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. M@ giao thic TCP/IP

Mé& hop thoai Wireless Network Connection Properties cho adapter
WiFi clia ban bang cach nhdp phai biéu tugng néi k&t cuc bo clia
adapter WiFitrong clia s6 Network Connections va chon Properties.
TCP/IP dugc tat, hay md né. Trong hop thoai Wireless Network Con-
nection Properties, chon Internet Protocol (TCP/IP) dé cho phép sUi
dung TCP/IP trén hé théng.

. M& hdp thoai Select Network Component Type

Bay gid ban cé thé tap trung vao viéc thém cac muc bat budc chang
han nhu Client for Microsoft Networks (client) va dich vy File and
Printer Sharing for Microsoft Networks. Nha@p nut Install. Hop thoai
Select Network Component Type md ra.

. Chon thanh phan Client

Trong hop thoai Select Network Component Type, chon loai thanh
phan (component) cidn dugc thém vao. Bdi vi ching ta can thém
client workgroup Microsoft, hay chon client tid hdp thoai va nhap Add.
Hop thoai Select Network Client xuat hién.

. Thém Client for Microsoft Networks

Trong hdp thoai Select Network Cilient, chon Client for Microsoft Net-
works tif danh sach Network Client va nhdp OK. Cé thé mat vai giay
nhung ban s& dugc dua trd vé hdp thoai Properties va client dugc
thém vao danh sach.

. Chon thanh phan dich vy

M4 lai hop thoai Select Network Component Type béng cach nhap
Install trong hop thoai Wireless Network Connection Properties. Chon

thanh phén Service va sau dé nhap Add. Hop thoai Select Network
Service md ra.
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6. Thém File and Printer Sharing for Microsoft Networks

Trong hop thoai Select Network Service, nhap File and Printer Shar-
ing for Microsoft Networks va nhap OK. Dich vy nay dugc thém vao
danh sach configuration trong hép thoai Wireless Network Connec-
tion Properties.

THL:( ‘EHM;&T: Ban cé thé thdy cdec client va service (dich
vu) khde cd8 sdn cho he thé'ng rda ban chdng han nhu
Service Advertising Protocol hodc giao thuc NWLink.
N!r\l.?r\g muc nay duge si dung irén cdc mang tridn khai
Novell NetWare. Ban khéng cdn phdi theém hode thét su
lam bdt et didu gi voi bt ky client hodec service cd sdn
ngoai tru client Client for Microsof’r Networks va dich vu
File and Printer Sharing for Microsoft Networks bdt busc
d€ nét mang worl(group.

7.Bong hdp thoai Wireless Network Connection Properties.

Sau khi TCPAP dugc ma va Client for Microsoft Networks va dich vu
File and Printer Sharing for Microsoft Networks duge mé&, ban cé thé
déng hoép thoai bang cach nhip Close.

THU’l THM}AA\T, Trahg mat 58 +»u£in9 L\qp Clieant fov‘ Micros;off
Networks hodec dich vu File and Printer Sharing for
Microsoff Networks sé au‘qc cai c':]d_H trong danh sdch prop-
erties cia adapter WiFi nhung da duge tdt. N&u mét trong
hai muc nay dugc ligt ké nhung d& dugc tdt, nhdp ddu
kidm ndm bén trdi muc d€ md client hode dich va.

THU THUAT: Cs the ban khéng chdc chdn mat s6 muc
dugc ligt ke trong hép thoai Whireless Network Connection
Propertics cd can thigt hay khdng. Ban cd th€ chon mét
muc td danh sdch va nhd'p nut Uninstall d€ go bd cde

client, dich vu hodc giao thic khéng mong mudn. Tuy nhién,
néu ban kkéng chde chdn chue ndng cua mét muc hodc
vide no co cdn thi&'t kay kkéng, 1<1f\67\5 gd cai aqf no .
Vigc gé bd cde dich vu hodc giao thuc cdn thigt cé thed
dnh hudng dén khd ndng mdy tinh gioo tig&p trén mang.
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42. Cau hinh cac xac lap TCP/IP

Trudc khi ban bat ddu -

40. M4 cac thudc tinh ndi két va bat cac Client, giao thic va dich vu

41. Thém méot Client hoac dich vu mang

N&i k&t cuc bd (adapter mang WiFi) phai dugc cdu hinh véi nhitng xac lap
TCP/IP thich hgp dé giao tiép trén mang va tan dung ndi két Internet téc do
cao. B&ivi sach nay gia dinh ban da thém mot router WiFi vao mang dé tan
dung ndi két Internet bang tAn rong, ban cé thé dé router phan phdi cac xac
lap TCP/IP cho nhitng may tinh khac nhau trén mang WiFi.

D& router WiFi ty ddng c&u hinh céac xac 1ap TCP/IP cho mdt may tinh (ké
ca diachiIP), ndi két cuc bo trén mdt may tinh phai dugce cdu hinh dudi dang
mot client Dynamic Host Configuration Protocol (DHCP). Diéu nay cé nghia
may tinh yéu cau mét dia chi IP va théng tin c&u hinh TCP/IP khéac khiné khdi
déng. Router WiFi phan héi b&ng théng tin can thiét.

THUAT NGU CHINH

Dynamic Host Configuration Protocol (DHCP). Mgt giao thic duvc
s dung bdi cic server va client DHCP dé' thuong lupng viéc gin
dong cic dia chi IP trén mét mang. Server DHCP (chiang han nhu
mot router Wiki) cung cip cho client DHCP dja chi IP.
Client DHCP. Mot méy tinh di dupc cdu hinh cho giao thic TCP/
IP dé dia chi IP (va subnet mask) dupc tu dong gin vio mdy tinh
boi mot thiét bi ching han nhu router WiFi vén ¢ chic ning nhu
mét server DHCP.

Ban cdu hinh m&t may tinh dudi dang mét client DHCP trong hép thoai
Internet Protocol (TCP/IP) Properties ma ban cé thé truy cap ti hdp Wireless
Network Connection Properties. Theo mac dinh, cac may tinh Windows da
dugc cdu hinh dudi dang DHCP. Tuy nhién, xem qua céc budc vé cach cau
hinh céac thudc tinh TCP/IP cho mot adapter WiFi thi khong cé hai gica.

42. Cau hinh céc xac 1gp TCP/1P

[l Lo e+
-
[E— e ;
e ! s
: - = . i

e e R s tmprrn e | o Chon giao thife
. Internet (TCP/IP)
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3, X4c l§p cic thude tnh 3. Xdc ldp cdu hinh ludn phién,
1Ong qudt (general)

1. Chon giao thuc Internet (TCP/IP)

Trong hop thoai Wireless Network Connection Properties cho adapter
WiFi, cudn xuéng danh sach cac client, dich vy va giao thic va chon
Internet Protocol (TCP/IP), sau dé nhap nut Properties. Hop thoai
Internet Protocol (TCP/IP) Properties md ra.

2. Xac lap cac thudc tinh khai quat (Gzneral)

Dé c4u hinh adapter dudi dang moét client DHCP, chon tuy chon
Obtain and IP address automatically dugc dattrén tab General clia
hop thoai Internet Protocol (TCP/IP) Properties. Cling chon tuy chon
Obtain DNS server address automatically. Sau do nh&p tab Alternate
Configuration.

3. Xac lap cau hinh luan phién (Alternate Configuration)

Tab Alternate Configuration thi tuy chon, nhung né co thé hitu dung
néu ban st dung may tinh trong ché dd Ad Hoc (ch& dé computer-
to-computer) vdn doi hdi mot dia chi IP va subnet mask ¢6 dinh. Chon
tuy chon User Configured va sau do gé nhap mét dia chi IP va subnet
mask trong cac hdp thich hgp. Ban co thé sli dung bat ky day dia chi
IP riéng cho nhitng dia chi IP nay (xem muc 37). Ban khéng can
phai nhap gateway, cac server DNS hoac server WINS mac dinh.
Chicac dia chi IP can cho ché dd Ad Hoc (vi ndi két Ad Hoc chi hién
hiiu gitta cdc may tinh vén dugc cdu hinh cho ché dé Ad Hoc).

Khiban xac lap xong cac thudc tinh TCP/IP cho adapter, dong hép
thoai Internet Protocol (TCP/IP) Properties bing cach nhdp OK. Ban
que v trd vé hop thoai Wireless Network Connection Properties.
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43. Ki€m tra trang thai Adapter WiFi

Trudce khi ban bit dau

40. M& cac thudc tinh ndi két va mdé cac client, giao thic va dich vu

41. Thém m6ét client hoac dich vu mang

42. Cau hinh cac xéac lap TCP/IP

Bay gid ban da cau hinh may tinh dé truy cdp mang va céc xac lap TCP/
IP, ban cé thé mudn kiém tra trang thai clia adapter mang WiFi trong hép
thoai Wireless Network Connection Status. Hop thoai nay khdong chicho phép
ban ki€ém tra thdi han ndi két va cudng dé tin hiéu ma né con cho phép ban
xem dia chi IP da dugc router WiFi gan vao adapter.

Kha n&ng xem trang thai (status) cho ban biét adapter cé hoat dong tét
hay khéng. Mac du thai han ndi két khdng phai la mot xac lap quan trong nhu
thé (tri khi ban gap phai sy bi&n mat tin hiéu va mat ndi két), viéc biét xem
router WiFi da gan mét dia chi IP vao adapter hay khéng la diéu quan trong.
Va kha nang xem nhanh cudng dé tin hiéu clia n8i két sé cho ban biét PC cé
thé thu cac tin hiéu video ti router WiFi tét nhu thé nao.

THU THUAT: Hode, ban cé thé nhd'p phdi bidu tuang
ndi k&'t WiFi trong ving Notification & ddu phdi cia taskbar
va chon status tx menu ngi cdnh d& xem trang thdi cda
adap’re.r WiFi. N&u bqn su du_nng mdét tién ich c&u hinh di
kém vdi adapter WiFi, viec chon tuy chon Status cé thé
md tién fch dé, dugc sk dung d€ xem trang thdi va xdc lap

JP cda adapter WiFi.

43. Ki€m tra trang thai adapter WiFi

“u Bchuenth, (A RE T3 EEY
i (@ Yes Feote  Twn Sl el

Md hdp thoai Wireless Network
Connection Status.



Chuong 6: CAu hinh mang gia dink Windows 127%

Pachms

1 Bafchmsy ppe aecgrwed by DHCH
sl
IP fddvess 1521681 100
Cubwmt Mok SRR, R G 1)
Dot st 82811
E etk i
! " ; —
wfirdomies el it cedact punblen Qaii th I Fiepes
cormection 1 you carnel conmecl chl | AL -
s @:r e ® ! Reqar
|
|
|

3. Xemdia chi [P,

1

[ Mopersen | [ Guatie ][ Vi wrwiner Notwests |

o= [ Do ]

Ma& hop thoai Wireless Network Connection Status.

Trong clta s8 Network Connections (dugc mé ti Control Panel), nhap
doi biéu tugng cho néi k&t mang WiFi. Hop thoai Wireless Network
Connection md ra.

. Xem trang thai

Tab General cta hdp thoai cung cép trang thai hién hanh ctia ndi
két clia adapter WiFi va cudng dé tin hiéu hién hanh cho néi két.
Thdi han clia néi két cé thé dugc sif dung dé quyét dinh xem déa c6
mot sy cd gan day véi ndi két that sy hay khéng, cudng dé tin hiéu
cho phép ban danh gia adapter WiFi clia may tinh két ndi véi access
point clia router WiFi nhu thé nao.

Nhap tab Support d& md trang thi hai clia hop thoai.

. XemdiachiIP

Tab Support clia hdp thoai Wireless Network Connection Status hién
thj dia chi IP va subnet mask dugc gan vao adapter bGi router WiFi.
N6 cling hién thj dia chi IP clia gateway méc dinh con dudc goi la
router WiFi (né la gateway gilta mang WiFi riéng clia ban va mang
céng cong, Internet). Nhdp Close dé déng hop thoai.

THUAT NGU CHINH

Gateway. Mot thiét bi lam trung gian giifa hai loai mang khic nhau.
Trong truong hop nay, ching ta xem xét thiét bi: router WiFi vén
két néi mang workgroup riéng va Internet cong céng. Router WiFi
la gateway. '
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44. Xac nhan tu cach thanh vién Workgroup va truy cap Network
Neighborhood

Trudc khi ban bt dau

38. Chay Network Setup Wizard.

Sau khi ban da cau hinh cac may tinh dugc bat WiFi (hoac cac may tinh
mang dugc ndi cling) dé trd thanh thanh vién cla workgroup, ban co thé
duyéttim nhing may tinh nay trén mang. Binh vi nhiing may tinh nay sé cho
phép ban truy cap bat ky tai nguyén chia sé ma chiing cé thé cé chang han
nhu céc file va may in. N&u ban khdng thé that sy thdy cac may tinh trong
workgroup, ban dang gap phai mdt loai van dé két ndi nao d6 véi may tinh
ma ban dang lam viéc hoac vdi nhiing may tinh workgroup khac. Xem cac
may tinh workgroup trong clfa s6 Workgroup dé bao ddm ca cdu hinh ma ban
da tao trong cac tac vu trudc cta chuong nay that sy hoat dong.

44. Xac nhan thanh vién Workgroup va truy cp Net-
work Neighborhood

1. M@ My Network Places
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2. Md cira s6 Workgroup.
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.Md& My Network Places.

Nhap nut Start va sau dé chon My Network Places trén menu Start.
Ctlra s& My Network Places mé ra. Clia s8 nay cho ban thdy bat ky vi
tri mang ma ban da thiét lap mot néi két vdi. DE biét thém théng tin
veé viéc thém Network Places vao may tinh, xem muc 53.

. M@ clra s6 Workgroup

Trong danh sach Network Tasks n&m phia bén trai clra s6, nhap
View workgroup computer. Clia s8 workgroup ma ra.

. Xem cac may tinh Workgroup

T4t ca may tinh trong workgroup xuét hién trong ctia s6 workgroup.
Ban cé thé truy cap bat ky tai nguyén dugc chia sé trén nhiing may
tinh nay bang cach nh&p déi mét may tinh riéng biét. D& biét them
chi tiét vé viéc chia sé truy cap céc tai nguyén workgroup, xem muc
45,
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Chuong 7

CHIA SE CAC TAI
NGUYEN MANG

D N O N A
Trong chddng niy, ban s& hoc nhitng diém chinh sau dag:
N 45. Ban vé viéc chia sé céc tai nguyén mang
N 46. Chia sé mot may in
& 47 Chia sé mét Folder
N 48. Ban vé viéc truy cap cdc tai nguyén mang
"W 49. Truy cdp céc Folder chia sé va mé cac File chia sé
& 50 Anh xa mét 6 dia mang
N 51. Két n6i mét may in chia sé
& 52. Tim cac may tinh mang
M| 53. Thém mot vi tri mang
R R RRRERnmnmInInmnmnmmmmIaOaOaaImnmnmnmmI oo

au khi da thié€t |ap router WiFi va cdu hinh cac may tinh dugc bat

WIFi cling nhu cdc may tinh dugc “ndi day" trén mang dé ndi

mang workgroup, ban s&n sang chia s& céac tai nguyén mang, chang
han nhu cac folder va may in. Sau khi mot tai nguyén dugc chia sé, nd cé thé
dudc chia sé bdi nhitng may tinh khac trong workgroup. Chucng nay sé xem
xét cach chia s& méttai nguyén cu thé, chang ha:, nhu mét may in trong mot
workgroup va xem nhiing ngudi dung trong wor'.group cé thé truy cap cac 1ai
nguyén cé sén nhuthé nao.

45. Ban vé viéc chia sé cac tai nguyén mang

Trudc khi ban bat dau
4. Duyét tim cac File va Folder
5. Ban vé My Network Places
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37. Ban vé viéc cau hinh cac PC dé ndi mang

44. Xac nhan tu cach thanh V|en Workgroup va truy cap Network Neigh-
borhood.

Tl network resources (tai nguyén mang) la mét i réng dé chicac muc ma
ban cé thé chia sé trén mang. Trong mot workgroup Windows, ban ¢ thé
chia sé cac 8 dia, folder (va cac file trong cac folder) va may in. Bdi viching ta
sé lam viéce trong mét workgroup khdng coé server trung tam, cac loai muc ma
chung ta cé thé chia sé thi gidi han. Mac di chiing ta cé thé chia sé su truy
cap dén mot folder von chita mdt chuang trinh cai dat phan mém va cai dat
phan mém nay bang cach truy cap folder chia sé, nhung dién toan workgroup
khéng cung cp céc iing dung. Do dé ban khang thé chay phan mém dugc
caidat trén mét may tinh qua mang trén mét may tinh khac ngay ca néu ban
chia sé folder va cac file thyc thi cho chuong trinh d4. N6 cling vi pham hgp
déng phan mém dé chay cac ting dung déng thdi trén hai may tinh trif khi ban
cd nhiéu license (ban quyén) cho phan mém,

Mbt 8 dia hoac folder chia s& dudc goi la mét share. Su truy cap dén share
dugc diéu khién bai ngudithat su chia sé 6 dia hoac folder trén may tinh cla
minh.

THUAT NEU CHINK
Share. Mot & dia hodc folder vén dupc chia sé trén mang.
Cac mdy }inh cl\qq Winclows XP s thé chio s& cdc myc chdnq |1qn nhu cac méy

in va foldee khi clﬂﬂnq d6 duge cau hinh d¢ nai mang workgroup. biéu ndy dei
héi Client for Microsoft Networks duge cai dat vo duge mé leen méy tinh va réng

Fi[e on(J DPinféF Shurinq for' Micmso{’i Hefworl(s cing auo«: cai adf va auqc md.
Ban ¢6 thé c&u hinh n|n|.7nq myc ndy trong |-n$p thoai Wireless Network
Conmnnection Properties. Xem myc 41 3¢ bigt them thsng tin.

— e — — — — — — — — — — s . G Mttt e et B e . o e

D&i v8i an ninh mang, Windows XP Home Edition thi hoi 1dng 1&8o. M6t
share dugc chia sé hodc n6é khéng dugc chia sé. Mot khi mét share da dugce
lam cho ¢é sén d8i véi workgroup, né cé thé dugc thay bdi t&t ca thanh vian
trong workgroup clia né. V&n dé an ninh lién quan dé&n viéc nhitng ngudi dung
truy cap cac share co that sy thuc hién cac thay d8i déi vdi cac file trong share
hay kh&ng; quyé&t dinh vé viéc nhiing ngudi dung mang ¢6 thé chinh slra cac
file chia sé hay khéng tuy thudc vao ngudi da tao share Iuc ban dau

Do d6, néi mang workgroup dugc phén quyén nghia 1a mdi ngudi dung
trén mdt may tinh trong workgroup co thé chia sé (hoac khong chia sé) cac
nguén tai nguyén. N&i mang peer-to-peer phan quyén chéng han nhu ndi
mang workgroup Microsoft chéc chan tién Igi trong viéc chia sé cac tai nguyén
gitta nhiing ngudi dung may tinh workgroup. Tuy nhién, nd khéng cung cap
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moi trudng an toan clia mot mang tap trung vén doi hdi ngudi dung truy cap
cac tai nguyén trén moét server mang tap trung va an toan.

Diéu nay c6 nghia bao vé an toan workgroup khdng chi la bado vé mang hai
khong an toan khdi sy xd&m nhap bén ngoai, ma ban con phai bao vé mang
WiFi bang cach sii dung nhiing tinh nang an ninh dugc cung cap bdi router
WiFi (ban bao vé an toan phuong tién mang, cac séng vo tuyén WiFi, thay vi
co cdu phan mém ma hé diéu hanh Windows sl dung dé chia sé cac tai
nguyén). Tiép theo thong tin vé viéc bao vé an toan ha tang mang, xem muc
72.

Viéc chia sé cac folder va may in trong moi trudng Windows thi cuc ky don
gian. M&i muc chang han nhu mét may in hoac folder cé mét hop thoai Prop-
erties (muc 46 va muc 47 sé trinh bay cach truy cap nhiing hop thoai nay).
Cac hop thoai Properties nay, méi hdp thoai cung cdp mbt tab Sharing véi
cac xac lap dé chia sé cac tai nguyén cu thé dé.

Joe's Files Properties

Geneal| Shaing  Customize

Tab Sharing ctia mét folder

Local sharmy dred sociedy

n, 2 ot ns
dl.l'g(_‘ su dl.',ll"ig dé cau hinh a T chaie tha folder with other uters of the: computer
A g 5 by ly s b Shared Clocuments fal
in folder dudi dang m(,‘t 4 only. dragtathe 5 wared [Hocunent? folder
X & L] 2 Tomake thic loldes and ite cubltolders pivste to that
tai nguyén chia sé trong e B eit. velec g Jokcgs ek bin
workgroup.

MNetwork, thanng and seciynly

o Toshate the tolder with both netwicik users and othet
é}_’_‘i ubers of thie compatar select e fiest check buos pmlge
= and lype a chate name

] Shaie tha: lolder on the nster

Leam mote about shanng and : sculy

i) ‘Window: Firewal 1 configuied 10 allow thes foldet lo be shaied
with cthes computers on the nelwork

Lo [ cowe |

G ot
Khi nhidu nquai ding sd dung ciing m6t may tinh, m8i nqudi c6 mol user profile
I‘ié’m soal sy h‘uq cdp dén cac folder auq: lqo cl'no nqudi dé Irén may tinh do. Dé
chia sé mél folder vai nquédi ma ‘aq-n dl.‘mq cimnq mdy tinh (ﬁ ac'iq Lhﬁnq néi vé
viéce chia sé mél folder vai cac méy tinh woquPuup Ll‘lé(), ])qn chi viéc ré folder
td cda s6 Mq Compuiep (nl‘l&p nat Storl va sau ds cl’wn Mq Cempulel’ dé¢ mo
cia s8) den folder Share Documents vén cing xudl hign lrong cda sd Mq Com-
puter. Bat kg nquei clﬂnq tren may tinh chio sé¢ sau d6 c6 the teuy cap cac file
trong folder ma ban da chia sé bang cach re né dén folder Shared Documents.
Ki€u chia sé ndy (qiu]'u nhdnq ngudi clﬁrlq khéc nhau lrén cing mél mdy fl’nl\)
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co the xdy ra ”1$m chi khi mol mdy tinh H‘u")nq auqr cdu hink 3¢ nai mang. Do
dé, r-]l)nq nhédm 13n viee chia sé céc folder cyc be teen mel may tioh vai viee chio
& cac folder tren mél mang WOPqu—'OUp. Deé Liet them ”'uﬁnq tin w8 vigd loo nhidu
tai khodn ngudi Jﬁnq lren cing mot may tinh, xem myc 11,

46. Chia sé mot may in

Trudc Khi ban bat dau

45. Ban vé viéc chia sé cac tainguyén mang

Mot ngudi diing may tinh cé mét may in duge néivéi may tinh cé thé chia
s& may tinh vdi nhirng ngudi dung khac trong workgroup. Chia s& mét may in
cho phép nhiing ngudi dung trén mét may tinh trong mang in sang moét may
in. Mét may in dudc nditryc tiép 14 mat may in dudc nGi véi may tinh néi két
USB ho#c mét ndi két paralle! thudng la LPT1, day la c8ng may in parallel
mac dinh. B3i vi USB da trd thanh cach phd bién nhat dé ndi cac thiét bi
ngoai vi, chdng han nhu cac may in vdicac may tinh, ¢ 1& ban s dung mot
may in USB (hau h&tcac may in khdng con cung cap mét céng parallel dé néi
kétvdimay tinh nia).

Cho di may in dugc ndi v8i may tinh (USB hodc parailel) nhu thé nao thi
né cdng dudc goila may in cuc bé. Ngudi dung may tinh chia sé may in cuc
bé cla minh vdi nhirtng ngudi ding khac trong workgroup ma that su xem
may in la mét may in tl xa (remote printer).

THUAT NGU SHINK

Local printer (mdy in cuc bo). Mot mdy in dupe ndi két trirc tép
vdi mdy tinh.

Remote printer. (M&t may in duge ndi k&t tu xa). Mot may in dugc ndi két
vdi mot may tinh trong workgroup khéng phai may in hién dudc st dung.
Nhiing ngudi dang trong workgroup, ngoai tr ngudi s hitu may tinh ma may
in dugc ndi k&t bang vat ly cé thé in sang may in tf xa.

May in cuc bd dugc chia sé bdingudi sif dung may tinh ma may in dugc két
ndivat ly. Nhiing ngudi diing khac sau dé ¢6 thé néi két vdi may in t xa (von
dudc chia sé) trén mang va in sang may in dé. Hay xem cach chia sé may in,
& muyc 54 dé bidt mét ngudi dung ndi két v8i may in chia sé tif xa nhu thé nao.
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46 Chia sé mgt may in
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\ ” e T e

Pick a task.,,
'.;' Vs kil d ol prn 20 D gt e n

L per——

F p ! . B or pick a Contral Panel icon
n?(cm cdc mdy /
in hodc mdy ;
in Fax dudc
cai dat

B Mdub
Sharing
trén hop

thoai
Properties
clia mdy
in

b oo e e e e o4 b
o e st bt o
Chia sé mdy in va cung

cip tén Share

Co) G ) o)

1. Md§ clia s6 Printers and Other Hardware

Chung ta can dao sau qua cac clia s6 Control Panel dé c6 thé md
hép thoai Properties cho may in ma ban muén chia sé. M& Control
Panel b&ng cach nhap Start va chon Control Panel, sau dé nhip link
Printers and Other Hardware. Clia sé Printers and Other Hardware
ma ra.

2. Xem cac may in hodac may in Fax dugc cai dat.
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Nhap link View Installed printers or tax printers trong clfa s& Printers
and Other Hardware. Cra sé Printers and Faxes md ra.

3. Md& tab Sharing trén hop thoai Properties cia may in.

Nhap phai biéu tugng clia may in cuc bé ma ban muén chia sé
(nhan bidu tugng khang noi ring may in ta cuc bd, nhung néu ban
noéi ring may in da ndi k&t tlr xa, né sé thudng dat tén cho may in
vén chia s& may in). chon Sharing t& menu ngll c&nh vira xuat hién.
Hép thoai Properties cho may in dugc chon md ra vai tab Sharing
dugc chon.

T'Hl:i TJHM)S\—L_: NE&Eu tay chon Share this Printar kkang cé
sdn trén tab Sharing cda hdp thoai Properties cda may in,
ban thdy text cho bi&t tinh ndng chia sé& mdy in phdi dugc
md, ban phdi cai ddt va kich hoat File and Printer Sharing
fo» Mic.rosofi' Networks., Cdch dé nhdt d€ bdo ddm dich vu
ndy cd sdn la chay Network Setup Wizard dugc mé 13
trong muc 38.

4. Chia s& may in va cung cép tén Share.

Trén tab Sharing trong hdp thoai Properties cUa may in, nhap nuat tay
chon Share this printer. Tén share la mét dang rut gon tén that sy
ctia may in (chAng han nhu Deskjet 950C), t&n nay dugc tu ddng dat
trong hdp text Share name. Ban ¢ thé gilt lai tén ty déng hodc tén
riéng clia ban. Van dé tén share cQa ban 1a dé ngudi ding trén
mang ¢6 th& bit may in nao ma ho dang k&t n&ikhi ho ndi k&t tir xa
vdi may in. Do @6, hdy lam cho tén share cang co tinh mé ta cang
tot. Tén share khédng nén dai han 31 ky tu (mdt chidu dai t8i da ma
Microsoft dugc dé nghi). Mac du cac khoadng tréng dudce cho phép
trong tén, nhung ban nén sif dung cac khoang tréng dac biét néu
mét may tinh trong workgroup chay mét hé diéu hanh trudc Win-
dows XP (ching han nhu Windows XP hoac Windows Me hozc Win-
dows 98). Nhitng hé diéu hanh nay khéng cho phép céc 1én share
(chéng han nhu cac tén cho cac may in chia s&) ¢é cédc khoang tréng
hoac cé hon 12 ky tu. _
Sau khi ban da g nhap tén shared cho may in, nh&dp OK. Ban quay trg vé
clra s8 Printers and Faxes. Bay gid biéu tugng clia may in ¢é mot ban tay
khum lai, cho thay may in dugc chia sé trén mang (workgroup).

47. Chia sé mét Folder
Trudc khi ban bit dau

45. Ban vé viéc chia sé cac tai nguyén mang

Ban co thé chia sé mot folder hodc mét 6 dia véi nhirng ngudi dung khac
trén mang. Chia s& mot déi tudng chira chdng han nhu mét folder hodc & dia
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cho phép nhiing ngudi ding truy cap bat ky file trén & ¢a do hoac trong folder
dé. Thudng khbéng nén chia sé toan bd mét 8 dia baivi shing ta thudng cé nél
dung ma chung ta muén truy cap doc quyén. Viéc da! cac file rieng biét trén
tolder Shared Documents (v&n dugc chia sé ty ddong i 3n mang) hoac chia sé
cac folder rieng 1€ thi s& hgp Iy hon. Gidi han céc file va folder chia sé theo
cach nay sé cho ban thém kha nang kiém soat cac file von that sy c6 thé
dugc truy cap bdi nhiing ngudi dang workgroup.

D&ivai sy an ninh cho file va nhiing folder ma ban chon chia sé, Windows
XP Home Edition cho phép ban &n dinh viéc truy cap dén cac file trong mét &
dia hoac folder chia sé la chi doc (read-only). Viéc gan sé truy cap chi doc vao
cac file va folder chia sé ¢ nghfa rang mét ngudi ding trén mang ¢6 thé truy
cép, doc nhiing file nay, nhung ho khéng thé thuc hién cac thay ddi dai vai
cac file va luu tryc ti€p cac thay ddi sang 8 dia hoac folder ma ban da chia sé
Tuy nhién, ho c6 thé sao chép file sang may tinh clia minh va sau dé bién tap
hoac chia sé file khican thiét ké ca déitén file.

Chuong 7: Chia /' cAc TAi NGQUYEN MANG

THUAT NGU cHINH

Truy cip chi doc (read-only). Mot file hoic folder co thé truy cip,
duyc mo via duve doc nhung khong thé duve thay dor va dupc luu
truc tép sang & dia hodc folder ngudn. Tuy nhién cic file va folder
nhu viy cé thé duoc sao chép va sau dé dugc bién tip hay thay Jdoi.

Chia sé cac tai nguyén folder va file cho mdt workgroup dodi hdi cac ngudi
dung trén mang "chaidep”. B&ivi khéng cé nha quan tri naoc kiém soat su truy
cap dé&n cac tai nguyén mang, moi ngudi phai hanh x{r theo mét cach nham
lam cho viéc chia s& cac 6 dia, folder va file trd thanh mot uu thé cho tat ca
ngudi diing mang thay vi la mdt can 4c mong clia cac file bj xéa vd y, cac
share bi mat va nhitng sy ¢ tai nguyén khac.

Pai vi phugng tién (media) thao rdi duge va cac 6 dia USB "di déng”, ban
¢4 thé chia sé cac 6 dia CD/DVD va cac & dia USB thao rdi dugde. Tuy nhién,
néu mot ngudi diing thao mét 6 dia USB ra khoi may tinh, né khéng con cé
san trén mang niia. D&i véi viéc chia sé cac 6 dia CD/DVD, ban c6 thé truy
cap cac folder {va cac file dugc chita) cho bat ky CD hoac DVD vén dugdc dat
trong & dia chia sé. Ky thuat nay duge st dung khican cai dat phan mém cho
nhiéu may tinh. CD cai dat ¢6 thé nam trén & dia CD chia s& va sau d6
chugng trinh cai dat c6 thé dugc truy cap tu bat ky may tinh trong workgroup.
Tuy nhién, hay Juu y rdng cai dat phan mém trén mang cham hon caidat tryc
ti€p that sy phan mém trén may tinh s dung 8 dia CD/DVD riéng clia nd.

Thd thudt: Mac da ban cd thd chia sé cdc folder vé'n
chiua cac file: thue thi che méai Ung dg«ng, hkuhg ban kl'\éng
the ckgy Ung dqng trén mang. Cdce Lﬁhg dq.hg E‘uqc Hhid't

k& d&8 & z"faf‘! va sau d4 c['\qy te car\g mdét mdy tinh, do s
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B M tab Folder

mdc dia ban cé thé truy cép file thue thi cho mat ng dung
trong mdgt folder chia sé nhung mdy tinh cia ban klnc?ng
dugec cdu hinh d€ thgt sy chay ung dung (vé do dd
dung khéng chay).

L(l'\t{
Béi viruser license (bdn quyén nguai
dﬁng} cho hdu hé&t cde mdy tinh i chdi vige sua dung dé‘ng
thei mdét ung du_wng, bqn kl'\c’ing nén cd bdt ddu chtgy nhié u
instance cia mét gdi phéh mém ngudi dﬁng. C38 cdec phién
bdn "network" cia cde dng C!l._1i’\8 pl-\cﬁn mé m, nhung *‘L‘G"‘tﬂ
phién bdn nay dugc thigt k& dé€ chay trén mdt mang vén
cung c.d'p cdc server cu thé chia sé nlf\ﬂng tng dgng v

nhang mdy tinh ngudi clrfn\g cudi trén mang.

47 Chia sé mt folder
Truy cip My

] | JoeHan:akaa =

. géis..---q_.h'

Chia s¢ Folder
. VA cung cip tén
Shared

P o5 Shari B Xidclip o
roperties sharing ‘ & L e g 3 st
p cac qu-\fen Y w!—-‘-«.—u--h-t-ﬂ--h&'-
-~ O |
lruy cap | hm_.— |
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Gl i

1. Truy cap My Computer

Nhap nuat §tart va sau doé chon My Computer t& menu Start (ban
cling c6 thé nhap déi biéu tugng My Computer trén desktop néu né
hién dién). Windows Explorer mé& ra, hién thi tat ca 8 dia clla may
tinh.

Thi thudt: N&u ban khéng cd bidu tugng My Computer
trén desldop Windows XP, hl'\d’p nut Start va sau dé8 nkd’p
phdi bidu tugng My Computer trong menu Start. Chon Show
on Desld-op tee menu ngit cdnh vira xu&t kién. de gi& bi&u
tugng trén deskiop vaa xuf&t hign va cé thd€ sd dung 4
truy cép Windows 6xp|oreh

2. M& 8 dTa dé chia s mot folder, ban can truy cap folder nay. Nhdp

déi bi€u tugng clla mét & dia trong Windows Explorer, chang han
nhu Local Disk(C:). Mat danh sach tat ca folder chifa trong 8 dia dé
xudt hién trong mét clra s6 mdi.

Thi thust: Thay vi chia sé mét folder hign cé, hdy xem xéi
tao mé+ fo|dev mdi va sau dd chia sé nd. Sau lkhi truy cap
mdét & dia trén mdy tinh b&ng cdeh s& dung Windows Ex-
plorer, chon File, New Folder. Mat folder mdi xudt hién
cho & dva trong cia s& Windows éxplorer. Gs r\hdp maot
tén cho folder. Ban cé th& chia sé folder nhu dugec mé 14

trong tac vy nay.

3. M0 tab Sharing cda Folder Properties

P& chia sé mét folder trong & dia dugc chon, ban phai ma hép thoai
Properties cla folder va sau dé truy cap tab Sharing: nhap phaifolder
ma ban mudn chia s& va chon Sharing and Security t& menu ngl
canh. H3p thoai Properties cla folder m& r1a vai tab Sharing dugc
chon.

Ban cing c6 the nhdp phai met bidu tugng € d.a, chdng han nhu bigu tuang
Local DFive(C:) va chia s¢ 6 dio L(Enq céch su _lunq cée budc fuong ty nhu chia
sé¢ mot folder. Tuq nhién, chio sé toan b6 mat 6 dio mé réng 161 cd file cda bgn
ra {rudc mgng. Chia sé mot & dia theo céch ndy cb nqlﬁa 6t g toi liéu cla l‘)qn
v nl\dnq myc |<|1c’1£ cb f‘aé auoc xem bdi nl\anq ngudi “'néc trén mgng. Bqn c6 the
lam cho & dio chi doc 3¢ o chai vifc xba vb 1 cbc file cda an, n‘\Unq ban vén
lam cho thong tin c& nhan cia bgn ted thanh mét cudn séch ma cho bat ky ngqua
ndo lruy c§p mang.
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4.Chia sé Folder va cung cap tén Share

Trén tab Sharing, nhdp hap kiém Share this folder on the network.
Mét tén share mac dinh xuat hién trong hdp text Share name (1&n
mac dinh dua vao tén folder). N&u ban muén thay ddi tén share,
chon text mac dinh va gd nhap mdt tén mdi. N&u tat ca may tinh
trong workgroup chay Windows XP, ban cé thé st dung 31 ky tu (k8
ca cac khoang trdng) cho tén share. Néu cac may tinh workgroup
chay hén hap cac hé diéu hanh (ching han nhu Windows XP va
Windows 98), sl dung t6i da 12 ky tu cho té&n share va khéng sd
dung cac khoang tréng.
5. Xac tap cac quyén truy cap

Né&u ban mudn cho phép nhitng ngudi diung mang thay déi (nghia la
bién tap, xda...) céc file trong folder chia s&, nhap hap kiém Allow
network users to change my files. Néu ban mudn cac file trong folder
chia sé (cling nhu chinh folder) cé sif truy cap chi doc (read-only),
hay chon hop kiém Allow network users to change my files.

Khi ban s&n sang hoan ta1 tién trinh chia sé folder, nhap OK. Hop thoai
Properties déng lai va ban quay trd vé clia s8 Windows Explorer. Bay gid
folder dugc danh d&u bang mot biéu tugng chia sé (mdt ban tay dm gill folder).
Folder va ndi dung clia né cé thé dudc truy cap bdi nhiing ngudi diing khac
trong workgroup. Xem muc 48 dé biét thdng tin vé viéc truy cap cac file va
folder chia sé trén mang.

48. Ban vé viéc truy cap cac tai nguyén mang

Trudc khi ban bat dau
3. Duyét tim cac file va folder
4. Banvé My Network Places

44. Xem tu cach thanh vién Workgroup va truy cap Network Neighbor-
hood. :

45. Ban vé viéc chia sé cac tai nguyén mang

Sau khi 4: tai nguyén mang (chdng han nhu cac may in va folder) da
dugc chia ¢, ban va nhiing thanh vién workgroup khac cé thé truy cap nhiing
tai nguyén nay. Truy cap bat ky tai nguyén workgroup c6 san bang cach md
My Network Places. Cla s& My Network Places hién thi cac share (folder)
dang ¢6 s&n cho workgroup. Né cling nhan dang host ca médi share qua tén
may tinh. Cac thanh vién workgroup ¢6 thé truy cap cac may in dugc chia sé
b&i mdt may tinh workgroup cu thé biang cach mé clra s My Network Places
va chon link View workgroup computers. Ti clia s8 nay, ban cé thé xem cac
tai nguyén dugc chia sé bdi mot may tinh cu thé k& ca cac may in.

N&u ban khéng thdy mét share cu thé ma ban hy vong truy cép, diéu nay
¢ nghfa may host hién dugc tat va khdng cé san. Trong médt sé trudng hap,
may host cé thé dugc md nhung share khéng xuat hign trong clra sé My



138 Chuong 7: Chia sE cAc TAi NQuyén mang

Network Places bdi vi sy hién dién cla may host trén mang da khong tiép can
dugc may tinh ctia ban. Cac may tinh "quang cao" su hién dién cla chung
trén mang va clng quang cao share ma ching cung cap. M6t may tinh da
duoc m3, né cé thé khang xuat hién trong clra s My Network Places béi vi
"quang cao' da chua ti€p can dugc may tinh clia ban. Trong nhing trudng
hop, ban khéng thdy mét tai nguyén ma ban biét cé § dé, ban cé thé tim kieém
nhanh may tinh nay bang cach sl dung tinh nang Windows Search (c6 san
treng menu Start). Néu ban van khéng thé dinh viva truy cap cac share ca
may tinh kia, c6 thé ban dang gap phai mét su c6 k&1 ndi. D& biét thang tin vé
viéc gidi quyé&t cac sy ¢ k&t ndi mang, xem myc 91.

P& 1am viéc vdi cac share may in, van dé truy cip may in chia sé tu xa 1a
in. Do d6 ban k&t ndi vdi may in mot 1an (va chi métlan), diéu nay lam cho
may in cé sAn ddivéi ban (v may tinh clia ban), nhuth& may in dugc ndi két
tric tiép v3i may tinh cla ban. May in that sy dugc thém vaoc danh sach
Printer trén may tinh. M6t khi may in tf xa dugc "cai dat" trén may tinh cla
ban (nghia 1a khi ban da ndi k&t véi né qua “nhu dugc gial thich trong muc 51),
may in xu&t hién trong clra s6 Printer and Faxes (dugc truy cap tu Control
Panel) nhu bat ky may in cuc bd dugc ndi két truc tiép. Sau khi ban da thiét
lap néi két ban dau (théng qua My Network Ptaces). may in ¢6 san cho ban tu
thai diém dé tré di hoac cho dé&n khi ban x6a may in ra khdi xac lap may in.
Khuyé&t diém duy nhat clia viéc in may in trén mot may in td xa la may tinh chia
s& may in phai duge md va may in phai dugc md va may in phai md dé ban in
trén mang.

Cac folder chia s& nhu da dugc dé cap cé thé dudc truy cap tu clia sé My
Network Places. Ban cé thé xuc tién viéc truy cap cac folder chia sé bang
céch anh xa moét folder chia sé dudi dang mét 6 dia mang (nhu dugce thao
luan trong muc 50). Ban ciing cé thé tao mét vi tri mang (network places) cho
cac folder chia sé tif xa nhu dugc thao luan trong mue 53.

49. Truy cap cac Folder chia sé va mé cac File chia sé

Trudc khi ban bit dau

4. Banvé My Network Places

44. Xac nhan tu cach thanh vién Workgroup va truy cap Network Neigh-
borhood.

48. Ban vé viéc truy cap cac tai nguyén mang

Cac folder chia sé ¢6 thé dugc truy cap nhanh tu clra s& My Network Places.
Biéu tugng My Network Places c6 san trén menu Start, nhap né dé ma cla
s6 My Network Places (tuong tu nhu clia s& My Computer; ca hai déu dudc
md& bang céach st dung ung dung Windows Explorer van dudc sl dung dé
duyét ndi dung clia may tinh hoic mang). Néu ban muén dat My Network
Places trén desktop Windows XP, nhap phai biéu tugng My Network Places
trén menu Start va chen Show on Desktop tt menu ngii canh vira xuét hién.
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Sau khi m& mét folder chia sé, ban truy cap tat ca file dugc chua trong
folder d6. Ban cé thé chinh siia, xda va di chuyén cac file trong mét folder chi
khi ngudi dung chia sé folder da cho phép cac ngudi diing workgroup thay déi
cac file trong share bang cach chon hop kiém Allow network users to change
my file trén tab Sharing clia hop thoai Properties clia folder. Hay luu y rang
néu cac file da dugc chia sé dé ban khang thé thay ddi cac file, cach duy nhat
ma ban cé thé chinh sira mét file chia sé chi doc la sao chép file sang may tinh
clia ban noi ma sau dé ban cé thé x{ 1y file nhu ban thudng lam déi véi bat ky
file khac trén may tinh.

Gl o
Mac du ban c6 the lruy cap cac file trong mel folder chia sé, nhung bon kheng
the lhnq d&i bat l(q xdc [(jp chia sé lien quan dén folder chia sé. Vi dy, néu
nguoi ::ll.‘unc; da chio sé folder “‘zﬁnq chen h{jp kidm Allow network users lo r.I‘lclnqe
my files khi sl‘mre auqc lqo, Hlﬁnq co cach ndo ég H’uuq 36‘3 Il‘mﬁc iinl‘n simr(- nay.
Chi nquéi dang tren may tinh tgo share méi thay d6i duge cac thuse tinh share.
Piéu noy cing c6 nghio rdng nquei 45 tgo shaee la nquei cluq nhét c6 the "14t"
finh ndang chia sé teen mél folder chia sé cy the. Bai wi viéc chia sé céc folder
trong mal WDI’LqPOUp dugc phdn quyén (nqiﬂu la mai may tinh va nguai cldnq
cia méy tinh dé didu khién cac 13i nquyén ma né chio s¢) va béi vi cac workgroup
unﬁm; ch cdc servep ]10:Jc cée nha qudn Ie mgng, Hlﬁnq ¢é c6ch ndc éa’ qi\i de

nln]nq preferem:es (luo c]-:on Hwo sd "1&11) clliu sé auqc gdi teén mél may iinh
riéng l¢ hogc host tren worl:qruup.

1. Truy cip My
Network Places
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3. Md file chia sé

1. Truy cap My Network Places

. Nhap nut Start va sau dé chon My Network Places. Diéu nay md ra
clia s My Network Places. Cac share cé sdn trén cac may tinh
workgroup s& xudt hién trong clia s6. Ban c6 thé biét cai nao la cac
bi€u tugng cho céac share tui xa (cac share khéng nédm trén may tinh)
b&ng viéc chiing cé mdt “T" mang nhd. (médt chii T ngudc biéu thi
mot tai nguyén mang, & day biéu tugng. Cac share ma ban da chia
- sé trén may tinh xuét hién dudi dang cac folder binh thudng trong
clta s8 My Network Places.

. Md& Folder chia sé

D& md mot share (folder) cu thé, nhap déi biéu tugng cho folder d6
trong clta s6 My Network Places. Folder chia s& md& ra va ndi dung
clia folder hién thi.

. Md file chia sé.

Nhéap ddi bat ky file trong folder chia s& hién thj d& md file dé. File m&
trong (ng dung v&n dugc cdu hinh trong may tinh cho kiéu file do. Vi
du mot tai liéu Word mé trong Microsoft Word; mét &nh mé trong
phan mém bién tap &nh méc dinh (vén c6 thé la mét ung dung,
chdng han nhu Microsoft Paint). N&u ngum tao ra share da khong
cho phép céc thay ddi dugc thuc hién ddi vdi cac file chia sé (nghfa 1a
néu file cé sy truy cap chidoc), ban khdng thé thyc hién cac thay déi
dgi vdi file trdt khi trudc tién ban luu né véi mot tén méi trén may tinh
cliaban.

Gl i

Bgn Lhﬁnq the chqq cac file thye thi tren mong. Bon urﬁnq the thqq cac c|'|u‘anq
frinh amu cai Jql trén mol mdy hnl'l “‘luc (nqoq: fed céc r:|1|.t0nq trinh cai adi
pl'nﬁn mém lrén mdy tinh cda an) to céc folder chia sé.

_.___—__—_—__—_.—_—._—.—_______._—
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50. Anh xa mét & dia mang

Trudc khi ban bat dau

44. Xac nhan tu cach thanh vién Workgroup va truy cap Network Neigh-
borhood - =

48. Ban vé viéc truy cap cac tai nguyén mang 3

Mac di truy cap My Network Places va két ndi véi mot folder hoac file chia
sé thi kha dé dang, nhung ban cé thé lam cho sy truy cap dén mét share cu
thé trong workgroup (vi du mét folder chia sé) trd nén tham chidé dang hon
béng cach anh xa moét folder chia s& dudi dang mot 6 dia mang. Sau dé & dia
dugc anh xa nay xuét hién duéi dang mét 6 dia trong ctia s8 My Computer
nghia la né dugc liét ké trong cling mét clra s Windows Explorer vén hién thi
céc 6 dia cuc bd (chdng han nhu & dia cling va cac 6 dia CD). Sau khi mot
folder chia sé dugc anh xa dudi dang mét & dia mang, ban cé thé nhap ddind
trong clia s8 My Computer dé truy cap cac file trong share.

THUAT NGU CHINH
Mapped Drive (6 dia diupe danh xa). Mot folder hoic 6 dia chia s¢

. -~ A o A - - -
Jupe cung cip mot mau ' & dia (rén midy tinh. Anh xa mér folder
chia s 0 xa vio mdt mau tu' & Jia & cho phép folder chia sé c6
thé truy cip (o' My Computcr.

50. Anh xa mgt 6 dia mang
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1. M6 My Network Places

Clia s6 My Network Places cho phép truy cdp nhanh dén link View
workgroup computers nham cho phép ban xem tat ca may tinh dang
cd san trong workgroup. Truy cap mét may tinh cu thé sé cho phép
ban xem tat ca tai nguyén chia sé dudc cung cdp bdi may tinh do.
Clia s6 My Network Places cling cho phép truy cap nhanh dén clia
s6 My Computer, folder Shared Documents va nhiing vi tri khac trén

_may tinh bang céc link n&m & phia bén trai clfa s6. D& md My Net-
work Places, nhap nut Start va nhap My Network Places.

2. Md& cac may tinh Workgroup

Trong clia s6 My Network Places, nhép link View workgroup comput-
ers trong khung n&m & phia bén trai clta s6. Co thé mat trong giay lat
dé tat ca may tinh workgroup xuat hién trong clia s8 workgroup ndm
bén phai.

3. Xem cac Share trén may tinh Workgroup

Dé xem cdc share dugc cung cap bdi mét may tinh workgroup hién
thi trong cifa s8 workgroup, nh&p déi biéu tugng cho may tinh d6. C6
thé mat mot chit thoi gian dé tt ca share cho may tinh dé méd trong
clia sd mai.

4. M& hop thoai Map Network Drive

Sau khi ban da dinh vj folder chia sé ma ban muén tao mot 6 dia
mang, nhap phai folder chia s& va nhap Map Network Drive tif menu
nglt cdnh. Hop thoai Map Network Drive mé ra.
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5. Xac dinh mau ty 6 dia

M6t mau tu 8 dia mac dinh dudc cung cép cho 8 dia mang mdi ma sé
dudc tao cho folder chia sé. Ban co the st dung mau tu & d‘a mac
dinh hoac chon mét mau ty 8 d"a c6 san khac tu danh sach x6 xuong
Drive. Sau khi chon mau ty 6 dia, nh&p Finish. & dia mang mdi md
ra, hién thi ndi dung cla folder chia s&. Bay gid ban co thé truy cap &
dia mang ti danh séch & dia dugc tim thady trong clra sé My Com-
puter (m& My Computer bang cach nhédp nut Start va sau dé nhap
My Computer). Hodc néu mudn, ban c6 thé ré biéu tugng 6 dia dugc
anh xa tti clra sé My Computer I&n trén desktop Windows dé tao moét
clia s6 desktop shortcut dén tai nguyén tu xa dé.

51. Két ndi véi mét may in chia sé

Trudc khi ban bat dau

44. Xac nhan tu cach thanh vién Workgroup va truy cap Network Neigh-
borhood

48. Ban vé viéc truy cap cac tai nguyén mang
Ban c6 thé tan dung workgroup WiFi bing cach chia sé cac may in trén
mang. Chia s moét may in sé cho phép nhiing ngudi dung trén mang st dung
mot may in, loai bd nhu cAu mua mét may in cho méi may tinh trén mang. Sau
khi ngudi dung trén mot workgroup két ndi véi mdt may in chia sé, may in co
thé dugc cdu hinh trén may tinh clia ho va dugc truy cap khi can thiét trong
tuong lai tu nhitng (ng dung trén may tinh. Mac du hé théng Help clia Win-
dows XP dé nghi ban cai dat may in ti xa mdi bang cach sl dung clra s&
Printer and Faxes (dugc truy cap tir Control Panel), nhung két ndivai mot may
in chia sé& "b&ng tryc quan" béng cach mé workgroup tif clia s My Network
Palces va truy cap cac share cho mét may tinh cu thé sé dé dang hon. Trong
trudng hop nay la may tinh chia s& may in. Sau d6 ban c6 thé k&t ndi tryc tiép
véi may in trong clra s clia may tinh workgroup.
51. K&t ndi v6i mdy in chia sé { Troupchp My
Network Places

& £
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2. Md cdc mdy linh
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3. Truy cidpcdc Shares trén
may tinh Workgroup

1. M& My Network Places

Dé md clia s6 My Network Places, nhdp nut Start va sau dé nhdp
My Network Places.

2. Truy cap cac may tinh Workgroup ‘
Nhap link View workgroup computer ndm & phia bén trai clta s6 My
Network Places dé xem tat ca may tinh trong workgroup dang k&t n&i
vdi mang.

3. Truy cap cac Share trén may tinh Workgroup.
Sau khi biéu tugng cho cac may tinh workgroup xuét hién trong clia
s6 workgroup, nhap ddi may tinh vén chia s& may in ma ban muén
k&t ndi. Cac tai nguyén chia sé va cac folder va may in cho may tinh
dé xudt hién trong clra s6.

4. K&t ndi véi may in chia sé
Nh&p phai biu tugng may in chia sé va chon biéu tugng connect t
menu ngil canh. M&t hdp théng bao xuét hién cho ban biét rang moét
Driver may in trén may tinh sé& dugc cai dit dé ban biét ring ban co
thé in sang may in chia s& . Driver dugc cai d&t va may in dugc thém
vao cau hinh Printers and Faxes ma ban cé thé truy cap tir Control
Panel
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5. In bang cach si dung may in chia sé

Ban c6 thé in sang may in tir bat ky Ung dung nao trén may tinh cla
ban. Néu day la may in duy nhat dugc c&u hinh trong may tinh cta
ban, né sé& dugc &n dinh trong may tinh clia ban va tat ¢ ing dung

- sé in sang may in bdng m&c dinh. N&u ban ¢c6 mét may in cuyc bd
khéc dugc cai dattrén may tinh, ban ¢é thé in sang né hodc may in
workgroup (dugc cai dat) mdi két néi. Tu hdu hét cac ing dung,
chon File, Print d& md hop thoai riéng. Tl hdp danh sach sé xuéng
Printer Name & phan trén cung clia hép thoai, chon may in ma ban
mudn sif dung (cho du la may in cyc bd hay may in chia sé tu xa) va
nh&n OK dé& in. Néu mudn ban cé thé chon may in chia sé 1a may in
mac dinh trong clfa s6 Printers and Faxes.

Chi 4
Trong mét s6 trudng hgp, Driver méy in sé khong duge download mat cach 1y
d6ng xuéng may tinh ta may tinh vén cung cfp mdy in chio sé¢. Ms! theng bso
6 thé sé xuét hign, gidi thich rdng driver Lhﬁnq duge sao c|1ép va yéu cdu vj tei
cia CD hoge media khac vén chita Driver phdn mém cho may in. Neu didu nay
xdy ra, bon sé cdn cai dat driver cho méy tinh cda ban bdng cach sa dyng CD
hogc dia mém q6c di kem veéi mdy in. Sou khi bgn d5 coi dat driver, Bqn ct the
in sang mdy in 0 xo. DF test méy in, nhép phéi bi€u tugng méy in trong. cda &
Printers and Faxes (md cda s§ 1o Control punel) va chgn Droperhes ta menu
ngd cdnh. Teén tab General cia |'n$p ”'u::qi DPoperfies, nI‘ud'p nit Prinl Test
che. Mﬁi irunq lest sé in lrén mdy in. Hg‘u an H\Gnq nlu'jn auq: mét l)dn in,
hay chdc chdn rding méy in online va da ket néi véi méy tinh chia sé¢ may in.

New ban ven qap teyc frge khi in, x60 may in ro khéi cdo s& Printers and Foxes
va lam theo céc busc trong tac vy nay 3¢ ket néi loi véi may in.

—— e e — e S . —— — — — — — — — — —— — i — —— —
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52. Tim kiém cac may tinh mang

Trudc khi ban bét dau )

48. Ban vé viéc truy cap cac tai nguyén mang

Bd&i vi cac may tinh trong mot workgroup thdng bao sy hién dién chia ching
(nghta la chung gUi cac théng bao 1én trén mang), cé thé ban khéng ludn cé
mét danh sach cac may tinh workgroup va tai nguyén chia sé trong clta s6 My
Network Places.

Tham chi may tinh ctia ban da nhan dugc mét théng bao rdng mét thanh
vién workgroup da online, nhung n6 khéng nhat thiét cap nhat danh sach cac
may tinh két ndi clla n6. Ban c6 thé budc may tinh clia ban nhan ra rang mot
may tinh gan day da online va cap nhat danh sach cac néi két mang cia né
(v6n la danh sach cac may tinh hién thj trong clra s6 My Network Places), va
sau do6 ban cé thé sl dung tinh nang Windows Search dé tim kiém may tinh
trén mang. Sau khi may tinh dugc dinh vi va xuét hién trong cia s6 Search
Results, ban cé thé nhap déi biéu tugng clia may tinh dé xem cac nguén tai
nguyén chia s& cia né chang han nhu cac folder va may in.

52. Tim ki€m cdc mdy tinh mang

What do you want to ~
search for? .=

E3 Pictures, misic, o Adea
2. Chon thy chon B3 Documents tusded

| processing,
Windows or People rbiceest, ey

B Al files and fosder s

EJ Computers or poople

) Information in Help 3nd
Support Center

Yioud May S50 wald bo. .

1. Md cita s
Windows Search

1. M3 cita s6 Windows Search

Nh&p nat Start va sau dé nhdp biu tugng Search trén menu Start.
Clrasd Search Result md.

2. Chon tuy chon Windows or People

DE tim ki€m cac may tinh trong workgroup, chon link Computers or
people trong khung Search Companion ndm phia bén trai clia clra sé
Search Results.

3.Chon tuy chon Network Search

Dé tim kiEm mot may tinh trong workgroup, chon link A Computer on
the network trén khung Search Companion clia cifa s Search Re-
sults.
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Chon tiy chon
Network Search

[l Tim mdy tinh

4. Tim may tinh

G0 nhap tén cta may tinh ma ban tim trong hop text Computer name
va nhap nut Search. Tén va biéu tugng clia may tinh sé& xuét hién &
khung bén phaicla clia s& Search Results néu may tinh that sy md
va két n8i vdi workgroup. D€ truy cap cac share trén may tinh nay
(cac folder chia sé va may in clia n6) nhap doéi bi€u tugng clia may
tinh.

Glba bz
Neéu mdy tinh ma bgn Hanq him Ll‘lﬁnq xudl hién lrong danh séch Search Re-
sulls, c6 hoi didu ma ban c6 thé lam. Péu tien bon h&q chdc chdc gé ding ten
cdo may tinh trong Inﬁp text Compuiep name. M&u bon chi nhé mél phdn len cda
méy tinh l)qn 6 the s clt.tnq phﬁn ndy lrong ‘zﬁp Search. Neu ban biet vai mau
ty ddu fien cda ten, 96 nl'nﬂp cdc Li] ty dé. New bgn nhé plwﬁn cufi cda lén, g6
nl'nﬁp mél déu * vo sao d6 q6 ph&n én lgi cia ten. Ddu sao duge st c]unq lam
Lq ty aqi dién (wilclcupd) cho bat luj LI:J ty ndo xudl IwiEn teudc cée Lq ly auqc
cung cﬁp, Mﬁi d&'u sao c6 thé al.wr. sy clunq lam lﬂ] ty aqi c]iérl ¢ ddu |'|oac cudi
mél len may tinh de tugng teung cho bat Ll] s& LQ ty. New l)qn cdn mél Iu.] ty doi
dién tugng leung cho mel !u'; ty don, sd c!unq déu hei (7) Vi dy, néu ban Lhﬁnq
the nhé ten cdo may tinh la hill Imq bull, |1cn'|., su dunq fa'tim kigm b2 (;an
plw&i béo dém rding may finh ﬂ‘u&! sy md vd auqc ket ndi véi mang. Neu ban van
Hlﬁnq the 1|’ldq may tinh |‘|6q ki€m tea xem may tinh 46 c6 ﬂ]ﬁi sy la mél thanh
vién cida woqut’oup Imq Lhﬁnq (sd ciqnq |n$p ”wqi Sqﬂem Dmper!ies frén may
tinh d¢ d¢ kiém tea chi nhéanh wurl(qroup cda né, nh&p |:||1c3i bigu fugng Mq

compuler dé mé |’1$p H\oqi quiem Droperiies) Neu 161 ¢d xéc |ﬁp duﬁnq nhu
aunq ma l)qn \ran Lhﬁnq ”‘Ig l|16q muq hn]‘n trén mgng, |‘|uq xem cI‘lUdnq ]3
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53. Thém mét vi tri mang

Trudc khi ban bat dau
48. Ban vé céac tai nguyén truy cap mang
50. Anh xa mét § dia

Ban co thé thém céc vitri mang vao clia 56 My Netwok Places. Ban ciing
c6 thé mudn thém céc bidu tuong vao clia sd nay dé truy cap cac tai nguyén
Internet chiing han nhu cac folder Web ho3c cac share c6 san trong workgroup
claban.

Ban c6 thé hdi tai sao ban mudn tao mét v tri mang trong clia sé My
Network Places khi diéu nay dugc thuc hién ty déng cho ban khi ban st dyung
My Network Places dé duyét cac may tinh dang hoat déng trong workgroup.
Mot vi trf mang (Network Place) ma ban tao that su 1a mot shortcut dan dén
mot 1ai nguyén workgroup cu thé (chang han nhu mat folder chia s&). Sau khi
ban da tao mot bidu tugng network place mdi, ban co thé ré bidu tugng dén
mot vi tri mdi chéng han nhu desktop. Sau dd, ban cé thé truy cap nhanh
share tryc tiép tir desktop, loai bd nhu cdu mé clra s My Network Places.

Mot network place tuong tu nhu moét & dia dugc &nh xa, trong dé ban tao
mdt pointer dAn sang mét tai nguyén riéng biét tai mét v tri riéng biét trén
mang. Network Places ma ban tao xuat hién trong clra s My Network Places
va co thé dugc ré |én desktop Windows dudi dang cac shortcut. Cac 8 dia
dugc anh xa xuat hién trong ctfa s My Computer va cling ¢6 thé dugc ré 1én
desktop dudi dang céc shortcut. Viéc ban st dung Network Places hodc cac
8 dia dugc dnh xa déu tuy thudc vao ban. Tuy nhién, ban chicé sdn 26 mau
ty 6 dia (cac méu tu cha bang chil cai). Néu ban mudn tao nhidu shortcut dan
dén cac folder chia s&, xem xét st dung network places von khong doi hoi
mot mau tu 6 dia nao.

1. M3 Add a Network Place Wizard

M3 clra s6 My Network Places bang cach nh&p Sart va sau dé nhap
My Network Places. Nhép link Add a network place trong khung Net-
work Tasks nim phia bén trdictia clia s8 Add a network Place Wiz-
ard md ra. Nhap Next dé bd qua man hinh wizard ban dau.

2. Chonvijtri

Nhap biéu tugng Choose another network location trén cita s& wiz-
ard. Tdy chon nay cho phép ban tao céc vi tri mang cho & dia va
folders chia sé trong workgroup. Né ciing cé thé cho phép ban tao
cac vi trimang cho cac servers ma ban cé thé truy cap trén Internet
chang han nhucac site FTP ( File Transfer Protocol) va cac website
von cung cap cac ban download file. Nhiing shares tif xa (trén Internet)
nay dugc xem nhu céc share ma ban cé thé truy cap t mang cuc
bd. Sau khi nhap biéu tugng, nhap Next.
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53. Thém mdt vj tri mang
Md Add a network Place Wizard
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B Chon vi tri

3. Duyét tim vi tri

Nhu da dé cap, mot vi tri mang c6 thé 1a mot website Internet hoac
site FTP. Trong trudng hgp clla mdt website, ban nhap tén clia mot
website chdng han nhu HTTP://website/share. D&i véi mot site FTP,
tén chia sé tuong ty nhu FTP://ftpsite.com. Ban khdng thé duyét tim
cac website hodc cac share site FTP; ban phai nhap chinh xac URL
cla chung, tuy nhién ban cé thé duyét tim mét share workgroup cuc
bd. Nh&p nit Browse dé duyét tim mot share ma ban muén sl dung
cho vi tri mang méi. Clia s6 Browse for Folder md ra. Ban sé& duyét
mang cyc bd (workgroup) dé tim folder hoic & dia chia sé ma ban
mudn chidinh 1a mdt vi trf mang.
4. Chidinh Share va quay vé Wizard

Nh&p mot share workgroup vén xudt hién trong clia sé Browse for
Folder dé chi dinh share ma ban muén tao vi tri mang. K& dé nhap
OK. Ban quay trd vé wizard va tén share ma ban da chon xuéat hién
trong hdp text Internet or network address. Nhap Next dé tiép tuc.

5. Nhap mot tén cho vi tri mang va hoan tat tién trinh.

Man hinh Wizard ké ti€p dé nghj ban gé mét tén cho vi tri mang mai.
Mot tén mac dinh dugc tao dua vao tén clia may tinh va tén clia méot
share (hodc tén clia share trong trudng hgp clia mdt website hoac
mot site FTP) nhung ban cé thé gd nhap mot tén khac trong hop text
Type a name for the network place. Nhap Next dé di chuyén dén
man hinh Wizard cudi cung, sau dé nhdp Finish. Biéu tugng vi tri
mang mdi xuat hién trong clfa s§ My Network Places va share két
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hgp md trong mét clta s6 méi. Déng clia s6 vén hién thi ndi dung
clia share.
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Dé dat biu tugng vi tri mang mdi trén desktop dudi dang mot shortcut dén
share, ré biéu tugng tui clia s6 My Network Places dén desktop. Sau d6 ban
c6 thé déng clia s6 My Network Places. Bay gid ban cé thé truy cap truc tiép
share tu desktop Windows bang cach nhap déi biéu tugng clia share.
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Chuong &

LOC NOI DUNG VA
MG CAC DICH VU
GAME
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L4 bA’ Cd A
Trong chudng niy, ban s& hoc nhilng diem chinh sau day:

& 54 Ban vé viéc loc néi dung va mé cdc cong

& 55. Ngan chan truy cdp dén cac website

B 56. Ngan chan truy cdp dén cac dich vu Internet
& 57. Thigt lap mét thdi biéu loc

& 58. C4u hinh Port Forward va Port Triggering

9 08 006 G028 6O 00O OO OSSOSO UTNINSOENSBOBETOEODOIOSDNPSINTOSDSE

an sé thay router WiFi c6 mét s& tinh nang cho phép ki€m soat néi

dung Internet ¢c6 s&n cho nhiing ngudi dung mang WiFi. Viéc kiém

soat nay bao gdm ngan chan (block) cac site Internet cu thé cling nhu
su truy cap dén cac dich vy Internet nhu glri thong diép tuc thi (instant mes-
saging). DU viéc ngan chan sy truy cap Internet va loc ndi dung tuy thudc vao
ban dai v8i mang gia dinh, nhung router wifi cling ¢6 thé dudc cau hinh dé
nhitng ngudi dung trén mang cé thé tan dung viéc choi game online ma khéng
gay ra sy ¢ an ninh 1dn cho mang gia dinh. Chuong nay xem xét viéc truy cap
vao cac dich vu trong khi van cho phép truy cap cac dich vu dic bigt chang
han nhu cac tuy chon chdi game théng qua port forwarding.

54. Ban vé viéc lgc ndi dung va mé cac cong

Trudc khi ban bat dau Xem thém
21. Ban vé viéc cdu hinh Router khdng day Muc 71
22. Truy cap c&u hinh Router Muc 70

37. Ban vé viéc cdu hinh cac PC dé néi mang
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Vi Router WiFi n&m gilta mang gia dinh ho&c workgroup va ndi két Internet
tdc dd cao nén router dugc cau hinh dé kiém soat viéc truy cap ndi dung web.
Diéu nay cé nghia néi dung nhat dinh cé thé dugc ngén chan tai Router, tir
chéi truy cap d&n mat may tinh cy thé trong workgroup hodc ti chdi sy truy
cép do6 dé&n tat cd may tinh trong workgroup. HAu hét céc router WiFiciing cé
thé dudc cau hinh dé tir chditruy cap dén céc dich vu Internet chang han nhu
truyén file, chgi game va guithong bao tic thi.

Gt ol
Kha ndng ngdn chan ngi dunq web va céc dich vu Infeenet cl’ldnq |1qn nhu emoil
hoge qii théng béo tic thi cung cép cho bgn hai cach 3¢ kidm soat sy teuy ép
ma nlnanq nguoi clﬁnq cdo Bqn 6 theo nl'n]nq audnq truyén Internel khac nhau
(r_l'\anq hgn nhu Wel)). Kh tan ngan chan néi Aunq web, néi (Junq duge ngan
c:l'ujn cho 16t cd may tinh teén mang WiFi cda bqn. Tuq nhien |3qn o the n|16_‘p
dia chi IP cya mat mdy linh (dugc bist la may tinh * aénq tin cdq.) tronq cdu
hinh ngan chan ngi dung web cdo rouler, didu nay sé cho phép may tinh d6 vén

huq cdp nGi Junq. Klu bqn to cl\Si hodc ngdn c|1¢|n cdce Jic'\ vy (sepvice) trén
mang, ban cé the chi dinh met hoge mat s& mdy tinh dugc midn ki ngan chan
mét chcl'l vy |noq cbe <:|ch1 vy. Do d6 3¢ che p|'|ép tdc nqoqi lé (excepiions), L-qu
sé 6 them sy finh hoqi khi Bqn nqan chqn che cijcl\ vy ﬂ)aq vi ngs L‘unq wel.

Ban khéng nhitng c6 th& ngan chan sy truy cap dén ndi dung web va cac
dich vu Internet ma ban ¢cé thé thiét ké mot thdi bieu nhdm &n dinh khi nao noi
dung hoéc cac djch vu that sy duge ngan chan. Tém lai cac tinh nang loc web
va ngan chin dich vy nay cho router WiFi cho phép ban chon nhing gi ban
mudn ngan chan vé ndi dung Internet va nhiing dich vy va khinao ban muén
ngan chan né.

Gl L
Di¢u quan trong ls phdi hidu sy khéc bigt giga Internet va nhing nai giao iép
khae nhou c|'|dnq |'|0n ohu World Wide Web vé cac Jic"l vy gdi fl\ﬁnq béo tae thi
v€n 'mqf aénq leen lnternel. 'nieﬂnei ls Lq an hodc xa |6 1'\6} sy cho pl\ép
c"n.'lnq ta {Gn Junq cé¢ giao thae Internel l)odc n|11]nq chién quc Vhéc nhou de
gioo Ligp trén ho t6ng Internet. Mot dich vy chdng hon nhu web hoge gui théng
bao tac thi la mét chién luge giao ligp cqu tren hq t&ng Internet. Web chi la
mét teong vai chign quc giao li&p 6 the truy c8p cbe da liéu auqc cung ¢8p Lai
chc web server clng ket n6i véi Internel. Mﬁf vi Ju khée v@ m6t clic|1 vy gioo lidp
st c]unq hq tdnqg Intesnet la qdi f|jﬁnq bao tec thi c6 s&n o mét 56 nha cung cdp

dic"n vy c|18nq l\qn nhu Micresol( (MSH Messenqer), Yahoo! (Vol\oo Instant
Messoqinq) va AOCL (AlM I'lodc AOL |nsfonf Messenqer).

. e i — —— — — — — — — —— — — — o e e e e i e
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Vay thi router that sy cé thé ngan chan ngudi dung truy cap mot website
nhat dinh nhu thé nao? D6 la do cac-hoat déng clia web va Internet. Vi du
World Wide Web hoac "Web" la mdt mbditrudng client/server. Néi dung dugc
yéu cadu bdi nhiing ngudi dung két ndi vdi Internet s dung cac trinh duyét
web (client) va sau dé dudgc “"phuc vyu" bdi cac web server (server). Hay nhd
World Wide Web chi la mét dich vy st dung ha tang Internet dé giao tié€p.

Chinh sy giao tiép gilta web client va phan mém web server cho phép ban
(U6t web va xem néidung. Bdivi cac yéu cau tir phan mém client (trinh duyét
web clia mét ngudi dung chang han nhu Interr et Explorer) phai di qua router
dé di dén Internet va cac web server dgi bén ngoai trén internet d€ nha cac
y&u cau ndi dung, Router ¢6 thé kiém tra cac yéu cau dugc thyc hién bai
client. N&u yéu cau client ddi héi néi dung ma Router da dudc cdu hinh dé
ngéan chan, router khdng chuyén ti€p (forward) dén web. Diéu nay co nghia
yéu cau vé ndi dung bi ngdn chan. Hay xem cac chitiét cu thé vé viéc noi
dung web bi ngan chan bdi router WiFi nhu thé nao va sau do xem cach ban
ngan chan cac dich vu Internet chéng han nhu choi game hodc guithéng bao
tue thi.

Ngan chan noi duny

Khi ban c4u hinh router dé ngan chan néi dung web, ban that sy ngin
chédn cac website dua vao cac tu khda hoac cac tén website riéng biét, nghia
1a tén domain hoac URL (uniform resource locator) cho site. Néi cach khac dé
that su ngan chan ndidung td cac website, ban phaitao mét danh sach cac
tlr khda va cac tén domain (mién) that sy.

Danh sach tir khéa dudc router dung lam tham chi€u; khi mat ngudi dung
trén mang yéu cau mot website b&ng cach st dung mot trinh duyét web,
router xem danh sach ti khéa va so sanh no vgi tén website dugc yéu cau.
Né&u mét ti khda hoac tén domain trong danh sach khdp vditén website (t&n
domain) dang dugc yéu cau, website bi ngan chan.

R& rang viéc ngan chan cac website bang tén website thi kha dé dang. Vi
du thém URL www.pornographic.com vao danh sach tu khoa va site trén
router s& ngan chin file cu thé dé. Viéc lap mot danh sach ti khéa dé ngin
chan cac site 1a mot van dé khac doi hdi suy nghi mdt chut.

Vidy, ban nhap tu violence trong danh sach ti khéa. Bay gid tat ca cac
websites ¢o tu violence trong tén website sé bj ngan chan. Tuy nhién, cach
sép xép nay ciing sé ngin chidn mét trang web mang tén www.stop-
violence.org. Khi suy xét mot danh sach tir khdéa dé ngan chan cac loai website
nhat dinh chdng han nhu cac website déi truy, danh sach ti khéa cila ban
phai phan anh loai ngén ng s dung trong cac tén website. Diéu nay cé
nghia danh sach ti khéa sé bao gdm nhiéu ti ban sé khéng sir dung céng
khai (hoac tham chi riéng tu trong hét cac trudng hgp.)
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R6 rang b&t ky danh sach i khda ma ban tao sé dugc bién tap theo thai
gian viban khéng mudn mot tir khéa trong danh sach ngén chan céc site "tat"
H&u hé&t cac router WiFi cung cap mét tinh nang log nham cho phép ban xem
nhiing website da dugc “cho phép"va da bi "t chdi" bdi danh sach tif khoa va
URL clra ban dé& ngan chan ndi dung. Xem log theo thai gian dé thay nhiing gi
bi ngan chan va nhiing gi dudc cho phép sé cho ban cg hdibién tap tu khéa
sao cho b6 loc ngan chan ndi dung lam 16t cong viéc cla ng.

Mbt diéu nita lién quan 1di viéc ngan chan noi dung: khiban ngan chan noi
dung, ban ngan chan néi dung cho 14t ca cac may tinh trén mang. Ban c6 thé
ngan chan néi dung trén cc sé tiing may tinh. Router WiFi sé& dugc ciu hinh
dé sao cho mot may tinh irén mang dugc mién ngan chin va loc ndi dung.
May tinh nay dudc goi la may tinh dang tin cay trong cach xac lap cau hinh noi
dung web cho mét router Netgear (c4u hinh clia Router ¢6 thé xem may tinh
la exempt hodc s dung mot i khac ndo dd). May tinh dang tin cay don gian
la né c6 thé truy cap mét ndi dung vén bi ngan chan cho nhitng may tinh khac
trén mang bdi router.

THUAT NGU CHINK

Maiy tinh ding tin ciy (trusted computer). Mdiy tinh dupc xic Lip
trong ciu hinh ciia mét Rourer Ia mién ngin chin ngi dung web.

Viéc xac lap mdt may tinh dang tin cay trén mang dat két qua tét néu moi
ngudi sii dung c6 may tinh riéng clia minh. N&u ban chia sé may tinh véi
ngudi khac chang han nhu con clia ban, ban ¢é thé phai st dung tinh nang
thdi biéu clia mét router d€ ngan chan ndi dung trong nhitng thgi diém nhat
dinh trong ngay.

Ngdn chdn cdc dich v

Su dung router WiFi dé ngan chan cac dich vy Internet thi phic tap hon
ngan chan noéi dung nhung chivi ban phai hi€u cac dich vu khac nhau nhu
email phai gUi thdng diép tic thiva web that sy giao tiép va di chuyén théng
tintrén Internet nhuthé nao.

Muc 37 da thao luan giao thuc trén TCP/IP va viéc lap dia chl IP, giao thuc
TCP/IP that su 1a mdt nhém hoac “ngan xép* cac giao thic nhd han dudc sl
dung dé quan ly cac khia canh giao ti&p khac nhau gitta cac may tinh trén mét
mang. IP hoac Internet Protocol xU ly phudng phap lap dia chi IP dugc st
dung trén mang. Mt may tinh dugc gan mét dia chi IP duy nhat ma qua 86
mét may tinh dugce nhan biét trén mang khi glri hodc nhan di liéu.

Ngan xép giao thuc TCP/IP cung cédp hai giao thic vén that sy thudng
lugng va quan ly viéc di chuyén dit ligu gila cadc may tinh; nhiing giao thuc
nay la Transmission Control Protocol (TCP) va User Datagram Protocol (UDP).
Cac dich vu Internet hoac (ng dung sir dung TCP hodc UDP hodc ca hai dé
diéu khién sy di chuyén dit lieu gitta mot client chéng han nhu instant messen-
ger hodc web client (trinh duyét web cta ban) va server Internet vén cung cap
loai dich vu ma ban dang ¢8 tan dung.
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Vi duy khi hai ngudi dung may tinh dang "chat" vdi nhau bang cach sir dung
tinh nang gti thdng bao tuc thi (sir dung mét client chiang han nhu AOL, In-
stant Messenger AIM), dit liéu (chat) di tu client gui théng béo tic thi dén mét
server glfi théng bao. Sau dé dii liéu chuyén tiép tir server glii thdng bao dén
ngudinhan. Dt liéu dugc gUiva dugc nhan bdi client gui thdng bao tue thi (sir
dung server glii thdng bao) dudc di chuyén trén Internet bang giao thiic TCP.
TCP/IP khéng chl cung cap giao thiic van chuyén, trong trusng hop nay TCP
(mdt s3 phdn mém khac sl dung UDP thay vi TCP) di chuyén dii liéu. D& di
chuyén di liéu mbi ung dung (chang han nhu phan mém gtii théng bao tuc
thi, hoac web ho&c email client) thudng jugng viéc di chuyén d lidu tl may
tinh nay d&n may tinh khac bang cach st dung mét kénh riéng biét, dugc goi
la port (c8ng). Vi du cdng ma tat c& may tinh st dung cho web 1a céng 80. S8
céng dugc sl dung cho viéc giii théng bao tuc thi AOL 14 5190. S8 céng cho
Real Audio (Real Player) ia matday c¢éng tir 6970 d&n 7170.

Cac c6nq duge su c]unq tren cac thiet bi d¢ giao i€p trén mét mgng 1P “ﬂénq

Lién hiau v& khia cqr\l'\ vt ||,j Cl\énq l6 céc ten Ironq ma pl'n(}n mém L\uénq dan
ci¢ dng clqnq giao ‘i€p tréen mét cﬁ’nq cy ”‘léa “n' cll'! I«é‘u quc gdi |’10¢‘j( au:.}c

—_—— e — — e e e ——— . e E———— . e E——— . —— —

THUAT NGU CHINH

Porr (cong). Mot kénh giao ticp dupe dinh s6” hoic dicm cudi (end
point) duoe sit dung boir mor ing dung Internct. Lam con dudong
hodc cita ngo dé thuong luong cic cudc truyén dir liéu gitia hai miy
tinh.

Tém lai méi (ng dung Internet phai sl dung mot giao thiic van chuyén (TCP.
UDP, hoac ca hai trong mét s& trudng hop) va viéc thuong lugng truyén di liéu
xay ra trén mdt cdng. Danh sach céc céng that sy ¢6 san dugc bao tri bdi
Internet Engineering Task Force. S6 ¢dng cé thé bat dau t 0 d&n 65536. Cac
cbng tii 1 d&n 1024 dudc danh riéng cho cac dich vu Internet nhat dinh chang
han nhu Web (HTTP) va email (cac giao thuc POP3) va dugc xem la cac céng
phd bién. Cac nha phat trién phan mém tao mot chudng trinh mdi cho Internet
chon mat cdng ti danh sach nay (mét cdng khdng dugc sl dung tir chuong
trinh Internet khac) sac cho phan mém cé thé giao ti€p trén Internet.

pé ngan chan mét dich vy Internet s dung Router WiFi clia ban, ban
chon dich vu cu thé chiang han nhu gli thang bao tic thi hosic web (HTTP) tr
mét danh sach cac dich vy duge cung cap trong cau hinh cdia router. S6 dich
vu dugc liét ké phu thudc vao router (va nha san xuat cla router). Khi ban
chon mét dich vu t danh sach, giao thiic van chuyén va céng cho (ing dung
dugc cdu hinh tu déng.
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Né&u ban muén ngan chan mét dich vu vén khong dugc liét ké trong danh
sach dich vy clia mot router, hau hét cac router WiFi cho phép ban c&u hinh
mét dich vy * do ngudi diing an dinh" dé c&u hinh mdt dich vu ngay ti dau,
ban can biét giao thic van chuyén cho ting dung (TCP, UDP hodc cho cé hai)
va s céng hoic day s6 cdng ma dich vu (ng dung.

Ban cé thé dé tim giao thic van chuyén (TCP hodc UDP) va s& c8ng cho
nhiéu dich vu Internet bang cach s dung danh sach dugc cung cap tai http:/
/www_jana.org/assignments/port-numbers. Ban c6 thé cudn qua danh sach
ho&c sl dung tinh nang Find cla trinh duyét web dé tim ki€m mét cong ty
hoéac tén ung dung nao dé. Trong céac truong hgp danh sach IANA khéng
cung cdp cho ban théng tin ban can, ban cé thé 18y théng tin ti website clia
nha phat trién phdn mém hodc website clia cong ty ban s&n pham.

Nhu ban c6 thé khi ngan chan ndi dung, ban c6 thé ngan chan cac dich vu
vao mot thdi diém nao dé trong ngay bang tinh n&ng lap thdi biéu (schedul-
ing) dugc cung cép bdi router WiFi. Ban c6 thé ngan chdn mét dich vy cho tat
ca may tinh trén mang hoac ban c6 thé xac dinh dia chi IP cla nhiing may
tinh ma ban muén dich vu bi ngan chan.

Céng dudc sit dung Giao thife dugc sir dung
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Di d&n website IANA néu ban cén biét giao thirc vin
chuyén va s& cdng dugc sit dung béi mgt dich vu ma
ban muén ngin chdn bing cich sit dung router WiFi.
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Cic van dé vé choi Game va sy truy cap Workgroup

Router WiFi dugc thiét k& dé€ gili cho mang ndi bé (workgroup clia ban) an
toan khoi sy xam nhap bén ngoai. Muc 70 va myc 71 thao luan nhiing tinh
nang an ninh ma router mang lai. Nhung trong mét s& trudng hgp, ban muén
cho phép nhing ngudi ding bén ngoai truy cap cac dich vy tu mang riéng
chaban. Vidu, bancé phdn mém vdi server chay trén mdt may tinh va mudn
nhiing ngudi ding trén Internet cé th& xem trang web clia ban. Diéu nay ciing
rdt hiu dung (va can thiét) trong cac tinh huéng chsi game danh cho nhiéu
ngudi chdi ngi ma ban muén nhiing game thii khac c6 thé truy cap may tinh
clia ban dé choi game peer-to-peer (ngang hang).

Do dé ban muén cho phép suy truy cap bén ngoai dén mang cua ban,
nhung chac ch&n ban khdng muén md toang mang ndi bo riéng cla ban ra
trude nhitng méi de doa bén ngoai. Router WiFi cé thé cho phép va kiém soat
sy truy cap dén mdt tai nguyén trén mang clia ban (chéng han nhumét web
server) b&ing cach str dung port fowarding. Port forwarding mg mét céng (port)
trén router va router chuyén ti€p cac yéu cdu bén ngoai cho mét dich vy "bén
trong" cy thé, chéng han nhu mgt web server hodc mail server (server FTP)
st dung c8ng dé. Port forwarding lam cho may tinh trén mang (may tinh cé
phdn mém web server trén dé) nhin thdy dugc d&i véi nhing may tinh bén
ngoai mang (nghia la cadc may tinh trén Internet) sao cho nhing ngudi dung
¢6 thé truy cap dich vu ho#c ndi dung ndibé cilta ban.

THUAT NGU CHINg

Port forwarding. Mgt phuong phip mo cdc cong trén router WiFi
nhiam cho phép cic yéu cdu vé cdc dich vu bén ngoai truy cip cic
mdy tinh cung cip nhing dich vu do trén mang néi b ching han
nhu mét web server. Khi ban su dung port forwarding, dia chi IP
ngi B¢ cda ban c6 thé' dugc theo déi bor cdc server trén Intcrnet,
diy cd thé Ia méi quan tim an ninh.

NE&u ban thich chgi game danh cho nhiéu ngudi chai va muén chdi cac
game chang han nhu Quake hoac Starcraft trén mang clia ban, ban phai cau
hinh port triggering. Port triggering tam thdi mé mot céng va cling khéng déi
héi dia chi IP cla ban dugc theo ddi bdi cac server trén Internet. Port trigger-
ing khdng tao mdt céing md toang nhu port forwarding (port forwarding md va
déng c8ng khi can thiét) va cling giilt bi mat dia chi IP néibd clia ban. Nhung
port triggering cho phép nhitng may tinh khac truy cap dich vy va két ngi vgi
may tinh cda ban, diéu nay can thiét cho viéc chgi game danh cho nhiéu
ngudi chai. |
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THUAT NG CHINK

Porr forwarding. Mot cich dé tam thoi mo mét céng trén router
WiFi khi mpt yéu ciu bén ngoal vé cong dé duge nhin boi router.
Port triggering khing dé md cdc cong (nhu port forwarding) vi
khéng cho biét dia chi IP cia may tinh néi bo cung cip dich vu. Port
triggering duoc su dung dé cdu hinh mdy tinh cho cdc dich vu chang
han nhw chot game truc tuyén.

55. Ngin chan sy truy cap dén cac Website

Trudc khi ban bat dau

22. Truy cap c&u hinh Router

24. Ban vé viéc loc ndi dung va ma cac céng

Ban c6 thé ngan chan su truy cap dén website ti nhiing may tinh trong
workgroup (théng qua router dén internet) bang dia chi web (t&én mién) hodc
st dung mét danh sach i khéa. S8 muc nhap ma ban cé thé cé trong danh
sach phu thudc vao router WiFi ma ban da mua. Vi duy, router WiFi Netgear
WGR614 cho phép ban tao mét danh sach tu khéa/tén mién vén cé thé chira
255 muc nhap.

Né&u ban cé mét router Netgear WGR614, ban cé thé nhap 255 tén mién
trong danh sach tu khéa dé ngin chan 255 website. Tuy nhién, néu ban s
dung cac ty khéa dé ngan chan céc site, ban cé thé 1ap mét danh sach cac ti
khéa vén ¢ thé ngan chan hang ngan file xau hoac khéng phu hgp. N&u ban
biét cac website cu thé ma ban mudn ng#n chan, bAng moi gia phai nhap tén
mién cho cac site dé trong danh sach. Tuy nhién, c4c U khéa ma ban nhap
trong danh séch cung c&p nhitng kha ning cé tdm anh hudng réng nhat cho
viéc ngan chan hau hétcac site.

BE& lap moét danh sach ti khda ngan chéin sy truy cap, xem xét nhiing diéu
sau day: )

& T6i muén ngan chdn cdc loai website nao?

& Cdc i khoa nao thudng xudt hién trong cac tén mién cho nhiing
website nay?

B Danh sdch tit khda cla t6i cd thé ngan chdn cdc website nao
ma t6i khdng mudn ngdn chan?

Khiban bt dau ngan chin cac website bang cach sif dung mét danh sach
cac tén mién hoac tif khoa, ban sé phai giam sat log clia router dé quyét dinh
xem tinh nang ngan chan truy cap cé that su thuc thi nhu ban mong dgi hay
khong. D€ biét thang tin vé viéc xem log clia router, xem muyc 98. C6 thé ban

phaibién tap danh sach tu khoa theo thdi gian dé dat dugc két qua ban tim
kKiém.
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55. Ngan chin sy truy cdp dén cic website

Md trang web ciu hinh Router

Md trang Block
Sites

#
T

Nhiap mot tr khoa
hodc tén mién

¢ | Nhip dia chi IP
ddng tin cdy

Ap dung cic
xdc ldp mdi

Lmbes et s o

e e 8 o Bl ek
ot ¥ it i e s

i

1. M3 trang web c&u hinh Router.
Md trang web cau hinh router (nhap dia chi web da dugc chidinh cho
router khi ban cai datnoé va sau do go nhap tén dang nhap adminis-
trator va password cho router).

Né&u ban quén dia chi web hodc URL cha router, hay xem tai liéu di
kém router WiFi. Tailiéu nay cling cung cép tén dang nhap va pass-
word mac dinh cho router. T4t ca théng tin nay dugc xac dinh bdi
nha san xuét router va thudng nhu nhau cho tat ca router dugc san
xudt bdi moét nha cung cép cu thé. Vidu router Netgear st dung URL
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hitp://www routerlogin.net/start.htm. Tén dang nhap la admin va pass-
word mac dinh la password.

2. M4 trang Block Sites

Chon Iénh router vén md trang cau hinh Block Site cho router. Vidu,
trén trang cadu hinh router Netgear WGR614, ban nhép link Block
Sites § phia bén traitrang cau hinh chinh cla router,

3. Chon tuy chon Blocking

Chon mét nit tily chon dé ngan chin Per Schedule (theo thdi biéu)
hoac Always (cac tén tay chon that sy thay déi tu router nay dén
router khac). Néu ban chon tuy chon Per Schedule, ban cling sé
can thi€t 1ap mot thdi biéu loc, xem muc 57.

4, Nhap mét tu khéa hoac tén mién

G nhap mot it khéa hodc t&n mién trong hdp text thich hgp va
nhap nut Add Keyword (phucng phap nhap tir khéa khac nhau tu
router nay dén router khac). TU khda ho4c tén mién ma ban gd
nhap dugc thém vao danh sdch cac muc ma routér sé ngan chan.
Lap lai budc nay dé nhap iU khda hodc cac t&n mién khac khi can
thiét.

THU THUAT: PE xda mdt tx khda hedc teén midn va khii
danh sdch, chon muc trong danh sdch va sau dé nhdp

Delete Keyword (hode mdét lénh tuong tu trén trang cdu

hinh cda router). HAu h&t cdc router cing cho phéep ban
xda sach hoan todn danh sdch va bdt ddu lai ta ddu néu
cdn thigt.

5. Nhap cac dia chi IP dang tin cay

NE&u ban mudn cho phép mdt may tinh cu thé truy cAp cac site bi
ngin chan, chon hdp ki€m Allow Trusted IP Address to Visit Block
Sites. Nhap s6 cudi cling ctta dja chi IP cho may tinh ma ban muén
dudc tin cay (trong vi du nay, ban thay d8i 0 dugc cho thanh sé cudi
that sy cla gia chi (P).

THU THUAT: P& quydt dinh dia chi IP cida mdy tinh (dia
chl duce gén bdi router WiFi 8 chuc ndng nhu mdt server
DHCP, ban cé thé sd dung lénh ipconfig/all véa'n hidn thi
dia chl IP (va subnet mask cda mdy tinh va }L\éhg tin khac).
Trén mdy tinh ma ban tin cdy, nhdp nuit Start va sau 48
choan Run. Trong hép theai Run, gé nhdp Command va
nhd&n Enter. Tai dong nhdc lénh, gé6 nhép config/all. Lénh
nay trd vé dia chi IP, subnet mask va théng tin khdc vé
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mday tinh chdng han nhu dia chi IJP cda gateway mdc dinh
va server DHCP (vé&n la router WiFi). P& d8ng hép thoai
[enh, g6 nhép Exit va nhd&n Enter. P& tim hidu thém théng
tin vé |é.nk ipcor\fig, ).<_em muc 926 va muc 97.

6. Ap dung céc xac lap mdi

Sau khi nhap cac tham s6 khac nhau cho tinh ning blocked content,
ban phai ap dung cac xac lap cho cdu hinh clia router. Nhap nut
Apply (hoac nut ap dung va Iuu cac xac lap tu router). Cac xac lap
mdi s& co hiéu luc ngay tuc thi; sy truy cap dén cac website tu nhing
may tinh trén mang s& bi ngin chan theo danh sach tén mién va tu
khoa ma ban da tao.

Khi mét ngudi dung ¢8 ma mot website vén bj ngan chan bdi router (sU
dung mét trinh duyét khac chéng han nhu Internet Explorer), mdt man hinh
mé ra trong trinh duyét web cho ngudi dung biét rang site bi ngan chan.

56. Ngan chan sy truy cap dén cac dich vy Internet

Trudc khi ban bat dau Xem thém
22 Truy cap cau hinh Router Muc 57

54. Ban vé viéc loc ndi dung va md cac céng

Ngin chin céac dich vu chAng han nhu FTP va gdi thdng béo tuc thi (in-
stant messaging) cho phép ban kiém soat viéc mang s dung cac loai Ung
dung cu thé trén Internet. Vi dy, viée ngén chan dich vy FTP (File Transfer
Protocol) cho mang sé& ¢é nghia ring nhitng ngudi dung trén mang khéng thé
download céc site tif cac file FTP (dugc thigt k& 1a nhitng ngi luu trf ndi dung
cb thé download). Viéc ngan chan cac dich vy FTP sé& ngdn chan nhitng dua
con clia ban download céc file nhac bat hgp phap ti mc}t site FTP nghich
nggm. Néu ban khong mudn viéc gbi thdng bao tic thi xay ra trén mang sau
8 gid t&i, ban c6 thé ngan chan dich vy AIM trén cd sd thdibiéu (nhu dudc giai
thich trong muc 57).

P& ngan chan mot dich vy Internet ti mang, ban can biét dich vy cé chuyen
théng tin bang cach sir dung UDP hoic TCP (hoéc c& hai) hay khéng va ban
cing can biét céng nao ma dich vy st dung dé giao tiép. HAau hé&t céc router
WiFi cung cdp mét danh sach cac dich vu mac dinh ma ban ¢6 thé ngan chan
b&ng céch don gidn chon mét dich vy ti danh sach. Vi dy, router Neigear
cung c8p mét danh sach bao gém nhitng dich vy sau day:

& AIM (AOL Instant Messenger): Mot client gdi théng diép tuc thi
cuc ky théng dung.

& Age of Empires: Mgt game nhiéu ngudi choi thdng dung cla
Microsoft c6 thé chdi trén mét mang.

& FTP (File Transfer Protocol): Mdt giao thuc dudc sd dung dé
truyén cdc file trén Internet.
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& HTTP (Hypertext Transfer Protocol): Giao thuc cho phép trinh
duyét web giao tiép vdi cac web server va ngugc lai. Néu ban
ngdn chan FTP, cac mdy tinh trén mang sé khéng thé duyét cdac
website. Diéu nay cd hghia ban cé thé chdc chédn rdng khéng ai
luét web sau 9 gid t6i néu ban ngdn chan dich vu FTP véi mét
thoi biéu loc.

Chon mét dich vy tif danh sach dugce cung cédp bdi router sé ti chdi viéc
ban phai tim ki€m c¢éng va giao thic dugc st dung bdi dich vu cy thé dé.
Thoéng tin c8ng va giao thiic dugc dién vao cho ban. Danh sach céc dich vu
dugc cung cap bdi router thay ddi tu router nay dén router khac. Bat ky dich
vu khac ma ban muén ngan chan (céc dich vu vén khéng dugc cung cép trén
mét danh sach) phai dugc thiét lap bang tay (nghia la ban phai cung cép giao
thiic UDP hoac TCP hodc céa hai va s6 céng dugc sl dung bdi dich vu ma
ban mudn ngdn chan).

56. Ngan chan su truy cip dén céc dich vy Internet

Md cdc xdc 1ap Block Services i Md danh sich dich vu

Chon dich vu
dé ngin chin

e
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Céau hinh bd loc
o dich vu cho cac dia
chi IP riéng biél

Thém dich vu
vao danh sich §

Bloked . :
s | Ap dung cdc xdc lap
Blocked Services.
1. M3 céac xac lap Block Services
Md& trang web c&u hinh chinh cla router (gd nhap URL cla router,
chéng han nhu routerlogin.net réi nhap tén dang nhap va password
quyén quan tri; tat ca théng tin nay ndm trong tai liéu do nha san
xudt router cung c&p). M4 tinh nang Block Services bang cach chon
link Block Services (hoac |&nh tudng tu) trén danh sach lénh clia
router.

2. Md danh sachdich vu

Chon mét trong cac nut tuy chon Service Blocking. Vi du doéi vdi
router Netgear, chon Always hoéc Per Schedule (trang c4u hinh cla
router sé c6 nhiing tiy chon tuong ty). D€ md danh sach dich vu
dugc cung cap bdi router, nhap nut Add hodc 1&nh tuong ty (vi du
trén mot router Linksys la mdt danh sach cudn thay vi mét danh sach
x8 xudng, nhung ban van st dung nat Add dé thém dich vu).
8. Chon dich vy dé ngan chin

Nhé&p danh sach x8 xuéng Service Type dé hién thi mot danh sach
cac dich vu ma router bi€t dén. Tl danh sach nay, chon dich vu can

ngan chan (chdng han nhu AIM, FTP hoac RealAudio). Néu ban
mudn ngan chdn moét dich vy khéng cé trén danh sach, chon tuy

s £
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chon User Defined, sau d6 nhap giao thiéic van chuyé&n (UDP hodc
TCP) va sé ¢8ng cho dich vu. Ban phai nhap sé céng ddu va cudi
cho dich vy (vidy, ndu s8 c8ng la 2600, c8ng dau fa 2600 va c8ng
cudi cling la 2600). Trong hap text Service Type/User Defined, gd
nhap modtén cho dich vu do ngudi dung an dinh nay (vi dy, néu ban
ngan chan mot dich vy truyén théng ¢6 tén la "glowworm”, ban go
nhap glowwom lam loai dich vu).

THUA THUAT: Website JTANA 1a mét thich hgp 8+ d& tim
cdec s& cd’ng cho nb\dng dich vu khang duge liet ke trong
danh sdch dich vu ma router cung c&p. Ki€m tra http://
www.icma.org/ns5i9nmeh+s/pov+—numbers. Website nay cing
cung cdp gtao thiic (MWDP hodc TCP) dugc st dung bsi dich
vu cu th€. Theng tin cdng va théng tin giao thitc van chuyén
cho mét dich vu cu the cing cé the dugec tim th&y b&ng
céch tim kieégm Web. P& bigt thém fk6n9 tn vé s& cdng va
giao thitc van chuyén, xem muc 54.

4. Cau hinh bd loc dich vu cho cac dia chi IP riéng biét

Sau khi ban da chon mét dich v dé ng¥n chén, ban cé thé nhap
mdt dia chiIP hoac mdt day dia chilP cho cac may tinh trong mang
ma ban mudn router ngan chan dich vu. Chon mdt trong cac nut tuy
chon sau day:

THQ THUAT: PE xdc dinh dia chl IJP clda mét mdy tinh,
dia chl dugc gdn bdi router WiFi ¢cé chuc ndng nhu mét
server DHCP, ban cd the sd dung lénh ipconfig. Trén
mdy tinh ma ban cdén Hf\éng tin nay, nhé&p nut Start va sau
dé chon Run. Trong hép thoai Run, go nhép mét lenh va
nhdn Enter. Tai déhg nhdc lénh, gs nhdp ipcon{ig/a“.
Lénh nay trd vé dia chi JP, subnet mask va théng tin khdc
véd mdy tinh chdng han nhu dia chl JP cda gateway mac
dinh va server DHCP (v&n 1a vouter WiFi) d& adr\g [r\c‘?‘p
thoai lenh, gé nhgp Exit va nhd&'n Enter. DE bist them
H'\éng tin vé Iéh‘r\ ipconfis) xem muc 96 va muc 97.

& Only This IP Address. Chon tuy chon nady néu ban mudn ngan
chan djch vy da chon cho mét mady tinh trong mang. Sau dé
nhap dia chi IP cho may tinh dé.

¥ [P Address Range: Chon tuy chon nay néu ban mudn ngédn
chan dich vu dugc chon to mét day mdy tinh trong mang (chdng
han cho tat ca may tinh dugc st dung bdi nhiing dita con cua
ban). Sau dd, nhap dia chi IP du va cudi cia ddy may tinh.
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& AjlIP Addresses: Chon tuy chon nay néu ban mudn ngan chan
dich vu hién hanh cho tat cd may tinh trén mang.

5. Thém dich vy vao danh sach Blocked

Sau khi chon hoac nhap dich vy va cac tuy chon lién quan dén cac
dia chi IP ma ban mudn chan dich vu nay, nhap Add dé thém dich vu
vao danh sach blocked.

Lap lai cac budc 3-5 khi cén thi&t d& thém nhitng dich vu khac vao
danh sach cac dich vu bi ngdn chan.

6. Ap dung cac xéac 1ap Blocked Services

Sau khi thém cac dich vu ma ban muén ngan chan, nhap Apply dé
ap dung cac xac 1ap ngan chin dich vy vao céu hinh cla router.

57. Thiét 1ap mét thoi biéu loc

Trudc khi ban bat dau

22. Truy cap thong tin Router

54. Ban vé viéc loc ndi dung va md cac céng

55. Ngéan chan sy truy cap dén cac website

56. Ngan chan sy truy cap dén cac dich vu internet

N&u ban muén toc (nghia |4 ngan chan) ndi dung hoac cac dich vu cho cac
may tinh trong mang clia ban bang cach sl dung mot thdi biéu, ban phaicau
hinh thai biéu loc. Bd loc ¢6 thé dugc cdu hinh dé ngan chan cac dich vu hoac
ndi dung vao cdc ngay nhat dinh (hoac suét tuln té) va vao nhiing thai di€m
nhat dinh trong ngay.

Khi ban sif dung thdi biéu loc dé ngan chan néi dung web, ndi dung dugc
ngan chan cho tat ca may tinh trén mang ngoai trd may tinh dang tin cay
(may tinh duge mién ngan chin). Khiban st dung thdi biu ipc dé ngan chan
mot dich vy, dich vy dugc ngan chan cho tat cad may tinh ma ban da xac dinh
b&ng dia chi IP trén trang c&u hinh block services cla router. T4t ca ndidung
bi ngan ch&n va t4t ca dich vy da xac dinh dé ngan chin sé bj ngan chan bai
mot thdi biéu lpc. Xem muc 56 dé biét thém chi i€t vé nhitng cach ma ban
xac dinh cdc may tinh can dugc ngin chan 1 mot dich vy cy thé.

Ban cdn cAu hinh mét thdi biéu loc chi khi ban da chon tuy chon Per
Schedule cho cac xac lap ngén chan ndi dung hodc dich vu. Ban cé thé cau
hinh chi mét thdi biéu loc. Do dé, n&u ban an dinh ndi dung web nén dugc
ngan chan "per schedule" va cac dich vu da chon nén dudc ngan chan "per
schedule", tat ca ndi dung va céac dich vu theo ciing mdt thei biu sé (udn
ng&n chin dung ndi dung {vi du, ban khong muén hinh anh dai truy cé san
cho nhiing déa con clia ban dya vao mét thdi bi€u); dé (udn ngan chan noi
dung, xac dinh Always khi ban cau hinh router dé ngan chan ndi dung web.
Sau dd, ban slf dung th&i biéu loc mdt cach thich hgp hon dé ngan chan cac
dich vy nhét dinh, ban khéng muén con clia ban s dung vao dém khuya
(chang han nhu céc tinh ndng gdi thong bao tuc thi hoac choi game).
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Thai biu loc mac dinh cho hau hét cac router WiFi 1a Every Day, nghia la
cac ndidung va dich vu ma ban da chon dé ngan chan 7 ngay mét tuan; thai
gian mac dinh ma nodi dung va cac dich vu bingan chan la All Day, nghia la noi
dung va cac dich vy bi ngan chan 24 gid méi ngay.

57. Thiét 1dp mot thai biéu loc

Chon cdc ngiy
dé ngan chin

Md cdc xdc

ldp thdi
bi€u loc

Thi€t ldp thosi
gian d€ ngin

B chdn
Ap dung - It -:.»:I.:. \
B hai bicu : '

Ioc

1. M3 céc xac lap thdibiéu loc
Mc’:{ trang web cadu hinh chinh cla router (gd nhap URL cla router
chang han nhu routerlogin.net, sau dé nhap tén dang nhap va pass-
word quan tri). M@ tinh nang Schedule b&ng cach chon link Schedule
(hodc Iénh tuong ty) trén danh sach I1énh router. Vi duy trén router
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Netgear, nhap Schedule trén danh sach lénh nAm & phia bén trai
trang web.

2.Chon céac ngay dé ngn chan

Xac lap mac dinh cho nhiing ngay nao ma néi dung va cac dich vy
sé dugc ngan chan la Every Day. Hiily chon hép ki€m cho Every Day
néu ban khéng muén ngan chan 7 ngay mét tudn va thay vao do
ban mudn ngdn chin cac ngay cu thé va sau dé chon hdp ki€m cho
cac ngay ma ban muén ngan chan ndidung hoac cac dich vu (hoac
ca hai néu ban da cau hinh c3 hai).

3. Xéc lap thai gian dé ngan chan

N&u ban mudn xéac dinh mét day thai gian dé ngén chan vao cac
ngay ma ban da chon, chon hép kiém All Day va nhap thdi gian Start
Blocking va End Blocking trong cac hdp text thich hgp. HAu hét cac
router sU dung mot hé théng thiét (ap thdi gian 24 gis; thdi gian vao
budi sang (am) la gio that sy (8 gid sang 1a 8 gid trén dong hd 24
gid). Cac gid sau budi trua (p.m) dugc xac lap bang cach cdng 12
(gid) vGithai gian, do dé 8 p.m dugc nhap 14 20 (gid) trén ddng ho 24
gid.
4. Ap dung thaibiéuloc

Sau khiban da chon cac ngay va thiét lap mot day thai gian, nhap
OK dé& thém thdi bidu loc vao c&u hinh clia router.

58. Cau hinh Port Forwarding va Port Triggering

Trudc khi ban bat ddu

22. Truy cap cau hinh router

24. Ban vé viéc loc ndi dung va ma cac cdng

Viéc mang clia ban ndm dang sau mot router cé nghia la cac router bao
vé may tinh cla ban khoi sy xam nhap tir thé gidi bén ngoai. Nhung cé thé co
nhiing trudng hgp ban mudn chay cac server hodc dich vu khac tit mot may
tinh trén mang cuc b clia ban va lam cho dich vy dé ¢6 san ddi véi nhithg
ngudi bén ngoai mang (nghia la Internet).

Mat s& game may tinh (ch&ng han nhu Quake, Starcraft, Kali va nhiing game
tir cac nha cung cdp game trén web chang han nhu Ultima Online va MSN
Gaming Zone) ¢6 thé dugc cdu hinh dudi dang cac game nhiéu ngudi chai & nai
ma c6 nhiéu ngudi tham gia d&u véi nhau trén mét mang. Nhiing game nay
khdong chiduge chai bdi nhiéu ngudi ding trén mang cuc bd ma mat sé game
con cung cap kha nang chai cac session nhiéu ngudi choitrén Internet.

D& nhiing ngudi diing bé&n ngoai truy cap mét website hodac game néi b
dudc chai trén mang clia ban (ho cling phai cai dat game nay trén may tinh
caho), ban phaicung cdp mét dudng dan cho dir liéu dé di chuyén qua \ai
gilia cac may tinh chay game Bdi vi cac router WiFithat sy dugc thiét k& dé
ngdn cac yéu cau d lieu tu bén ngoai mang, ban phai cadu hinh router WiFi
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dé ndé cho phép giao ti€p gilia cac may tinh choi game. Diéu nay dugc thyc
hién b&ng cach s dung port forwarding hoac port triggering. Nhu da thao
luan, port forwarding ly tudng cho nhiing tinh huéng ban muén chay dich vu
chang han nhu mét web server trén mot may tinh trong mang clia ban va lam
cho dich vu dé ¢é san dadi véi nhitng ngudi diing bén ngoai mang, port trigger- -
ing dudc sif dung cho viéc choi game nhiéu trd chgi, ndi ma cé 15i thidu mot
trong nhitng ngudi choi 8 bén ngoai mang WiFicla ban.

D& port forwarding va port triggering hoat ddng t6t, dac biét trong nhing
trudng hdp chai game danh cho nhiéu ngudi chai, ban ciing phai cho phép
router st dyng UPnP (Universal Plug and Play). Tinh nang nay gidp cac may
tinh trén mang phat hién cac dich vy dang dugc cung cap bdi nhitng may tinh
khac trén mang hodc nhiing may tinh bén ngoai mang.

THULAT NGU CHINRK

UPnP (Universal Plug and Play). Mgt ciu triic mang hé tro su giao
tiép gitta cic thiét bi nuong thich UPnP, chdng han nhwr cic miiy
tinh trén cic mang va Internct. UPnP dupc RS tro trén tit ci h¢
diéu hianh va bdi hon 400 nha cung cip phin cing va thiét bi ngoai
vi may tinh, nhifng cong ty thiét ké thiét bi d& tuong thich voi
UPnP tré Ién.

UPnl giép céc may tinh gian 1idp teén mgng % F4 quyét dinh csc dich vy noo

dang dugc cung c&p bdi nhing may tinh khsc teen mang. Cac may tinh that su
teuyén phat. cac theng bso tren mang, cho nbhung may tinh khéc trén mang bigt

cde _Jic‘m vy noo aanq an.wc cung cd‘p. M(ji roufer “'ludnq ngdn cl‘ndn luu luqnq
truyén phal nay. Khi UPnP dugc mé trén rouler cia mqng, rouler H‘nénq ngén
chgn céc H\Gnq bao truyén pl\éi khac nhau dugc 90 di bai cdc mdy tinh icen
mqng. Ney l:\qn sit c]qnq cac Ung dunq qdi i|'16nq bao tae thi frén cdc mdy tinh
mqng Wif:i (cl-udnq I'1qn nlw AOI_ ‘nsfani Messenqer A'M), |3qn sé& mufn md
UPnP tham chi n&u ban |<|16nq cdu hinh port fcwwcwc]inq hoge port triggering.
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58. Cau hinh Port Forwarding va Port Triggering
Md& va dp dung xdc 1dp UPnP

] Truy cip xdc

lap UPnP

1. Truy céap xac lap UPnP

Md trang web c&u hinh chinh cla router (gd nhap URL cla router,
chang han nhu routerlogin.net, sau dé nhap tén dang nhap va pass-
word quan tri; URL, tén déng nhap va password mac dinh déu dugc
dugc xac lap bdi nha san xuét router, do d6 hay tham khao tai liéu
cla router dé biét thong tin nay). M& tinh ning UPnP cla router
bang cach chon link UPnP (ho&c Iénh tuong ty) trén danh sach lénh
cla router. Vi du trén router Netgear, nhdp UPnP trén danh sach
Iénh ndm & phia bén trai trang web.
2. Mé& va ap dung xac 1ap UPnP

Nh&p hop kiém Enable UPnP (hodc m& UPnP béng cach sii dung
lénh ho&c lya chon thich hgp trén trang c&u hinh clia router). Sau khi
che1 tly chon cho UPnP nhap Apply (hodc mot xac lap tuong tu) dé
ap Jdung xac 1ap vao cau hinh cla router.

Mét s& router WiFi ciing cho phép truy cap thém céac xac 1ap lién
quan dén UPnP chang han nhu Advertisement Time to Live (time to
live cé thé dugc viét tit thanh TTL), nhiing xac lap nay ¢é thé dugc
dé lai tai cac thiét 1ap mac dinh clia ching trong hdu hét céc trudng
hgp. Mt s6 router chi cho phép ban m3 UPnP va khéng cho phép
ban diéu chinh thdi han (period) quang cao hoac thdi gian dé séng
(time to live).

UPnP Portmap Table trinh bay cac dia chl IP clia nhiing may tinh truy
cap router va ciing hién thj cac céng da dugc md bdi cac may tinh
trén mang. Portmap Table khéng cung cap di liéu vé mang cla ban
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cho dén khiban da céu hinh port forwarding hodc port triggering trén
router (portmap table UPnP khong co san trén router).

Gli e :

Cse thiet bi UbPnP cl:r:inq izqn nhu. céc may tinh. sa r:lunq che ihﬁnq bso lmdc
qudng cdo d€ cho nhang may tinh khée biet nhiang dich vy ma chiing dong cang
chp, chdnq l\qn nhu mdél Clil:ll Vi chai game, Thei an qudng cdo cho cae UPRP
l§ mic de lhudnq xuyén md mél rouler fl;ﬁnq bao rding mél dicl! vy cu the aanq
auqc cung cdp bai mét may tinh frén mang. Thei |1qn mdc ainh la cach 30 pl'uﬂ.
Thei gian quang cdo (advertisement time to live) duge do bang cac bude nhay
(hop) la s6 router ma quing céo c6 thé di chuyén qua (né nhdy ta rouler nay
dén router khac) truse khi chﬁnq ki logi ba khéi msl router. D&i vai hdu het cac
mgng nhd, cdc xdc Idp a&vephsemenf periocl vd adverlisement time fo live mdc
dinh lam viec tat. Neu l:qn 'hdq eding mgl s dich vy Jcmq gdp lruc tegc khi ket
n&i vai mal dich vy ndo de, l:qn 6 1he fang sd buéc nhdq cho xéc |6p fime to live.

3. M@ trang cdu hinh Port Forwarding/Port Triggering

Chon link hoac lénh Port Forwarding/Port Triggering trén trang cau
hinh clia router (nhing 1&nh nay co thé nam trén cac trang riéng biét
trén mot sé router, do dé ¢é thé ban phai chon Port Triggering, quay
trd vé 1&énh/danh sach cdu hinh va sau dé chon Port Triggering dé

truy cap ding céc trang) dé mé trang cau hinh Port Forwarding/Port

Triggering.

M@ trang ciu hinh Port C#u hinh Port
Forwarding/Port Triggering

Forwarding

4. Cau hinh Port Forwarding
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Cau hinh Port Forwarding cho mét dich vy dugc cung cap bdi mét
may tinh trén mang, chon dich vu 1 danh sach x8 xuéng Service
Name. Céc dich vu ma cac router cung cép cé thé khac nhau nhung
tat ca chung déu liét ké cac dich vy thudng dugc sl dung, chang
han nhu FTP hoac HTTP, va cac game online phé bién (chang han
nhu Age of Empires (1t Microsoft) va Quake (tU ID Software). Sau dé
nhap octet sau cting (s6 cudi cung) cla dja chiIP cho may tinh cung
cép dich vu. Hay nhd, ban co thé su dung Iénh ipconfig trén mot
may tinh dé xac dinh dia chi IP cia né. Sau dé, nhap Add dé them
tén dich vu vao danh sach dich vu.

Né&u ban muén thém mdt dich vy tuy y, nhap nit Add Gustom Ser-
vice va cung cap tén cla dich vy, cac s6 cdng dau va cudi dé md
(d8i vdi mét dich vu chicd mét sd cong, nhap s6 nay dudidang céng
dau va edng cudi). Giao thde van chuyén cho dich vu (TCP hoac
UDP hoac ca hai) va dia chi IP clla may tinh trén mang s& cung cap
dich vy. Sau dd nhap Apply. Ban sé& dugc dua trg vé trang cau hinh
Port Forwarding/ Port Triggering. Cac dich vu ma ban da them xuat
hién trong danh sach dich vuy.

Ban cé thé chon nhing dich vy khac tu danh sach dich vy thém cac
dich vu tuy y khi can thiét. Hay nhd bat cd lic nao ban cau hinh mot
may tinh d& cung cdp mot dich vy va sau dé cau hinh router dé cho
phép mo6t cdng md truy cép dich vy dd, ban dang lam anh hudng tdi
sy an ninh trén mang. V& cd ban, Port Forwarding cung cdp mot ndi
k&t 8n dinh va nhat quan cho mét céng cu thé ma c6 thé dudc sU
dung dé xam nhap mang.

T'HU{ THMAT: Ban cé thd xda hodc chinh sua maét dich
vu md ban d5 thém vao danh sdch dich va. Cheon dich vy
va sau 498 nhdp nit Delele Service d€ xéa dich vu ra khdi
danh sdch, nhdp nut Edit Sevvice 48 thay A8i cdc tham s6
dfck vu ckd‘lhs la\qn nhu sd¢ cé"ng va giao thite van c[«\uyﬁ)r\
cho dich vu.

5. Chon Port Triggering

D& cau hinh mat dich vy cho Port Triggering (chdng han nhu mét
game nhiéu ngudi chdi chay trong cac may tinh dugc néi mang),
chon Port Triggering trén trang cau hinh Port Forwarding/ Port Trig-

gering. Hay nhé rang Port Trlggenng tam thdl m& chi motcong trong
khi Port Forwarding cung c&p su ¢6 s&n dn dinh han clia mot cdng
md. RO rang port triggering 14 mot cach an toan han dé cho phép
truy cap mot c6ng trén mat may tinh cung cap dich vu.
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Chon Port Triggering.
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B Thém mét dich vu Port Triggering

6. Thém mét dich vu Port Triggering

Ban da thdy mot sé céng dugc cdu hinh dé kich khdi trén router
chéng han nhu dich vu dién thoai Dialpad Internet va Starcrafft. Nhiing
céng nay dugc kich khdi bdi vi ching la cac cdng dugc sl dung bdi
céc dich vu choi game phé bién nhat trén cac mang gia dinh. Danh
sach thay ddi tii router nay dén router khac va cing phu thudéc vao
khi nao ban da mua router. D& thém mét dich vu vao danh sach port
triggering, nh&p nat Add Service.

Nhap
il théng tin
dich vu

7. Nhap théng tin dich vu

Trén trang Port Triggering Services (hodc mét trang tuong tu trén
router), ban dugc yéu cau nhap thong tin lién quan d&n dich vu chéng
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han nhu giao thic van chuyén dugc sii dung (TCP/UDP) va céng
dugc s dung bdi dich vy (thudng [a mdt game truc tuyén). Tatca
thdng tin ma ban can d& cau hinh mat dich vu cho port triggering ¢
san trén website clia nha san xut game hoac dich vu. Théng tin
dugc y&u cdu d& c&u hinh mét dich vu mdi port triggering nhu sau:
& Service Name: Dy Ia tén cda game.

& Service User: Tuy chon mdc dinh la Any (nghia 13 bdt cu nguoi
nao trén Internet c6 thé truy cdp game cua ban trén may tinh
mang) hodc ban co thé chon dia chi U danh sdch x& xudng
Service User. Sau do ban nhap dia chi IP cda ngudi ding dich vu
(ngudi sé& két ndi vdi may tinh) trong cdc hdp dia chi

¥ Service Type: Chon giao thic vdn chuyén cho dich vu (TCP
hodac UDP).

¥ Triggering Port: Diy Ia c6ng ngoai bién cho game. Ban cé thé
nhdn dugc céng ngoai bién cho game tu tai liédu game hodc
website game.

Router ldng nq|1e c6nq ngoqi bien d6 tim luu |Uan 10 may tinh choi game cia

lx;n, Lhi nd pi'udf hién 37} fruqé‘n da |iéu, né mé ra cé'nq nGi l:ié‘n de cho p‘\ép qioo
hép ta méy tinh ben ngodi mgng.

— — — — et —— —— — e — T —— —— — A — — N ——— —— — G ——— — —

B Connection Type: Day la giao thuc van chuyén duoc sU dung
cho néi két ndi bién. Chon UDP, TCP hodc ca hai (UDP/TCP).
Théng tin nay co sdn trong tai liéu hodc website cia game.

& Starting Port: Nhdp céng bat ddu cho day s6 c6ng sé dudc mé
trén router cho luu lugng néi bién. Thdng tin ndy ¢d san trong tai
liéu cta game hoac trén website.

& Ending Port: Nhdp cong két thuc cho day s6 céng sé dugc mé
trén router cho luu lugng ndi bién. Néu game sir dung chi mot s6
céng , nhap s6 nay trong Starting Port hodc Ending Port.

Nh&p Apply. Dich vy mdi dugc thém vao danh sach port triggering trén
trang Port Forwarding/ Port Triggering.

Ban c6 thé thém dich vu khac vao danh sach port triggering khi can thiét
bang cach 1ap lai cac budc 5dén 7.
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Chuong 9

TAN DUNG CAC
HOTSPOT KHONG DAY

LA LL L R TR R R
Trong chudng nay, ban s hoc nhitng digm chinh sau diy:
& 59. Ban vé cdc Hotspot khéng déy
& 60. St dung Web dé dinh vi cdc Hotspot
& 61. Xac dinh cdc Hotspot WiFi va két néi
& 62. Tinh chinh cac tham sé ndi két Hotspot
B 53. Ban vé Wardriving

e 060 000000 UEGOGODIE ST OOGOUT I IS SOIOGOPOEOPOOSEOSPQECTSIOIPBPDBETDBS

iéc s6 htu mot may tinh notebook cd tinh ndng WiFi sé cho phép tan

dung 16i da cac nha hang, tiém ca phé, khach san va nhitng doanh

nghiép khac vi day la nhiing ngi thudng cung cap cho khach hang sy
truy cap mién phi Internet théng qua mét Hotspot khang day. Chuang nay sé
xem xét cac hotspot WiFi 1a gi cach tim ki€m va k&t ndi chung.

59. Ban vé cac Hotspot khong day

Trude khi ban bit dau Xem thém
32. Ban vé viéc cau hinh Adapter khéng day Muc 63
Muc 76

Sy truy cap cong cdng dén Internet thédng qua hotspot da trd thanh mot
cong cu 1iép thi cho nhitng doanh nghiép va la mét thanh phan quan trong
cha quy hoach dé thiva néng thén. Mac du nhi€u ngudi trong ching ta tan
dung cac hotspot WiFi trong cdc tiém ca phé va khach san (mot hotspot la
mét doanh nghiép ho#c co s& khac cung cap ndi két "cdng cong” dén Internet
thong qua mot access point WiFi), nhung cac mang WiFi dugc xay dung cho
toan bd cac thanh phé chdng han nhu San Francisco ciing dugc thuc thi trong
cac day nui Appalachia 8 ving néng thon bdi cac co quan philgi nhuan.
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D6ivaitinh cd sdn cha cac hotspot WiFi, nhiéu doanh nghiép bay gid cung
cép su truy cap khong day mién phi dén Internet. Tt ca nhitng gi ban phai
lam (& khdi déng may tinh notebook ¢é tinh nang WiFi trong pham vi gidi han
ctia doanh nghiép va két néivdi access point thdng qua WiFi.

THUAT NGU CHINY

Hotspot. Mot diém két néi voi Interner duoc cung cip boi mot
doanh nghiép hodc co sd khic. Diém két néi thuong [a mor router
WiFi hodc access point dugc cung cip bdi mot doanh nghiép cu thé
ching han nhu mér tiém ca phé hoic khach san.

Mbt s6 doanh nghiép cung cap sy truy cap “hoan toan mién phi' d&n Internet
thong qua mdt hotspot WiFi; nhing doanh nghiép khac doi hoiban dang ky
mdt nha cung cap cu thé dé sif dung hotspot trong cac cd s& clia ho hoac tra
tién cho dich vu theo gid (cac tiém ca phé Internet thudng tinh phi cho cac néi
k&t WiFi). Vi dy, Starbucks ddi hdi ban dang ky dich vy Hotspot T-Mobile néu
ban mudn k&t ndivai Internet trong khi nhdm nhap ly ca phé.

Tai nguyén Web

http://www .starbucks.com/retail/wireless.asp.

Khaéng phai moi dia diém Starbucks déu cung cap cac ndi két WiFi. D& biét
thém thong tin vé Starbucks, dich vu hotspot T-Mobile tai Startbucks, va mot
b6 dinh vi A8 tim cac vi tri Starbucks cung cap website, hay di d&n website
nay.

R rang, mét s6 doanh nghiép cung cap sy truy cap WiFinhu (a mot vu dai
cho céc khach hang clia minh va st dung nai két WiFi Jam phuaong tién dé
dua banvao clia sao cho ban sé mua san phdm ma ho ban (chéng han nhu
mot phong khach san). Nhiéu khach du lich kinh doanh mong dgi cac khach
san cung cdp cac hotspot WiFic6 cac néi két Internet tdc dd cao. Cac khach
san cung cap hotspot WiFi thudng ding phugng phap bao vé bang password
dé€ ngan nhitng ngudi bén ngoai khach san ngén h&t tat ca bang théng WiFi
van danh riéng cho cac khach hang clia khach san. Nhiing ngudi & khach
san dugc cung cap mottén dang nhap ngudi dung va password hang ngay
dé& ho cé thé k&t ndi vdi hotspot WiFi.

Tuy nhién, nhiéu doanh nghiép khong doi hdi mdt sy (Jogon) d& két ngivai
WIiFi. Ban c6 thé divao co sd, mua phan com trua cla minh va k&t néi véi
hotspot WiFi bang viéc cho phép adapter WiFi cla ban phat hién tin hiéu
khong day gan nhat (va manh nhat), Nhu ban biét, cac access point WiFi
(chAng han nhu cac access point dudc [Ap sdn vao cac router WlFl) cung cap
mot pham vi hoat ddng han 100 feet, do do ban cé thé that sy dé xe trong khu
viic d8 xe clia mdt doanh nghiép cung cap hotspot WiFiva k&t ndi ma khdong
divao doanh nghiép ho&ic mua mét thi nao dé. Lan nita cdc hotspot WiFido
cac doanh nghiép cung cép dugc xem Ja nhitng céng cu ti€p thi, do d6 néu
ban cam thdy cé 16i, ddi khi ban c6 thé mudn hoan tra cho doanh nghiép
b&ing cach mua bat cu nhiing gi ma né ban.
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Cac tdc do ndi két Hotspot |

Khi ban st dung mdt hotspot WiFi dé két ndi vdi Internet, ban c6 thé ngac
nhién trudc thdng lugng that sy ma ban dugc cung cdp. Hau hét cac adapter
WIiFi 802.11g cung cap mot tdc do ndi két tiém nang la 56Mbps; mot s6 adapter
n&iti€ng cung cdp cac téc dd nbi kétcé thé cé 1a 108Mbps. Trén mang WiFi
gia dinh clia ban, ban cé thé nhan ra cac téc d6 t8i da néu ban cé mét router
cho phép t6¢c d6 két ndi la 56Mbps trd lén.

Tuy nhién, ban sé thdy r&ing cac hotspot WiFi cung cap it bang thong hon
nhiéu bdi vi muc dich ctia hotspot Ia k&t ngi véi Internet cht khéng phai cung
cép bang théng dé ndi mang cuc bd.

4 Wireless Network Connection 2 Status

Genetal  Suppont

Connectnn
Céc hotspot khéng nhat T SO 1., oo
thiét cung cdp cho ban skt olig
thong lugng t8i da von c6 Speed 11.0Mops
thé dugc nhéan biét béi Signal Shangth il

adapter WiFi.
Activly
Sent .ﬂﬁ Received
._ [T
Packats 204 (]
'T [ Provsties } [ Dusba .} [ ViewwhdemNewots ] |

Clne

Tham chi 10 (t6c dd cho mdt ndi k&t 802.11b) hoac 11Mbps la qua muc
cén thiét d&i vaitdc dd ndi két néu ban nghivé nd, bdivitoan bd van dé cla
ndi k&t WiFi la truy cap Internet. Tham chi néi két Internet nhanh nhat hiém khi
vugt qua 700Kbps, do dé néi két 11Mbps that sy nhiéu hon mic dé tan dung
ddy di bang théng clia ndi két Internet ma hotspot cung cép.

An ninh hotspot

Bdi vi nhiéu hotspot cdng cdng cung cép cho bat cl ngudi nao sy truy cap
Internet, cho nén an ninh clia dit liéu trén mot ndi két nhu vay cé thé la mot
vén dé. Néu ngudi nao dé cling dugc néi két vai hotspot dang gidm sat mang
b&ng cach st dung phdn mém nghe Ién nh&m thu thap cac gdi dir liéu, ban
c6 thé truyén phat thong tin quan trong vao tay clia nhitng ngudi s& st dung
né khéng cho muc dich t&t dep gica. _

Ghé tat vao mot dia diém phuc vy com trua cé cung cép hotspot va an biia
com trua trong khi trd hda don tryc tuy€n trén Internet thi cuc ky théa dang.
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Tuy nhién, dif liéu ca ban cé thé di chuyén trén mang WiFi khéng dugc bao
vé. Cac hotspot WiFi khéng nhat thiét cung cdp bat ky chlén luge ma héa
hoéc an ninh.

Do dé, sy that la ban nhan duqc nhUng gi ban tra tién. Cac hotspot yéu
cu tra tién cho dich vu chéng han nhu ndi két T-Mobile thudng thay trong
nhiéu tiém ca phé Starbucks tan dung su xac thyc ngudi dung (user authen-
tication) va giao thic an ninh WPA. N&u ban khéng can phai tra tién dé truy
cap hotspot, hay gia dinh ndi két khéng an toan va su dung ndi két Internet
cia ban théng qua ndi k€t d6 mdt cach thich hgp. Trong hau hét cac trudng
hgp, khi ban thiét lap mét ndi két véi mot mang WiFi khéng an toan, mat
théng bao md ra cho ban biét ring ndi két WiFi khéng dugc bao vé an toan,
két néi ma ban than ban phai ganh I&y moi ri ro.

Mot van dé an ninh tiém &n khac khi ban st dung cac hotspot céng cong la
nhiing xac lap trén may tinh cla ban lién quan dén viéc chia sé file va may in.
Né&u ban chia sé céac file va may in trén mang gia dinh cGa ban, dich vu File
and Print Sharing for Microsoft Networks sé dugc mé& trén may tinh cba ban.
Do d6, bat ky ngudi nao k&t ndivai cling mot hotspot khi ban cé thé duyét tim
cac may tinh dugc két ndi va cd truy cap bat ky folder chia sé trén cac may
tinh dugc két ndi véi nd. Ban nén tat dich vu File and Print Sharing for Microsoft
Networks trén may tinh khi ban sif dung cac dich vu cdng cong dé két ni véi
Internet. Xem muc 40 dé biét cac budc dé mfmét dich vu nay

-&- Lu(. al Mu (onﬂl.r.laon Propemc,

Geneal Mmmm Advanced

Connect usng
Tat dich vu File and Print W KV ovos IE itrling B
v _C ]
Sharing for Microsoft -

Networks khi bi-_ll"l Sl} dl}“g Thia connecton usés the [ollawing iterms

. . . il B Cherd Ice Microsoll Metwork: ~
cac F'l? and Print Sharing S Fils and Frirker Gharing lor Miciosolt Networks
for Microsoft Networks ¥ B\ vaxe Birdge Protocol
e M as e " v
WIFI. .‘_. oS Packel ScM‘lkm‘ .
(et ] [ Urestat |
Drerciphion

Alioves othei computers Lo Accast 1830UICES ON youl COMpder
usng a Miozolt netwark

(] Show ieen in nolication area when connectad
[2] Notily me when this connection has hmited or no connectnaty

| Ok Cancel i

Neu ]:oqn pl‘ldi lign l_ldnl'l céc giae c||c]1 vt‘]_iruq‘é_n da Iiéu quan frgng khae tren cac
hotspol céng c6ng, bon cé thé xem xét mal sén phdm phdn mém gitp bdo vé an

toan da li¢u cdo bon, Cé mét s6 sdn pl’:d‘m tren thi truong. Vi du, ki€m tea
https//www.jiwire.com/spotlock.him. JiWire cung cdp mél sdn phém an ninh
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Wifi 6 ten ls Spotlock, vén ms hsa da ligu di chuyén quo loi may tinh khi ban
sd dyng m6t n6i ket holspot Wifi cong c6ng.

60. Sii dung Web d& dinh vi cic Hotspot

Trudc khi ban bit dau

59. Ban vé cac hotspot khéng day

Ban c6 thé si dung Web dé dinh vi cac hotspot WiFi trong khu viic cua
ban. Viéc tim ki&m truc tuyén trudc khi rgi khdi nha sé loai bd nhu cau lai xe
xung quanh dé c8 két ndi vdi cac hotspot. Né cling cho ban biét cac hotspot
"cdng cdng" ¢b san thay vi cac hotspot v&n & cac mang WiFi riéng khéng
dugc bao vé. Cac hotspot ma cac quan ca phé, khach san va nhitng doanh
nghiép khac dugc thiét k& dé giai quyét nhiéu két nditrén cac mangctia ho.
Cac mang WiFiriéng khéng dugc bao vé chimd rong cho ndi két bdi vi mang
da khéng dugc bao vé an toan bdi nha quan tri mang. Cac hotspot cong cong
mong dgi ban két ndi; cac mang riéng khdng an toan khéng mong dgiban két
ndi (va ban khong nén két ndivdi cac mang riéng khdng an toan ma ban phat
hién; viéc 1am nhu vay thi khéng ding nguyén tic va cé thé bat hgp phap
trong mét s8 truagng hop).

Bdi vi cac trang tai nguyén liét ké cac hotspot dudng nhu dén va ditrén
web, ban nén dinh ky tim ki€m b&ng cach sif dung bé may tim kiém ua thich
dé dinh vi cac danh sach hotspot cap nhat nhat trong khu viyc clia ban hodc
trong mot khu vyc ma ban sé ghé tham hoéac di qua.

1. Tim kiém cac hotspot WiFi

Mé& trinh duyét Web va dinh hudng sang trang tim ki€ém ua thich.
Nhap tu tim kiém hotspot WiFiva chay cudc tim kiém.

2. Chon link hotspot List

Mot s8 két qua sé dugc liét ké khibantién hanh tim kiém. Nhadp mét
trong cac link dé truy cap tai nguyén dé. Vidy, ban cé thé chon két
qua tim ki&m cho http://www.wififreespot.com/.

2. Chon mot tiéu bang

Hau hé&t cac website cung cdp mot danh sach cac hotspot WiFi sé
cho phép ban xem cac hotspot theo tiéu bang hoZc ¢ thé cung cap
mét bd may tim ki€m nh&m cho phép ban tim kiém theo tiéu bang va
thanh phé. Trong trudng hgp cla site www.wififreespot.com, nhap
mot ti€u bang cu thé trong danh sach dugc cho.

3. Truy cap danh sach Hotspot dia phudng
Cac holspot dia phugng dugc chon thudng dugc liét ké theo thanh
phd. Vidu, ban c6 thé cudn xuéng danh sach cac hotspot trong ti€u

bang Maine va xem céc hotspot trong thanh phé Portland, ME. That
khéng may, hau hét cac danh sach hotspot cung cap chivi tri cla
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hotspot va thudng khdng chiia thdng tin vé chinh hotspot (ching han
nhu viéc_né'i k&t WiFi co dugc bao vé an toan hay khéng va viéc ndi
kétla mién phi hay tinh phi).

Néu ban khéng cam thdy website da cung c4p mét danh sach day du
hodc ban mudn xem nhiing kh& nang khac, hay sl dung nat Back cua trinh
duyét dé quay trd vé danh sach tim ki€m ban dau va bat dau lai tién trinh.

60. Str dung Web dé dinh vj cdc Hotspot
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61. Phat hién cac hotspot WiFi va két ndi

Trudc khi ban bat dau

59, Ban vé cac hotspot khéng day *

60. S dung Web dé dinh vj cac Hotspot

Sau khiban da st dung Web dé dinh vi cac hotspot WiFi trong khu vuc clia
ban (hoac trong motthanh phé ma ban du dinh ghé tham), ban c6 thé that sy
di d&n mot vi tri hotspot cu thé va két ndi véi mang WiFi va Internet.

Khi ban c& két néi vdi mdt hotspot bang may tinh notebook c6 WiFi, ban co
thé ngac nhién khithay rng ban that sy phat hién nhiéu mang WiFi hon ban
mong dgi. Diéu nay thudng ding trong nhitng khu vyc dé thilén, nci moét sé
khach san hodc toa nha van phong dugc dat khit trén mét con dudng thanh
phd. NEu ban d&i méat vdi tinh huéng hanh phtc la phat hién nhiéu hotspot
mang WiFi, ban cé thé chon mang ma ban muén két néi.

Gl b
Néeu bgn H‘lﬁnq muén kéo lé theo 1up‘|op cdo bon dé phdi hign céc ‘\oisput, cdc
dich vy khac c6 sdn 3@ phat hign cac hotspot WiFi. Vi dy, bat ky Palm cé linh
ndng WiFi l'uoc‘.lc may ha trg ca nhéan Iu] |hudi s& (DDA) khée co the auqc sud
clunq d¢ néi magng WiFi. Neu bgn “‘Iﬁl‘lq muén 1rd lidn cho met thigt bi xach lay
c6 WiFi, ban cé thé mua met be d6 WiFi o gid Hwﬁnq qud $50. Vi du,
Kensington WiFi Finder Plus c6 the dugc su dyng d¢ phst hien céc nai ket

WiF_i va ¢b gid khodng $30. D¢ bLiet them théng lin vé céc may tinh xéch fay
va méy dé WiFi, kiém tra www.handlops.com.

61. Phat hién cac Hotspot WiFi va két néi

 Md phéin
mém WiFi
Adapter
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B} Chon mang
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ﬁl ndi vi mang WiFi

1. M& phdn mém WiFi Adapter

Nhap phai biéu tugng adapter WiFi trong System Tray va chon Open

tlr menu nglr cAnh. Phan mém clia adapter WiFi hoac Windows Wire-
less Connection Monitor md ra.

. Quét dé tim cac Hotspot c6 sdn

Nh&p nat Scan (hoac chon mét Iénh tudng ty) d€ yéu cdu adapter
quét tim cac mang WiFicé sdn. Cac két qua xudt hién trong clia s6
phan mém clia adapter WiFi.

Cac hotspot mién phi va ludn c6 s&n néu ban két néi khdng cé xac
lap an ninh. Do d6 bén dudi cot Security, ban'sé xac lap None. Néu
mot mang xuét hién trén danh sach Scan va liét ké WEP hodc WPA
nhu la xac lap an ninh, diéu nay c6 nghia ring la ban sé can khéa an
ninh chia sé hodc passphrase dé két ndi vdi mang. Sy hiéndiéncla
an ninh WEP hoac WPA thudng cé nghia rang day l1a mang riéng an
toan. Tuy nhién, trong trudng hgp clia cac hotspot cdng cdng an
toan chéng han nhu cac hotspot T-Mobile tai cac tiém ca phé
Starbucks, ban th8y mang dugc bao vé an toan bAng WPA. Khiban
dang ky T-Mobile, ban dugc dang ky tén thong tin va passphrase dé
cau hinh may tinh WiFi két ndi véi may tinh. Do dé mac du T-Mobile
cung c@p mot hotspot cong cdng cé sdn tai mot sé dja diém, nhung
né that sy 1a mdt mang riéng ma ban phai dang ky dé sit dung.
Kénh ma ban dugc két nbi cling xuét hién trong clta s Scan khi
adapter WiFi quét dé tim cac ndi két, né duyét qua tat ca kénh WiFi
c6 sdn. Mac du that tha vi khi biét kénh nao ma ban dang lam viéc
trén do, nhung xac lap channel (k&nh) dugc diéu khién bdi access
point WiFi.

3. Chon mang WiFi
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Danh sach cac mang WiFi dugc phat hién cling sé cung cép kiéu an
ninh dudc st dung bdi mét mang cu thé va cudng dd tin hiéu cla
hotspot d6. Chon mang ma ban mudn két néitrong trudng hop nay
la mét hotspot céng cdng khéng an toan. Mac du ban cé thé rat
mudn k&t ndi vdi mét trong cac mang khéng an toan khac vén cung
cap moét tin hiéu manh hon, nhung ban nén dé yén cac mang "riéng"
khéng an toan va k&t ndi vdi hotspot WiFi dude cung cap bdico 58
ndi ban dang dung.
4 K&t ndivdi mang WiFi

Nhap nut Connect hodc chon mét lénh tuong tu dé k&t nai véi mang
WiFi dugc chon. Cac xac lap mdi cho néi k&t chang han nhu tén
mang WiFi (kénh va thi€u cac xac |ap an ninh) s& dugdc hiéu lyc hoa
(ban khdng can phailam bét cur diéu gi d& hiéu luc héa nhiing xac
lap ndy) va sau dé két ndi sé trd nén cé san. Bay gid ban cé thé lugt
Web hodc s dyung céng cu Internet khac chéng han nhu email khi
can thiét.

62. Dieu chinh cac tham sé néi két Hotspot

Trudc khi ban bat dau

59. Ban vé cac hotspot khdng day

61. Phat hién cac hotspot WiFi va k&t ndi

Ban ¢é thé thady cudng dé tin hiéu va chat luong néi k&t clia mat hotspot
WIFi it ly tudng han. Cudng dé tin hidu c6 thé thay dditrong khoang thai gian
két ndi phu thudc vao bao nhidu ngudi dung khac dang két ndi vaéi hotspot.

Gl i
Rat o kha ndng [)qn da E!in"n vi rouvler WiFi gia dinh cda l)qn va thiet |:>i khac
3¢ auqc mél néi ket va cuong 36 tin hisu khi Bqn ket néi vai mqng W.Fi qia'
dioh. Bon sé thay the qisi cio holspol Wi kheng lg tuéng nhy msi trudug gia
dinh cda ban. Cac fin hicu hofspoi Wifi ¢ 1he yéu vo tham chi co the ngdt ndi

ket trong khi bgn aanq online. Hl‘ndnq didn ds c]\unq quy la ‘)qn nhdn duge
nhang qi bgn ted tign va nhidu holspot hoan todn mign phi.

Ban ¢6 thé tinh chinh mat s x4c 1ap néi k&t WiFi dé tang tdi da mot noi két
yéu. Tuy nhién, hay luu y mot sb xac 1ap nang cao cho mdt ndi k&t WiFicling
c6 th& lam cho néi két bj hang. Sau day 1a nhiing xac |ap ma ban ¢é thé tinh
chinh (néu ban ¢an than).

& Power Saving: Néu ban sd dung mdl laptop bédng ndng luong
pin, ban nén md tinh ndng Power Saving ctia adapter. Diéu nay
Sé giup bdo toan viéc sU dung ndng luong cla adapter va do do
duy tri pin cua laptop. Trén adapter USB Netgear WG111, cédc tuy
chon 1iét kiém dién cé thé 1a Off, Maximum hoac Dynamic Xéc
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fap Maximum tuong duong nhu adapter luén md; xac lap dy-
namic cho phép md va 1it ché do tiét kiém dién. Ban nén su
dung xac 1ap dynamic chi trong nhidng tinh huéng ban biét pin
laptop ciia ban yéu.-Déi khi viéc st dung xédc ldp dynamic co thé
khién cho adapter rdi ndi két.

& Preamble: Preamble la dong bit dudc géi 8 ddu mot cubc trao
déi két ndéi gida adapter WiFi va mét két néi access point WiFi.
Ban c6 thé xac lap chiéu dai preamble sang Auto, Long hoac
Short. Néu ban mudn cé lam cho mot néi két tré nén ddng tin
cady hon (két néi cé thé bj lam rdt bdi adapter, do dé viéc lam
cho chung dang tin cdy hon sé giup loai bé viéc mé&t két ndi)
hodc ¢6 dugc thém mdt chut pham vi hoat déng U adapter Wi,
chon preamble Long. Dé tinh chinh hiéu sudt trén mdt néi két,
chon Short (mét preamble ngdn c6 thé mang lai hiéu sudlt truyén
16t han, nghia 1a toan bé téc do truyén cé thé dugc tang cho ndi
két). Chu y viéc thay déi xdc ldp preamble cé thé vé hiéu héa
moét ndi két hién ¢6.

B Transmit Rate: D6i véi mét adapter WiFi 54Mbps, t6c dé truyén
c6 thé dugc xac lap gida 1Mbps va 54Mbps. Trong trudng hop
nay, hdu hét cdc xdc lap nén dé tai Auto. Tuy nhién, néu co
nhiéu access point trén mét khu vuc nhd, ban co thé thdy su
nhiéu khi cé két ndi vdi mdt hotspot dia phuong. Viéc gidm téc
dé truyén co thé gidm di su nhidu, nhung né ciing cé thé giam
hoat déng cua adapter WiFi.

Cac xac lap khac dugc tim thay trong hop thoai Advanced Settings cho
adapter WiFi nén dugc dé tai cac gia tri mac dinh cla chu ng. Viéc thay dd
nhiing xac lap nay sé& khéng thay déi cac théng sé hiéu sudt hodc pham vi
hoat déng.

T-Hlj THMJ&T: Cdec xdc |c’_ip pewer-saving, preambTa va
Hansfew rate cé thé duac 9|r\i nhdn mdét cdch khdc nhau
phu thudc vao adapter WiFi ma ban st dung. Cdc xdc lap
dugec 1thdo ludn & day la nhang xdc lap duoe cung cdp cho
adaphe.v USB wireless G chgeav WAa141. Hc‘\y chde chdn
ban doc tai lidu di kém adapter WiTFi trudc khi thay ddi bai
kx‘ xdc Iép "V\dr\g cao'.




184 Chuong 9: TAN dyng cAc HorSpor khéng dAy

62. Diéu chinh céc théng sd n6i két Hotspot
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1. M& Advanced Settings

Nh&p phaibiéu tucmg adapter W|F| 1rong System Tray va chon Open
tt menu ngit cadnh dé md clta s cdu hinh cla adapter. Nhap nat
Advanced Settings d€ m& hdp thoai Advanced Settings (Iénh nay
thay déi giita cac adapter khac nhau).

2. Xac lap cac thiét 1ap Power Saving (tiét kiém dién)

TU danh sach x8 xuéng Power Saving, chon Maximum hoac Dy-
namic. Xac lap méc dinh la Off. Xac lap Dynamic tiét kiém cho ban
nhiéu dién nhat nhung cé thé khién cho adapter ngét néi két khico
nang lugng pin rat thap.
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3. Cau hinh Preamble

Xac dinh hop x8 xuéng Preamble. Xac lap mac dinh 1a Auto. Néu

ban mudn tAng pham vi hoat ddng clia adapter, thay déixac lap nay

thanh Long. N&u ban mudn tinh chinh hiéu sudt, chon Short.
4.Giam Transmission Rate (18¢ d6 truyén)

Xac dinh danh sach x8 xuéng Transmission Rate. Xac iap mac dinh
la Auto. NEu ban muén tinh chinh néi k&' véi mét hotspot (vi du, néu
ban da bi ngat ndi két do sy nhiéu, ban cé thé giam téc dé truyén dé
giam disu nhiéu cyc bé. Di xuéng mbi1an mot lya chon menu (vi duy
tl 54Mbps xudng 48Mbps) bai vi viéc gidm téc dd truyén cling giam
di pham vi hoat dong clia adapter.

Sau khi diéu chinh cac xac lap nang cao, nhdp OK dé quay tr§ vé
clia s8 cau hinh chinh.

5. Ap dung xac lap vao cau hinh Adapter

Nhap nit Apply trong clra sé cac xac lap adapter chinh dé ap dung
cac xac lap nang cao mdivao cau hinh clia adapter WiFi. Néu ban
thdy viéc tinh chinh cdc xac Yap da khéng that sy gidi quyét bat ky
van dé ma ban da gip phai, hay quay trd vé hop thoai Advanced
Settings va thif cac lya chon khac. Ban cé thé quay trd vé gia trimac
dinh néu can thiét,

T‘HU"l T‘HMAT: Né&u vige tinh chinh b4t ky xde lap ndng
cao cho adapter WiFi gay ra cdc sy c8 k&t n&i, hdy trd vé
hép thoai Advanced Settings va chon nat WUse Defaulf (hod
1€ nh tuong tu) d€ quay trd vé cdc xdc ldp ndng cao mdc
dinlh cda router.

63. Ban vé Wardriving

Trudc khi ban bat dau Xem thém
59. Ban vé cac Hotspot khdng day Muc 76
61. Phat hién cac hotspot WiFiva két ndi

Vdingay cang nhi€u mang WiFi cdng céng va tu nhan online, nhiing nguéi
dam mé may tinh da b4t dau dinh vjva sau d6 anh xa céc ndi k&t WiFi khong
an toan. Tién trinh nay dugc goi la wardriving, vé co ban c6 nghia la mot
ngudi nao d6 lai xe xung quanh thanh phd hoac thanh thj véi mét may tinh
laptop dugc bat wireless dé c& tim ki€m va két ndi v3i cac mang wireless
khéng an toan. Cac wardriving thudng trang bi cho phuong tién cla ho mét
anten khéng day ngoai d€ gilp dé dang tim cac hotspot khdng day. Mot thiét
bi Global Positioning System (GPS) xach tay clng thudng dugc su dung dé
gitp lap ban dé (map), cac ranh gidi that sy hotspot, lam cho viéc st dung
hotspot sau nay trén Internet trd nén cyc ky dé dang.
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Gl b
Trong héu hét cac truang hop, néu mgt mang khang an toan duoc phat hign bai
odopfw WiFi, an ¢ b the ket ngi Vi né. K;:ﬁnq an fodn, nql‘nio fs cac access

poini WiFi l(l'nﬁnq al ({qnq sy an ninh WEP I'lodc WDA. Trunq mot s& lmldnq

|'u;5p cac holspof ¢6 1hé sa c]unq sy an ninh thi cfp vén ds hai mot ten ddnq nl'nﬁp

va password khi ban & sd dyng nsi ket khéng an tosn d¢ duyet Web. Trong
trudng hop cda cc hotspol khéng an toan hosc cac mang WiFi cy the duge hm

thay baing csch sa dyng mst tign Irinh quét adapter WiFi c6c mong an todn
c‘\dnq |\Qn |||1U mét l’\osipoi T-Mol)ile {9 mét tigm co pl’\é Siurl:)uclt 5@ cl‘lo ||\6'L|

mqng Js auqc bde vé an lodn (vi Au cdc Lq by WDPA <& xust hién fronq cot
\Securifl.] .wHinq CIIU maqng Eluq(_ plnéi hién).

—_— e —— e — — —_—— e ——— e — — — o —_——

TRHUAT NGU CHING

Wardriving. Tién trinh ldi xe khap thanh phé” vdi muc dich nhin
biét va Iip bin db cic hotspot WiFi khéng an toan.

Wardriving da trd thanh mot mét nhat thdi dén ndi nhiéu ngudi tham gia dé
¢8 dinh vi cac hotspot khéng day khdng an toan. Nhiing ngusi c6 thu dam mé
nay tim ki&€m su truy cap Internet mién phiva sén sang chia sé théng tin vé
cac hotspot dudc 1ap ban dé véi nhitng wardriver khac 1én mét s& site trén
Web. M6t s8 wardriver hoac war walker (nghfa la ban di bd thay vi lai mat
phuong tién dé€ phat hién cac hotspot) s dung mét hé thdng cac dau phan
trén via hé dé danh dau cac tdoa nha cé sy truy cap khéng an toan va céng
cong dén Internet théng qua mot hotspot WiFi. Tim mét hinh tron ¢é chit W
bén trong dé dinh vi mot hotspot da dugc danh ddu b3i mot war walker.

Van dé véiwardriving la né sin sang nhan dang cac mang WiFikhéng an
toan. Piéu nay c6 nghia vé co ban, cac hacker da dua ra mdt ban dé dudng
dan dén cac mang khéng day khéng an toan. N&u ban da khéng lam diéu
nay, m&i de doa ma cac wardriver ¢6 thé dinh vi mang khéng an toan clia ban
sé lam cho ban bao vé an toan mang WiFi, dac biét néu ban séng trong mét
trung tadm dé thi (ngi wardriving phé bién hon) véi giao thic WPA. Dé biét
thém théng tin vé WPA, xem muyc 76 va muc 78.

Cac wardriver biét rang cau hinh mac dinh cho mét access point lam cho
cuc ky dé ndi k&t vdi mdt mang khong day vén truyén phat SSID clia né ma
khéng si dung WEP hodc WPA dé bao vé an toan mang. Tham chi néu
khdng c6 su truyén phat SSID, cac wardriver c6 thé k&t ndi véi mét mang
WiFi khéng an toan bang cach sif dung SSID mac dinh cho cac access point
ph& bi&n khac nhau. Vi du, SSID mac dinh cho mgt access point dugc san
xU&t bdi Linksys ta linksys.

Ban c6 thé tim thay website ké ca cac hotspot khéng nhat thiét phai dugc
thiét k& dé sir dung céng cdng. Cac website khac lién quan dén wardriving
cung cap cac SSID mac djnh, cac password mac dinh va théng tin khac cho
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cac router WiFiva access point; vi du kiém tra http://www.cirt.net. Danh sach
nay cho thdy c6 315 nha cung cdp phan clng WiFiching han nhu cac access
point va router WiFi. M&i nha cung cép c6 cac SSID va password mac dinh
riéng clia no.

3 Default Passwor ds - Wicrosalt internet Exploves.

Fin Gt Ve Froetss ook hwp

Q= K e e - BLPS

S rolew ot o beibned i - I . ) o I | i
e e wnfpars st
L] &de by Seeponcale AdvwAli v i e se

DMigricion Eroeds Coyftaferce

Search Defundr Pasnvwide
N

A odlipaoe TF

Céc site wardriving ching han nhu www.cirt.net cung
cap cac SSID mic dinh va cic password mac dinh cia
phan ciing WiFi.

Do d6 trong khi cac wardriver néi rang muc dich clia wardriving | 1ap danh
muc cac hotspot WiFi cé s&n, nhung wardriving ciing cung cdp théng tin ding
dé truy cap cac mang WiFi da khéng dugc bao vé an toan. C6 sdn mot sé
céng cy hack dugc st dung dé giam sat luu lugng mang va cé pha vd su an
ninh clia cac hotspot WiFi. Hay tuyét déi bdo vé mang WiFicla ban khoi sy
truy cap trai phép.
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Chuong 10

BAO VE HE THONG
VA DU LIEU

@ 0 9 00 00 6T OB SOOGS0 OO DDGI IO OS TS OODELOSPESS eI
Trong chudng nay, ban g€ hoc nhiing digm chinh sau day:

& 64. Ban vé viéc sao ivu va phuc hdi dif liéu
B 65. Su dung Windows Backup Wizard

& 56 Su dung cdc tinh ndng Backup nang cao
B 67. Phuc hoi dd liéu dugc sao luu

B 68. Tao mot diém phuc héi hé théng

N 59. Phuc héi hé théng

l.....Q..‘............I..0..“......'..'...'.I.

B Ao vé dit liéu, nghia la cac taitiéu, hinh &nh va nhitng file quan trong

khéc, 1a mdt khia canh quan trong trong viéc quan ly mdt may tinh cho

du may tinh do dugc két ndi vdi mang hay khdng. B&i vi chia sé cac file
trén mdt mang workgroup [am tang kha nang mat file bi x6a dové y, ban nén
sao luu dy phong dii lidu quan trong trén may tinh. Sau dé, néu cod mot sy cd
hoZc di liéu quan trong bi mat, ban cé thé phuc hdi cac file dé.

Va bdi vicac file hé théng Windows ciing nhu céc file khac c6 thé bi hong
ho&c bi nhi&m virus, ban néntan dung t8i da tinh nang System Restore cla
Windows, tinh n&ng nay cho phép ban phuc hdinhanh hé théng néu né bat
dau bitryc trac. Chuong nay sé xem xét viéc sao luu dy phong va phuc héi di
liéu va s dung tinh nang System Restore.

64. Ban vé viéc sao luu dy phong va phuc héi dif liéu

Trudc khi bat dau

1. Ban vé méi trudng Windows XP
7. Nhén su trg giup trong Windows
60. Anh xa mot § dia mang
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Phuong phap hidu qua 1rtht dé bao vé cac file quan trong trén may tinh la
sao luu déu dan cac file nay. BAn sao luu clia mbt folder hoac 6 dia la mét file
nén co thé phuc héi sang may tinh néwcan thiét Ban cé the sao luu cac file
sang cac 6 dia khac nhau chanq han nhu mot ¢ dia Hash USB hoac mot 6 dia
sao luu USB ngoaichuyén dung. Nh:éu & dia sao luu ngoai by gio ciing cung
cadp kha nang két ndi FireWire. FireWire (con duoc goila IEEE 1394) 1a mét
giao dién t6¢c déd cao ¢6 san trén nhidu may tinh maéi ¢cé kha nang truyén da
liéu vGitdc d6 1&n dén 800 Mbps.

THUAT NGU cHINN

O dia Flash. Mot & dia bé nho Flash di déng co thé dupe gin vi
mét miy tinh gqua céng USB. Cédc 6 dia Flash nho va sit dung mot
chip d¢ chua die liéu. Ching cung cip mét cich hoan hio d&
chuyén cic lupng do li¢u gidi han gitta cdc mdy tinh.

3 dia cling ngoai. Mot thigt bi luu trit dia cung ngoai.co thé dugc ndi két
vdi may tinh bang c4ch s dung mot ndi két USB hoic FireWire. Cac 6 dia
cling ngoai USB 1a cac & dia clng gidng nhu 8 dia cing bén trong may tinh
(nghia |a chiing chira phuang tién tif xoay vdi téc dd cao). Cac 8 dia cling da
dugc diéu chinh dé [am viéc trong mét case (thiing may) ngoai va dé truyén
dii liéu bang cach st dung mdt ndi két USB hoac FireWire.

Ban c6 thé sao Iuu cac file xac 1ap hé thdng sang mot dia mém (néu ban
c6 mdt 8 dia mém trén may tinh). Cac file sao litu dit liéu dugce luu tr trong
mot S dia cuc bd (chdng han nhu & dia C:) va ban cé thé sao luu dif fiéu dugc
tuu trir trong mot may tinh khac trén workgroup chang han nhu mat share ma
ban da anh xa dudi dang & dia. Tuy nhién, viéc dat ban sao luu trén may tinh
clia ngudi khac khéng nhat thiét cé nghia |4 ban sao luu cla ban an toan
khéng bi hang hodc bixéadovd y.

Cé motban sao luu clla du liéu méy tinh s& gilip phuc hdi di liéu néu 4
liéu tinh cd bi xda (mot sy c8 phd bién véi cac folder chia sé trong mot
workgroup) hoac réu ban gap cac sy ¢d phan cing chang han nhu mot & dia
cung bi hdng. Vidy, néu & dia cung bi hdng, ban ¢é thé dat mbt § dia cing
mdi trong may tinh, cai dat Windows vao phan mém khéc ma ban st dung réi
sau do phuyc hoi cac file dii iéu duge sao luu sang 8 dia cung indi. Tat ca
nhiing gi ban da mAit la thdi gian cdn dé dit 8 dia cing méi va phuc hdi cac
file. DG liéu quan trong von da dugc sao luu clng dudc phyc hdi sang mot
may linh hoan toan khac, diéu nay dac biét htu dung néu ban nang cap 1&n
mot may tinh maéi.

Pé saoluu 4t fidu trén mang ban co hailya chon. cac ban sao juu cuc bd
hoéc cac ban sao iuu qua mang WiFi. B&i vi mang workgroup la mot nhom
cac may tinh peer chia sé cac tai nguyén gira nhitng may tinh riéng 18, cac
ban sao luu cuc bd cho phép méi ngudi dung may tinh chon va sao luu céac file
ma minh cam thay quan trong. Sao luu cuc bbd sang mot thiét bj sao iuu va
dugce ndi tryc ti€p v8i mot may tinh 1a ti€n trinh kha nhanh va khong chiém
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bang thdng mang; viéc sao luu trén mang ¢é thé lam giam ditdc 46 mang.

Lya chon conlaila c6 mét thiét bjtrén mang danh riéng cho tién trinh sao
[uu, chAng han nhu mot may tinh duge chi dinh 14 file server hoic 8 dia sao luu
mang ndi tryc 1iép véi mang WiFi. Tuy nhién, néu ban sao luu sang mét may
tinh khdc trén mang, ban sé xi&t chat kha nang xU ly trén may tinh dé trong
qua trinh sao luu. Va bai vi dir liéu phai truyén trén mang, viéc sao luu s& mat
thgi gian han sao luu trén mat 6 dia dugce ndi két tryc tiép.

Vidy, mét 8 dia ciing USB dudgc ndi tryc tiép co thé cung cap mot téc do
truyén 480Mbps (Megabit/giay), trong khi mang WiFi co thé truyén dir lidu vdi
chitdc d6 18i da 56 Mbps (trif khi ban sir dung mdt loai cdéng nghé tang téc doé
nao do trén router va cac adapter cung cép théng lugng nhanh hon nhung
van khéng nhanh bing mét 8 dia dugc néi két). Do dd cac thiét bi sao luu
dugc ndi két tryc ti€p 88 ludn nhanh hon va dang tin cay han (bdi vi d{ liéu
khéng dugc gdi qua mang).

Gli b
Cac mgng mdy tinh doanh nqlniép l6n sd tjunq cac file server teung tam lom noi
tuu tra file cho tat 3 nquei ding teén mgng. Soo luu nhitng file nay thi d8 dang
bai vi nha qudn tri mgng thé sao luu todn bo server. Nho qudn tri mgng néi
tryc ti&p mel thiet t)j sao luu véi file server 3¢ bdo ddm sy sao luv nhanh va
kheng gap tryc trgc bai vi da lisu di chuyén teyc tiep sanq thiet bi luu tra va

H-uﬁnq c8n phdi di cl'nuqﬁ’n qua mgng. Teonq mét méi trudng wopquoup. cac file
duge phan b6 qua cdc méy tinh trong workgroup. Do d6 méi nguadi ding may

tinh nén sao luu cac file riéng cda m‘|n|1; sao luu cée file Yy be ‘Janq cach s
dunq mét 6 dia ciéng ngodi hoge mét & dia CD-QW, nq')io l3 bon <& duyc met
bdn soe luw khé nhanh va |(|16nq 8n phdi nqéi Joi trong khi soo luu cde file qd
teén mgnq dén m 6t thiet Lj sao luu irunq tam. Sao lue qua mgng Ll\énq pl‘lc'!i la
céch sd dyng 161 thai gion hoge tsi nquyén mang va méy tinh. Tuy nhien, néw
c6ch duy nhat 48 soo luu nhidu may tinh duge néi mgng ls sa dyng mét § dio
chia s& teem mang thy l'uiq lam nhu viy, bai vi vige soo luu cac file c&n thigt dsi
vi Lcn thi cyc 1(.) quan lrong.

Cé nhi€u kha nang phan mém va phan cing dé sao luu di lidu trén mot
PC d8i vdi phan mé&m sao luu va thiét bj luu tril phan cing ma ban sir dung dé
chuia cac file sao luu. Pautién, hay néivé nhirng kha ning phadn mém.

Phdn mém Backup

Mzc di ¢6 nhiéu céng ty ban cac san phdm phan mém sao luu (backup)
khac nhau nhung trong hau hét cac trudng hgp, ban khéng can mua thém bat
ky ph&n mém nao. Néu ban da mua mét 8 dia USB ngoai, hdu hét nhitng &
dia nay dinh kém phan mém backup riéng clla chiing. Vi du, 8 dia clng ngoai
SimpleDrive (mét 8 dia USB) cung cdp phdn mém backup cé tén la



Chuong 10: BAo vé hé thing vA di ligv 191

StorageSync Professional. Phan mém backup nay cho phép vifa nén vita ma
hoa file cing véi mét giao dién rat dé si dung.
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Hau hét cac § dia cling USB cung cdp phin mém
backup dé sao luu sang 6 dia ngoai dugc néi két cuc bg.

Khuyét di€m ctia phdn mém backup di kém vdi cac 8 dia ciing ngoai USB
(chéng han nhu SimpleDrive) la né dugc thiét k& dé phat hién cac 8 dia dudc
n6i véi USB va sau do sii dung chdng 1am dich sao Iuu. Phdn mém thudng
khdng cung cap cac tuy chon dé sao luu trén mang hoac tham chi sao Iuu
sang 6 dia cling cuc bd trén may tinh.

Néu ban khong muén si dung phdn mém backup di kém véi mét & dia
USB ngoai hodc néu ban da mua mét § dia khéng cung cap phan mém backup,
ban cé thé bat dau vditién ich Windows Backup. N6 la mét tién ich sao luu va
phuc hoi ddy di va s& cung cdp cho ban hau hét cac tuy chon ma ban can dé
dinh ky sao luu cac file quan trong.

N€u sau khi da doc cac tac vy trong chudng nay ban muén mua mot goi
phén mém backup "c6 day du tinh nang hon', ban sé& thay cé sin nhiéu goi
phan mém backup. Vidy, Roxio (www.sonic.com) ban Backup MyPC Deluxe
v@ichic néng sao Iuu va phuc héi dii liéu, né ciing cung céip nhiing tinh nang
nang cao dé phuc hdi cac hé diéu hanh va sao chép cac CD va DVD. Phan
mém backup cao cap hon chang han nhu Norton Ghost (www.symantec.com)
dugc slf dung dé tao "anh" sao luu clia toan bé § dia cling may tinh. HAu hét
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cac & dia USB ngoai (cac & dia USB dung lugng 1dn han 60 Gigabyte) dinh
kém mét CD chia phan mém backup va phuc hdi ma ban cé thé sii dung véi
8 dia.

Gl ot
Tién ich l)ocLup va PI'IL]C héi Windows XP cs lé cung cdp cho l:>qn 161 cd tinh
ndng co ban ma ban cdn 3¢ Y90 cac bdn son luu va sau dé p‘m( hdi né ndu thém
|'|Qo &p den. Bqn cé thée Liém tra mé1 s6 sdn pl'nd’m khac wo sdn. n;n_lnq viéc laa
m&t bdn soo lus don gidn kheng that sy bde ddm chi phi cia phdn mém backup

va phuc héi dac biel. Byn sé phdi y donh gi4 n|-n]nq nhu c8u cu the cda minh
vd n|'1|]nq tinh nang khdc nhou ms céc gébi plﬂﬁn mém l}oclxup va plnuc héi ndy

Nhu dudc dé cap trudc dé, néu ban khéng cén phai mua thém phan mém
backup (hodc tham chi khdng mudn mua mat 8 dia ngoaiva khéng cam thay
ban co nhiéu file quan trong, co 1& ban sd dyng véi tién ich Windows Backup
vén dugc cung cdp mién phi véi Windows XP.

Tién ich Backup c6 cac wizard vén cé thé dan dat ban qua cac thi tuc sao
luu hodc phuc hdi. Tién ich cling cho ban tao cac ban sao Iuu phuyc hdi hé
théng ty ddng nham gitp dé dang xac lap hé thdng Windows va céc file khac.
Mot wizard gitip ban tao cac ban sao luu hé théng nay va sau dé phuc ho:
ching néu cén thiél. Tién ich backup cling cho phép ban lap thdi bidu cac
ban sao luu dé thudng xuyén sao Iuu (mat 1dn hoic hai IAn mot tudn hoac
thudng xuyén hon néu can thiét).

CITHU THUAT: V&n dé 16n nhdt véi cde tign ich chdng
han nhu tiégn ich Windows Bacl(up la ngudi ta |<|r\6n9 5 14
dung ching. Khi hé théng cia ho bj d6 va, ho than van vé
viec ho da khéng bao gid sao luu cdce file quan trong cia

minh.

Khi h4u hét ngum ta nghi vé viéc sao luu hé thdng clia minh, ho gia dinh
réng ho phai dé yén may tinh trong khi ti€n trinh sao lyu dang xay ra. Tuy
nhién, tién ich backup cha Windows XP tao mé6t ban sao volume shadow clia
di lidu khi né tao ban sao luu. Diéu nay c6 nghia cac file dugc sao luu trén
volume da xac dinh, nghta 14 trén & dia cing hoac vi tri khac nao dé) 1a nhiing
ban sao cé trang thai hién hanh cla cac fite. Chi ¢é cac file ma ban md va
lam viéc that sy dugc sao luu hoac dugc sao chép trong trang thai matiénich
backup tim thay ching trong qué trinh sao luu. Vi du, n&u ban go nhap mot
buc thu cho Microsoft Word va da hoan thanh 2/3 bdc thu (va md file dé lam
viéc) trong khi viéc sao luu xay ra, 2/3 bic thu duge gd nhap sé dugc luu trong
file sao luu. Tinh nang backup clia Windows XP cho ban sao luu "thdi gian
thyc" cac file ma ban da chon dé Iuu cho du ching hién dang m@ hay khéng
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Phén cing Backup

B&i vSi phan ciing ma ban s& can dé luu trif cac ban sao tuu, nhitng gi ban
that sy can phu thudc vao sé file ma ban mudn sao luu. Néu ban muén sao
Ity cA mdt & dia ciing 100GB, rd rang ndidung s& khéng nam vua trén mot 8
dia Flash USB 512MB (ngay ca néu cac file dugc nén). Cac file tuu trit sao luu
dudc tao bditién ich Windows Backup dudc nén 8 mét mic dd nhat dinh dé
chi&€m it knoAng trdng hon nhung mot s6 kiéu file, chang han nhu cac file am
thanh (cac file MP3) va cac file &nh k¥ thuat s& that sy khéng nén bdivi chiing
dugc luu theo dinh dang ma thudng sii dung mot kiu nén nao dé. D& an toan
(va thuc t&), hay nghi vé mot mdi quan hé mét ddi mét gitia kich ca cac file
cén sao luu va khoang tréng cdn dé chia fite sao luu. Néu ban da sac luu
20GB dif liéu, ban nén cé 20GB khoang tréng trd 1&én trén & dfa ma ban sé sir
dung dé luu trr ban sao luu.

THIA THUAT: PE xdc dinh kich c¢& cia mét folder cu thé
(vé co bdn 1a kich €8 néi dung cida folder), md My Com-
puter bd‘r\g cdch nhdp nit Start véi chon My Computer,
sau dd nkd’p dsi & dia (ckdns kqh nhu C:) chuta foldew ma
Bqn quan t&m. Nb\d’p pkdi fo|der va clr\qn pv‘operﬂe_s i}
menu ngz cdnh. Trén tab General cda hép thoai Proper-
ties caa folder, sé lidu théng ké Size on disk cho ban s&
byte ma folder trén & dia cing chi€m. Bi&t kich cé cuia
mét folder s& gidp ban udc tinh luang khodng tr&ng ma
ban cdn d€ sao luu cdc fi'e trong foldev hodc cdc folder
ds.

Mot van dé can xem xét trong viéc chon mét thiét bi sao luu (chang han
nhu mét 8 dia cing USB) la thiét bi phai 4l 1n (xét vé khodng tréng dia cé
sdn) dé dap ing nhu cau sao luu cla ban. Va bai vi cac file ¢é thé dugc sao
fuu trén mang workgroup Windows, nén hay xem xét viéc mua mot thiét b
chia sé trén mang va dugc st dung dé sao luu t4t ca file quan trong ti nhitng
may tinh khac nhau trong workgroup. Mac du sao luu trén mang thi cham va
tén bang thdng mang, nhung né cé thé tién 161 bdi vi moi ngudi trén mang ¢c6
thé st dung & dia mang. N&u su tién Idi quan trong hon thai gian va bang
théng mang (bdi vi mdt ban sao luu mang viia cham hgn via s dung bang
théng mang), hdy xem xét mét § dia ngoai c6 mdt cdng Ethernet hodc s
dung mét § dia cing clia may tinh va mét card WiFi lam mét file server va nai
tuu trl. M8i ca nhan trén mang cé thé sao luu cac file quan trong trén mot
thi€t bi chia s& v&n dudc host bdi mot trong cdc may tinh trén mang. D& biét
thém chi tiét vé viéc chia sé 8 dfa va folder trong mot workgroup, xem myc
47.
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Mot s6 cong ty chang han nhu Seagate va Western Digital ban cac 6 dia
cliing USB. Nhitng 6 dia nay cé dung lugng l&én dén 400 GB va cung cap
nhiéu khoang tréng dé ma rong khdng gian luu trir c6 sdn cho mét may tinh
va ciing dugc st dung lam céc thiét bj sao luu hoan hdo. Bdiviching la cac
6 dia USB, chiing riéng biét véi may tinh tham chi néu may tinh bj héng, 6 dia
USB (v8n c6 ngudn dién riéng clia nd) van hoat ddong. Diéu nay cé nghia néu
céc file quan trong da dugc sao luu sang 8 dia USB thi sé dugc phuc hdisang
mot may tinh khac néu can thiét ngay tuc thi.

Cac § dia ciing USB chdng han nhu & dia Western
Digital nay la cac thiét bi di djng c6 dung lugng l6n,
rat hitu dung cho vigc luu trit bdn sao luu file may tinh.

Céc & dia cting USB (cac 8 dia flash va & dia cling that sy) khdng phaila
nhitng thi€t bi duy nh&t c6 sdn dé sao luu dii lidu. Mot s8 phan mém Backup
(tuy nhién khéng phai tién ich Windows Backup) cho phép sao luu di liéu
sang mot ddu ghi CD ho&c DVD trén may tinh. Cac 8 bang (nhu céc § dia st
dung DAT) va céc & dia ¢ dung lugng I16n chdng han nhu Zip va Jaz cla
lomega (www.iomega.com) 1& mét tly chon khac. Ban c6 thé thao phuong
tién sao luu bang hodc dia ra khoi § dia va cat gitr né 8 mét noian toan. Cac
cong ty I16n thudng st dung mdt 8 dia bang tdc dd cao nao dé dé luu trii cac
file sao luu bdi vi sau dé cac bang cé thé mang dén noi khac dé baové nham
ngan ngira mot thAm hoa do hda hoan hoic thién nhién. D& sao luu may tinh
gia dinh, cac 6 dia USB c6 18 s dung c6 tinh kinh t& nhatva dé dang. Ban sé
con phai dem céc ban sao cla cac file sao luu ra bén ngoai (cach xa nha
ban), nhung ban bao vé di liéu ca nhan va quan trong cho may tinh ciia minh
nhu thé nao la tuy thudc vao ban.
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Né&u nhu cau sao luu clia ban t8i thiéu, nghia (& ban sao tuu chi mét vai file
quan trong trong folder My Documents hoac ban mudn sao luu chi cac file
trang thai hé thdng Windows (cac file diéu khién c&u hinh Windows), ban co
thé chon mét é dia flash USB (c6'san vdi nhiéu kich ¢ khac nhau, dién hinh
14 tU 256MB dén 2GB tré 1én).

Cac loaisao hiv

Khiban sao luu cac file tU may tinh, ban can sao luu chicac file ma ban da
tao (Iy lich, s8 séc, danh sach thiép giang sinh,..). Sao luu céc file phadn mém
thilang phi thdi gian va khdng gian luu trii bdi vi phan mém 1udn cé thé cai dat
lai tit cac CD phan mém géc.

Ban c6 thé nghTrang ban phai sao luu hoan toan tat ca cac file mdilan ban
chay tién ich backup. Tuy nhién, ban cé thé cdu hinh tién ich backup sao cho né
sao luu chicac file mdi hodc da thay ddi trong cac folder ma ban da xac dinh.
Tien ich Windows backup cho phép ban tUy bi€n tién trinh sao luu va giam thidu
lugng thai gian can thiét dé sao luu céc file clia ban.

Tém lailan dautién ban sao luu tat ca file trong folder hodc cac folder ma
ban chon, d&i vdicac Jan sao Iuu tiép theo, ban sao luu chi cac file da thay doi
hoac méi. Cac loai sac luu khac nhau dugc hd trg baitién ich Windows Backup
nhu sau:

& Normal backup: Loai sao luu mac dinh cho tién ich Windows
Backup. SU dung tuy chon nay ldn diu tién ban sao Itu cac file
trén may tinh. Tt ca file dugc sao luu trong mét tién trinh sao luu
binh thudng dudc tao thé bang dién i (vdi mét file switch) la da
dudc sao luu. Khi ban bién tap hodc chinh sifa mat file ducc tao
thé la da sao luu, thé (tag) bi loai bo file khéng con dudce tao thé
la da dugc sao luu nida). Viéc tao thé cho cac file thi quan trong
déi voi viéc s dyng cdc loai sao luu khdc chdng han nhu daily
(hang ngay) va differential.

THUAT NGU CHINB

Normal backup. Mot phuong phdp sao I tit ci file duge chon
sang file luu tra va dinh diu cac file Ia di duoe sao luu.

& Daily backup: Loai sao luu nay sao chép cdc folder dudc chon
sang file sao uu. Chi c4c file dugc chinh sia vao ngay dé moi
duge sao luu. Nhiang file mdi dudc sao luu khéng dugc danh dau
la da dugc sao luu. Biéu nay c¢d nghia rdng 13 néu ban da phuc
héi cdc file dudc sao luu gan day, ban phai phuc héi céc file tu
ban sao luu binh thudng va sau dé phyc hdi cac file tr ban sao
Iy hang ngay.
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THUAT NGU CcHINKY

Daily backup. Mst phuong phip sao luu tit ca file da thay dsi hodc
mdi dugc tao vao ngay do trong cdc folder dupc chon.

M Differential backup: Loai sao ltu nay sao chép cdc fite vén da
thay déi (nghia la cac file d4 dudc sao luu tridec dé) hodc ban da
lao ké i 14n sao luu normal hodc incremental cudi cung. Céc file
khéng dugc danh ddu la di sao luu. Loai sao luu nay twdng tu
nhu loai sao luu hang ngay (daily backup), nhung né sao luu tat
¢ file dugc thay déi va mdi dugce tao trong céc folder dudc chon.

THUAT NGU CHINM

Difterential backup. Mét phuong phip sao luu tit cid file trong mét
folder va hiu hét cic folder dupc chon vén di thay d5i hoic di
dupc tao gan diy tir Ian sao fuu normal hodc incremental sau cung.
Loai sao fuu nay khéng ‘tao thé” cho cic file Ia di dupc sao luu.

& Incremential backup. Loai sao luu nay sao luu chi cac file mdi
hodc di dudc thay déi ké t 1dn sao luu normal sau cung. Céc
fite dudc sao luu trong lan sao luu incremental duoc danh diu la
da dugc sao u nghia 1a thudc tinh archive dugc loai bé ra khdi
file trong tién trinh sao luu incremenial,

THUAT NGU chiNg

Incremental backup. Mpt phuong phip sao Iuu tit cd cic file trong
mgt folder hodc cdc folder dupc chon vén di thay d6i hoic mdi
dupc tao ké ny [an sao luu normal cuéi cung. File di sao luu duope
tao the la di dugc sao luu.

N Copy backup. Loai sao Iiu nay sao chép tat ca file trong céc
folder dugc chon. Cdc file dugc sao chép sang mét file luu trid
cho du céc file d&d dugc sao luu trudc do hay khéng.

THUAT NGU SHiNK

Copy backup. Mpr phuong phip sao chép tit ca file trong mot
folder duige chon bat ké ching di dupc sao Iuu trude dé hay khong.
Mot diém cudi ciing lién quan dén viéc st dung tién ich Windows Backup:
Tién ich nay khong phaila mét phan clia ban cai dit mac dinh Windows XP
Home Edition. Trong mét sé trudng hgp, tién ich cé 18 da dugc cai dat trén
may tinh. Nhung diéu d6 tiy thubc vao Windows XP Home Edition dugc nha
san xudt may tinh cai dit nhu th€ nao (hoic ndu ban da nang cdp may tinh
|&n Windows XP). D& xem tién ich Backup dugc cai dat hay khéng, nhap nut
Start va chon All Programs, Accessories, System Tools. Tién ich Backup xuéat
hién dudi dang mat biu tugng trong folder con System Tools. N&u ban khong
thay biéu tugng Backup, ban can cai dattién ich nay.
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Chén CD Windows XP Home Edition vao 8 dia CD. M& My Computer
b&ng cach nhdp nut Start va sau dé nhdp My Computer. Nhdp phai biéu
tugng & dia CD chira CD Windows va chon Explorer tif menu ngif cAnh dé mé
CD Windows XP. Nh&p dbi folder VALUEADD dé md né. Sau d6, nhdp doi
folder MSFT bén trong folder VALUEADD. Nhap dai folder NTBACKUP bén
trong folder MSFT rdi nhdp ddi bidu tugng cai dat NTBACKUP. M6t wizard
cai dit ma ra, lam theo cac budc cla wizard nay dé cai d&ttién ich backup.
Sau d6 ban c6 thé 1ay CD Windows XP ra khéi 8 dia CD. Bay gid ban cé thé
chay Backup Wizard nhu dugc thao luan trong muyc 65.

65. Si dyng Windows Backup Wizard

Trudce khi ban bat dau

64.Ban vé viéc sao luu va phuc hdi di lidu

Tién ich Windows Backup hoat déng trong hai ché& do khac nhau, ché d6
wizard va ché& do advanced. Khiban s dung ché db wizard, tién ich cung cép
Backup or Restore Wizard vén dan dat ban qua tién trinh sao luu ho#c phuc
hoi cac file clia ban.

Ché& do advanced cho phép ban diéu khién nhitng xac lap khac nhau lién
quan dén ti€n trinh sao kL va phuc hdi chdng han nhu chon kiéu sao iuu
(normal, daily hoac incrementat) hoéc chon khéng ghi dé cac file hién co khi
phuc hdi. Ché dd advanced cling cho ban kha nang lap thdi biéu cac tac vu
sao luu sao cho cac ban sao luu ty dong chay.

Khi ban chay tién ich Backup b&ng cach sl dung tién ich Backup or Re-
store Wizard, ki€u mac dinh dugc thyc hién la sao luu binh thudng (normal
backup) tat ca cac file trong cac folder dugc chon. Néu ban muén thay doi
ki8u sao luu |1an k& tigp sao luu cac file (chdng han nhu thay déi cac file thanh
incremental), ban phai st dung ché dé advanced.

Khiban su dungtiénich Backup ti menu Start phan mém quet hé théng
dé tim cac & dia sao {uu, chang han nhucac & dia CUng USB hoic 8 d”a flash
USB thao rdi dugc. Hay chac chan 8 dia ma ban mudn sl dung lam & dia dich
cho file luu trir duge gén vao may tinh (chang han nhu mét 8 dia USB ngoai)
trudce khi khdi dong tién ich backup. Néu ban da sao luu sang mot may tinh
trén mang chia sé mot 8 dia hodc folder hoac sao luu sang mét 8 dia mang
ngoai, hay chéc chin may tinh hoac & diatrén mang co6 s&n (mién [a may tinh -
chia sé vi trf sao luu dang chay trén mang).

Ban c6 thé sao luu dif liéu tir mot vi tri mang sang mdt § dia dich trén may
tinh ma ban xac dinh va ban ciing c6 thé sao lutu dir liéu cuc b (du liéutrén
may tinh) qua mang sang mot share hodc & dia ti xa. Di chuyé&n & dia qua
mang sé mat thgi gian va ban sé& tu quyét dinh xem V|ec sao Juu dit liéu tren
mang hodc tif may tinh sang mét  dia dugc ndi k&t chang han nhu mét & dia
ngoai USB co phaila tuy chon 16t hon hay khéng.
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Tién ich Backup dugc thiét ké dé chudn bi mot hé théng Windows (tuy
nhién khong phai Windows XP Home Edition) cho viéc phuc héi tu dong bang
cach st dung Automated System Recovery (ASR) Wizard. Bdi vi tién ich wiz-
ard ban dau dugc thiét ké danh cho cac phién ban Windows trudc day, né
khéng thé phuc héi chinh xac cac file phuc héi hé théng sang mot may tinh
chay Windows XP Home Edition. Do dé vé co ban, ban ¢6 thé bé qua wizard
ASR va hoach dinh s dung tién ich System Restore, dugc thao luan trong
muc 68 va muc 69.

THW THUAT: N&u ban mudn tién ich Backup tu déng
khdi déng trong ché dé advanced vao ldn k& ti€p ban khdi
r."lc?ns nd, hay hdy chaon hé p kig€m Always start in wizard

mode trén man hinh wizard ban ddu.

65. St dung Windows Backup Wizard

1. Khdi dong
Backup or Restore
Wizard

3 Windows XP Media Carler Edition

1. Khdi ddng Backup or Restore Wizard

Nh&p nut Start va chon All Programs, Accessories, System Tools.
Trong folder System Tools, chon Backup. Backup or Restore Wizard.
Nhéap Next dé bd qua man hinh ban dau trén wizard.

2. Chon mét tuy chon sao luu File

Man hinh wizard ké tiép hdi ban cé mudn sao Iuu hoac phuc héi cac
file khéng. Nhap nut tiy chon Back up files and settings va sau do
nhap Next dé di d&n man hinh ké tiép.

~



Chuong 10: Bio vé ke thong vA di ligu 199

Backup o1 Restore
v ou 2an back, up hles and sethingt. of restore them from a presaous backup

Whal do pou want lo do?
2. Chon mot tay

g T
chon sao lwu File T~~~ (= Back up fles and sethngz

() Restore filer and retting:

« Back I[_ Hext > I I._ ance __:

3. Chon nhitng gi cén sao luu

Man hinh ké ti€p cung cép cac tuy chon lién quan dén nhiing gi ban
mudén sao luu. Chon mot trong nhitng tay chon sau day:

& My documents and settings. Tuy chon nay sao luu My Docu-
ments (ké ca cdc folder con chdng han nhu My Pictures) va ciing
sao luu cdc xdc lap lién quan dén Windows desktop va Internet
Explorer (¢chdng han nhu cdc cookie va web favorites).

& Everyone's documents and settings. Tuy chon nay sao luu
folder My Documents cho tat ca ngudi ding trén mdy tinh chang
han nhu céc file hé théng cda ho lién quan dén desktop cookie, ..

& All information on this computer. Tuy chon nay tao mét dia
phuc héi hé théng va sao Iuu tat ca théng tin trén & cung cla
may tinh. Bia phuc hdi hé théng va file sao luu dugc tao tu ki€u
sao luu nay cé thé dugc si dung dé phuc héi hé théng Windows
phong hé mét su ¢6 I6n. Kiéu sao luu nay doi hdi mét & dia dich
c6 nhiéu khéng gian luu tr@ va cing mat nhiéu thoi gian nhat
trong cdc kiéu sao luu duoc liét ké & day.

N Let me choose what to back up. Tuy chon nay cho phép ban di
chuyén dén thém modt man hinh wizard, noi ban cé thé xdc dinh
¢ dia va cédc folder ma ban muén sao luu. Day Ia tuy chon tét

nhat néu ban sao luu chi cdc folder cy thé chua céc file quan
frong.
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What to Back Up
‘You can spacily the tems you want 1o back up g

What do pou ward lo back up?
3. Chon nhirng gi @) by documents and selings

can sao v Includes the My Documents folder plus your Favorites desklop and cookms
' ) Everpone’s documents and cetbing:

Inchudes every urer's My Documenits todder phas then Favontey deskiop and
cooket

) Al witcamation on this compter

Includes all data on the computer, and creales a system iecovery disk that
can be used lo redlore Windows in the case of a magor (adure

() Let me choose whal 1o back up

l « Back ]r Hext J |_If.ame! _|

Né&u ban chan mét trong cac tly chon dau tién, di dén budc 5 dé xac
dinh dich sao luyu va hoan thanh tién trinh sao luu. N&u ban chon tuy
chon All information on this computer, ban cling phai cé sdn mét dia
mém dé hoan tat viéc sao luu. Néu ban chon tly chon Let me choose
what to back up as your backup, di dén budc 4.

Sau khi choh mét trong cac tuy chon What to Back Up, nhdp Next dé
tiép tuc.
4. Chon cac muc cu thé dé sao luu

Itwme be Bk Up ]
T G R o wy (onOramon o Resy AN B ey T

Doculshe-chck art bem ot g ot i3 s s COrtondts 0 g aht Thun welect P chuch
Buint P b @y vea, bk on e Pl o it 0 Bk
N 0 B

ﬂ Chon cdc muc cy
thé d€ sao luu

Né&u ban da chon tay chon Let me choose what to back up & budc 3,
ban phaichon cac vitrithat sy trén may tinh ma ban muén sao luu.
Trong man hinh ltems to Back Up clia wizard, chon hop ki€m cho &
dia, folder ho#c folder con ma ban muén sao luu. D& mé& réng & dia
hoac folder d& xem ndi dung clia né, nhap ddu cong néim bén trai
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tén & dia hodc folder. Ban c6 thé chon nhiéu folder bang cach chon
cac hop kiém cho cac folder.

Né&u ban dy dinh sao luu dit liéu t& mang (nghia la ban sao luu dit
lidu t&r mot vi tri ti xa sang mot dich sao Ivu ma ban da xac dinh &
budc 5), nhadp biéu tugng My Network Places dé mé rong né va sau
dé tim xem (theo tén) va chon né. Ban that sy cé thé sao luu bat ky
file chira trong mot share ti xa. Chon mot folder chia sé sé sao Iuu
dir lieu trén mang. Do dé hay nhd réng viéc sao luu di liéu qua
mang s& mat nhiéu thdi gian hon sao luu sang mot thiét bi backup
dudc ndi két truc tiép.

Cho du ban sao luu dii liéu cuc bd hoac dir liéu trong mot share, hay
nhé dat mot dau ki€m ké bén folder, share hoac tén file. Khi ban
hoan tat chon lua, nhdp Next dé tiép tuc.

5. Chon dich sao luu va hoan tat viéc sao luu
Man hinh ké ti€p cung cap mét hop danh sach x8 xuéng Choose a
place to save your backup, ma ban cé thé st dung d€ xac dinh 6 dia
dich (ch&dng han nhu 6 dia USB) hodc vi tri khac dé sao luu. Hoac,
nhép nut Browse va duyét sang vi tri sé luu trit file sao luu cia ban.

Backup Type, Destination, and Name
Yous hlies and teting: are stored in the destination you specity

5. Chon dich sao
lru va hodn tat viéce
sao hoo

Choose a place to save your backup

Type 4 name [ thas backup

e L
Backup

[ < Back ” Hmfj[ Cancel j

N&u ban mudn sao luu dit liéu cuc bd (cac 6 dia hoac folder dudc chon &
budc 4 dugc dat trén may tinh) sang mot share mang tif xa cac bidu tugng My
Network Places v&n xudt hién trong hdp thoai Save As (vén mé ra khi ban
nh&p nut Browse). Tim va chon share tif xa trong clfa s My Network Places.

Ban cling phai xac dinh tén file cho ban sao luu. Tén file mac dinh la Backup,
nhung ban nén dat moét tén c6 tinh mé ta han (vi du ban c6 thé dua vao ngay
thang, chdng han nhu backup 11-20-05). Sau khi xac dinh tén file sao luu va
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chonvitri dé sao luu, nhap Next (néu ban da st dung tiy chon Browse, xac
dinh mét tén cho file sao luu va nhap Save trong hdp thoai Save As dé quay
trd vé wizard). Sau do, ban cé thé nhap Next dé tiép tuc.

Gl o
Phén mém Bacl(up cl'ldnq hqn nhu lién ich Windows XP Bockup Ll‘uénq i|1cjf sy

”\GL] 4':'11(1( LG* Lq sy H’lér l)iél quda dc {olrlvp cyc bé (lré‘n may |fr|}1) va cdc
{C‘AQF‘ cl\ia ¢ lpén maQng. {)i@u ndy cb nq]'\iu l)qn cé thé soc lUu JU lw}u 3|J(_J( (?nl

10 xa teén manq (hdv\q inqn nhu méat slnure l'md( frén mgl may link H’\(’:f, l_:uu

cang ¢6 thé sac luw da Iiéu wye I'Jé tren mot vi fei to xa teen nkﬂnq may tinh Khar.

Mé&t man hinh k& ti€p xuat hién tdng két cac budc ma ban da hoan tat.
Nhap Next dé& hoan 14t tién trinh, Hop thoai Backup Process mé ra, thé hién
ti€n dd sao luu. Khi tién trinh hoan 1at, ban cé thé ddng hép thoai Backup
Process bang cach nhap Close. Sau khi sac luu di liéu, ban an toan cho dén
khi gap mot sy ¢8; sau d6 ban s& phuc hdi dif liéu nhu dugc giai thich trong
muyc 67.

—C'HM7 T'HMAAT: Néu ban mudn xem mét bdo cdo lién quan
dé&€n mdt bdn sao luu ma ban d&8 hoan &1 bc‘“\‘ng cach sua
dung tien ich Backup, nhd'p nit Report trong hép thoai
Backup Process. Bdo cdo cung z:ci’p ngay H'\cir\g va thei
gian sao luu (thoi gian va ngady W\cing bdt ddu va thoi ginn
va ngay Hr\c’\ng k&l thuc), tén cda fi|e. sao luu duge lao va
ki€u sao luw d& duge chay (chdng han nhu mdét normal
backup). Bdo cdo cing bas gdm sé fo]der va {i|e duve sao
lueu. N& Idv\ér\g cung cc‘x’p mdat danh sdch cdée file_ ]r\oq‘l'(. fo[drar
duge sao luu.

66. Si dung cac tinh nang sao luu cao ¢ap

Trude khi ban bat dau
64. Ban vé viéc sao luu va phyc hdi di ligu
65. S& dung Windows Backup Wizard

Tién ich Windows Backup mang lai nhiéu sy du thiia trong viéc chay cac tién
trinh sao liu va phuc hdi, Ban cé thé su dung Backup or Restore Wizard md ra
khi ban chon tién ich Backup t& menu Start hoac ban ¢é thé chon cac xac lap
cho céc ban sao luu va phuc héi bang cach sir dung tién ich advanced.

Ban c6 thé truy cap ché d6 advanced cla tién ich Backup b&ng cach sU
dung link Advanced Mode trén man hinh dau tién cua Backup or Restore
Wizard. Ché& dé Advanced cho phép truy cap mot Backup Wizard (Advanced)
va Restore Wizard (Advanced). Hai wizard nay cuc ky gidng nhu Backup or
Restore Wizard da thdo luan trong tac vu trude. Lgiich duy nhat clia viéc su
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dung céc wizard cao cap la chung cho ban diéu khién viéc kiém tra dif liéu khi
di liéu dugc sao luu hoac phuc hdi va backup wizard cao cdp cho ban kha
nang chon ki€u sao luu ma ban mudn thuc hién (normal, daily, incremental,...).

Che 36‘ advanced cing cho pl‘nép teuy cdp Automated quiem Qecovevq Wiz-
ard. Tuq nhign, tinh nang ndy “%qu [am viec chinh xdc véi Windows XP Home

Edition va khéng nén duge sd dyng (ma nén soo luu ﬂlénq tin he ﬂn(fnq E.Ianq
cach sd clt;nq tinh ndng qulem Qc—slor’e; ;e_m__rl]_t_;_c_ﬁ&).

B&i vi cac wizard cao cdp cho phép diéu khién thém mot chit mot hoat
déng sao luu hoac phuc hdi va bdi vi Automated System Recovery Wizard
khéng 6n dinh véi Windows XP Home Edition, ban cé thé tu hdi tai sao ban
tirng mudn sl dung ché do advanced. Gia tri that su clia ché dé advanced la
né cho phép ban lap thdi biéu cac ban sao luu. Ban cé thé xac dinh cac tham
s6 cho ban sao luu ching han nhu kiéu sao Iuu, cac file can sao luu, dich sao
luu va cling lap thdi bi€éu mét ngay thang va thdi gian khi viéc sao luu xay ra.
Tac vu nay giai thich cach lap thdi biéu sao luu (viéc phuc héi dugc thao luan
trong muc 67).

66. St dyng cac tinh nang Backup cao cdp

Chuyén sang ché d6 Advanced

[ TS, WE——

it o X g Chon ngay thing va khoi
= n ® m ow ddng Backup Wizard
m&:-‘-':-t--.....m, ;f:
B Xic dinh dif ——f—¢wmermmom e

I T T Y .

liéu d€ sao hwnu [ ——"
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1. Chuyén sang ché& d6 Advanced

Khai ddng tién ich Backup bing cach nhdp nut Start va chon All
Programs, Accessories, System Tools, Backup. Trén man hinh dau
tien clia Backup or Restore Wizard, nhép link Advanced Mode. Cua
s6 Backup Advanced Mode md ra.

. Chon tab Schedule Jobs.

Cula s8 Advanced Mode cla tién ich backup liét ké Backup Wizard
(Advanced), Restore Wizard (Advanced) va Automated System Re-
covery Wizard. Su khéc biét duy nhéat gitta cac wizard cao c8p dugc
cung cap trén man hinh nay va wizard ma ban da s dung trong
muc 65 la cac wizard cao cdp cho ban kiu sao luu (normal, incre-
mental, daily,..) va chon hiéu luc hoa dir liéu sau khi hoan tat viéc
5ao0 luu.

B&n 1ab dudc cung cap trén clia s6 Advanced Mode cua tién ich
Backup:

& Welcome: Liét ké cdc wizard cao cdp, dugc khdi déng bang
cdch nhap nut thich hgp.

B Backup: Cho phép xdc dinh cac file cdn sao luu va dich sao luu,
ciing cung cdp mét nut Start Backup d€ bat ddu sao luu. Ban c6
thé€ xdc Jap ki€u sao luu trudc khi chay tién trinh sao luu bang
cach chon Tools, Options. Trong hép thoai Options, chon tab
Backup Type va sau dé st dung hép danh sdch x& xudéng dé
chon kiéu sao luu ma ban mudén thuc hién.

& Resiore and Manage Media: Cho phép ban chon phuong tién
(media) dugc sd dung cho cac ban sao luu va chon cdc file sao
uu can phuc héi.

& Schedule Jobs: Cho phép ban lap thdi biu sao luu bang cach
chon mét ngay thdang va thdi gian, sau doé chon ki€u sao Iuu. tén
file sao luu va & dia dich dé sao luu.

Nh&p tab Schedule Jobs. Bay gid ban c6 thé lap thdi biéu sao {uu
cho may tinh.

.Chon ngay thang va khdi dong Backup Wizard.

Chon mét ngay thang sao Iuu k& ti€p bang cach nhdp mét ngay
thang trén lich (calendar). Sau d6 nhap Add Job. Backup Wizard
(Advanced) kh&i ddng. Nh&p Next d& bd qua man hinh ban dau wiz-
ard.

. Xac dinh dit liéu c&n sao luu

Trén man hinh wizard ké tiép, xac dinh di /iéu ma ban mudn sao luu
béng cach sif dung cac nut tay chon dudc cung cap (Backup up
everything on this computer, Back up selected files, driver hay net-
work data hoac Only backup the System State data). Néu ban da
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chon tly chon Back up selected files, drivers, or network data, nhap
Next va xac dinh cac file bAng cach s dung cac hop kiém & dia va
folder dugc cung cép. Sau d6, nhap Next lan nira.

5. Pbattén cho File sao luu va xac dinh dich sao luu
B g, Denitn, - S
Vinp Uit pred e S g £ iR wing (Y 14,

Dbt & e e 1=t s Lo

Flasoiie pia K ) -
|y ¢ o P g

bl 34 Bit tén cho file sao luu va
xdc dinh dich sao luu

e

s b Bt b Eﬂ
Tohe G b e B o o b b )
W e ot L e Beachia T
ol
O e
et iy
pre— T reraitacha
e etmamtoen 0 2008 o 100 A4

ks @ sl B, et o 1 4 e 80 bk oy
|rpaes J mere || cuen

é Bdtén cho tic vu (Job) va
Gt ki€m tra thdi biéu

Trén man hinh ké tiép, cung cdp mét tén cho file sao luu va ciing xac
dinh dich sao luu.

Si dung danh sach x8 xudng Drive dé xac dinh & dia cho dich sao
luu (tuy chon nay liét ké bat ky 6 dia ngoai dugc ndivdi may tinh da
dudgc nhan biét khi ban khdi dong tién ich Backup). Néu ban muén
xéac dinh mat vi tri tli xa 1am dich sao luu (chdng han nhu bat ky & dia
chia sé bao gém céac & dia flash va share trén nhiing may tinh khac
trong workgroup hodc mét folder riéng biét trén bat ky & dia cuc bd,
nh&p nut Browse Trong hop thoai Save As vén md ra khiban nhap
Browse, nhap biéu tufdng My Network Places va sau do tim share tu‘
xa ma ban mudn sl dung lam dich sao luu.

Sau khiban dat tén file sao luu va xac dinh dich sao luu (nhap Save
dé déng hop thoai Save As, néu ban da duyét tim mét vi tri), nhap
Next dé tiép tuc.
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6. Chon kiéu sao luu

Trén man hinh k& tiép. st dung danh sach x8 xudng Select the type
of backup dé xac dinh ki€u sao luu ma ban muén 1ap thdibiéu; mac
dinh (&2 Normal. Nhitng tuy chon khac dude mo ta trong phan “cac
kiéu sao luu" clla mue 64.

Khiban da chon kiéu sao luu ma ban mudn thuc hién, nhap Next dé
ti€p tuc. Man hinh wizard ké tiép cung c&p tay chon dé kiém tra di
lidu sau khi sac uu dé co6 thé quyé&t dinh xem viéc sao luu da thanh
cong hay khéng. Viéc ban mudn kiém tra dii liéu sao luu hay khong
tuy thudc vao ban; quyét dinh cta ban that sy phu thudc vao di liéu
quan trong déi véi ban nhu thé nao. P& st dung né, chon hép kiém
Verity data after backup va nhap né dé ti€p tuc.

. Dattén cho tac vu (Job) va kiém tra thdi biéu

Trén man hinh wizard ké ti€p, gd nhap méttén job, tén bat budc nay
chiia mottén tac vy, (nd khong phaila tén file sao luu). Job dudce lap
thdi bi€u dé xay ra sau dé (later) va ngay thang ma viéc sao luu sé
dugc thuc hién dudc liét ké. NEu ban mudn thay ddi ngay thang va
thdi gian, nhap nut Set Schedule d8 md hop thoai Schedule vén cho
phép ban lap théi biéu mét ngay thang cu thé hoac ngay sao luu tap
lai v&i mot thai gian cu thé. Khiban da xac lap xong thdi biéu, k& ca
thai gian sao luu va cac lan sao luu lap lai, nhap OK.

Ban sé quay tré vé wizard. Nhap Next.

T’*‘”;\ T“HMJS\T Khi bqh xac ldp mdt thei bifdu sao lun ]dp
|qi bﬁng cach s dqhg L\ép Hf\aqi Set Schedu'a, L)qy\ chon

mSt Y\E)E\Y C thd cda tudn rdi cb\qr\ md 1 thoi giaV\ cu thé

cla ngay dd. Chon mst ngdy cuia tudn va thai gian mi
ban sé& md mdy tinh nhung khéng cdn st dung mdy tinh.
Sao luu ede file s& lam chdam di t8c ds he H‘\d’r\_q va lam
cho ban khd tigp tuc lam viéc hon trong khi viec sao luu
dang tidn hanh. Ldn nia, chon mat ngay va thai gian ma
he thé'ng khdi aér\g va chay nlv\ung vao lic ma ban chdc
rc‘ir\s minh s& l<|r\6vx3 500 dqng mdy tinh.

Man hinh wizard cu8i cung xudt hién véi mat bang téng két cac xac lap
cho tac vy sao luu. Nhap Finish. Ban quay tr§ vé calendar trén tab Schedule
Jobs cla tién ich Backup; job mdi xudt hién dudi dang mét biéu tugng vao
ngay thang ma ban da xac dinh. Khi ban da lam viéc xong véicilra s ché do
advanced, ban cé thé déng né lai.

Job s& chay nhu da dugc |ap thdi bidu. Hay chac chin 8 dia ma ban sU
dung lam dich @& sao luu dugc ndi vdi hé théng (chdng han nhu mét & dia
Flash hodc & dia USB ngoai dugc cdm vao mat 8 dia USB trén may tinh) va
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dugc m3 trudce khiviéc sao luu dugc 1ap thai biéu chay. N&u bag sao luu trén
mang sang mot share tu xa, hay chic chan may tinh m& va c6 san trén mang.

TH[A THMAT: Né&u Bqn mudn chinh sda mét tdc vu sao
luu ma ban da 14p thai bidu (bidu lugng cua nd xubt hidn
trén lich t¥rén tab Schedule Jobs cda cua s tien ich
Backup), nh&'p déi bidu tuang Job trén ngay lich. Hép
thoai Options cho job md ra. P& thay d4) thoi gian heac
ngay Hv\cihg cho job, nkd‘p nut Proparties trén tab Sched-
uled Data cbda hép thoai Options. Hép thoai Schedule Job
md ra: S& du,ng tab Schedule d€ thay d&i ngay thdng hodc
thei gian va sau ds r\kd/p OK dé& quay trd vd kc?p W\oqi
Opfions cho job c?uqc |A_p thei bidu, Néu bqr\ mudn xda
mét job duoe l4p thoi bidu, nhd&p nit Delete trén tab Sched-
uwled data trong L\c‘?‘p thoai Options cda job. Job bi xda khdi
tich. )

67. Phuc hai dif liéu dugc sao luu

Trudc khi ban bét dau
64. Ban vé viéc sao luu va phyuc héi di lidu
66. S dung Windows Backup Wizard

Ciing ¢6 luc ban can that sy st dung cac file sao luu ma ban da tao bang
cach sif dung tién ich backup. Cé thé ban phai phuc hdidif liéu sang may tinh
von bi mat do mot sy ¢d hé théng hodc bj xéa do vo y (diéu nay xay ra qua
thudng xuyén khi ban chia sé cac folder [6n mdt mang).

Cach dé nhat dé phuc hdi dir liéu sang 8 dia cling clia may tinh fa st dung
Backup or Restore Wizard, von md ra khi ban kh&i ddng tién ich Backup. Néu
muén, ban ciing ¢é thé sir dung Restore Wizard dudc cung cép bdi ché do
advanced cla tién ich backup. Bat ké cach nao ban chon, cac budc dé phuc
héi d ligu thi tuong ty: chi dinh file sac Iuu can st dung trong ti€n trinh phuc
hdi réi chldinh cac file that sy cdn phyc hdi. Trong nhitng trudng hgp ban da
st dung cac normal backup va incremental backup, ban sé& muén phuc hdi du
liéu theo thif ty. Didu nay cé nghia trudc tién ban phuc hai normat backup gan
day nhét va sau d6 phuc hdi tiing incremental backup (theo this tu ngay thang).
S dung chién lugc nay dé phuc héi di liéu s& bdo dam ring ban cé cac
phién ban cap nhat nhat cta cac file trén may tinh khi viéc phuc héi hoan tat.
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67. Phuc héi dit liéu dugc sao luu

1. Khai ddng
ki e Backup or Restore
W Ve [y i
i | b b Wizard

B Mae ey bt ] Swbine b

wa| Windows XP Mada Centor Edition

1. Kh&i déng Backup or Restore Wizard

Nhé&p nut Start va chon All Programs, Accessories, System Tools,
Backup. Khi man hinh ban déu clia Backup or Restore Wizard md ra,
nhép Next dé tiép tuc.

2. Chon Restore.

Trén man hinh wizard ké tiép, nh&p nut tuy chon Restore files and
settings. Sau d6 nhap Next dé tiép tuc.

3. Chon File sao luu

Trén man hinh wizard ké tiép, chon file sao luu ma ban muén phuc
héi may tinh.

Ban c6 thé nhép tiéu dé file va md réng ndi dung clia n6d dé xem mot
danh sach céc ban sao luu gan day. D€ xem ndi dung clia mot file
sao luu cu thé, md rong file sao Iuu (s dung cac ddu cdng nam bén
trai cac 6 dia va folder). S& dung hop kiém k& bén mdt muc chang
han nhu mét 8 dia, folder hoc file dé xac dinh cdc muc ma ban
mudn phuc hdi sang may tinh.

Né&u file sao Iuu ma ban khéng mudn phuc hdi khéng ndm trén man
hinh wizard hodc trén mét share trén mét may tinh khac trong
workgroup, nhap nut Browse. Hdp thoai Open Backup File md ra;
nhap lai Browse dé md& hdp thoai Select File to Catalog. S dung
biu tugng My Computer ndm phia bén trai hdp thoai dé tim cac file
sao [t trén may tinh. D& dinh hudng sang céc file sao luu chia trong
cac share mang trén nhirng may tinh khac, nhap biéu tugng My Net-



Chuong 10: BAo vé hé thong vA di ligu . 209

work Places. Khiban da tim thay file ma ban mudn md&, chon né (cho
du no nam trén & dia cuc bd hodc mot share trén mang) va nhép
Open trong hdp thoai Select File to Catalog. Sau dé nhdp OK dé
déng hop thoai Open Backup File va quay tré vé wizard.

Bay gid ban c6 thé chon cac muc riéng 1&é ma ban muén phuc hoi
b&ng cach sl dung cac hdp kiém thich hgp (hoac ban c6 thé chon
toan bo file sao luu). Khi ban da chon cac file can phuc héi, nhap

Next dé tiép tuc.
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stores
Chon file sao luu

tng the Badwp or
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st o By by sy sefruE
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e . Khdi dong va xem
Faaan i Dageaiocsars = F
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THU THUAT: Ban cé thé chon phuc héi t&t cd file trong
mé t f”e. sao luu L\ocﬁc nhdm vao bdn phqc héi b&ng cdch
chon cdc file rieng biét. M3 réng file sae luu bdng cdch

nhdp déi né d€ xem ndi dung cia né. Néu ban mudn phuc
hdi t&t <4 fi|e. trong file sao luu, chon hqp ki€ém cho fi[e dé.
Né&€u ban mudn phuc hdi chi cdc file nhat dinh, tim cde file
dé va chon cdc hép ki€m dé€ chon cdc file khi cdn thiét.

4. Kh@iddng va xem ban phyc hoi

Man hinh wizard cudi cung cung cdp mot bang téng két céc xac lap
phuc héi. Nhdp nut Finish dé bat ddu phuc hdi. Hop thoai Restore



210 Chuong 10: Bio vé hé théng va di lidu

Progress md ra. Mét chi bao ti€n d6 cho ban bi&t ti€n dé phuc hoi.
Khi ti€n trinh hoan tat, ban cé thé xem mot bao cao cho ban phuc
héi bAng cach nhdp nat Restore. B4do céo cung cap thdi gian bat
dau va hoan thanh cho ti€h trinh phuc haiva cling liét ké s muc da
dugc phuc héi (n6 khéng cung cdp mét danh sach cac folder hoac
file dugc phuc hdi). P& déng hdp thoai Restore Progress, nhap nut
Close.

_L'HU,\ THMAT: Bacl(up or Restore Wizard plf\qc héi cdce
fi[e sang cdc vj tri gdec cda cl'\éng theo mdce dinh. Ng cing
thay thé b4t ky file ma wé tim th&y tai vi tri dé bdng cdc

fi'e trong fi]e sao luu cd cu\r\g e n. Né'u bqr\ mudn Pl'\qc hai

cdc fi|e sang mdat vi tri khdc I'\oc}{c ngdn vidc pl/\uc hdi glr\l
de cdc f”e b\ié‘n cd, nkd’p nit Advanced trén man hinh
cudi cc\ng Backup or Restore Wizard. Hanh aéhg nay md
ra mét loat cdc man hinh dédn ddt ban qua +ié€n trinh xdc
aml\ mdét vi tri khde va ckqn cdc fi'e cd nén bi ghi de l'\ay
khe hg.

68. Tao mot diém phuc hai hé thong

Trudc khi ban bit ddu

64. Ban vé viéc sao luu va phuc héi di lieu

Mac du ddi khicac sy ¢é hé thdng la mét dau hiéu phan ciing sép bi hdng
{ma ban khong thé lam dugc g| nhiéu ngoai viéc sao luu dif lidu) nhUng trong

nhiéu trudng hdp, ban cé thé lam cho hé théng chay t6t b&ng céach st dung
tinh ndng Windows System Restore.

Tinh néng System Restore cho phép luu céc file trang thai hé thbng dudi
dang cac diém phuc hdi (restore point) hé théng. Cac diém phuyc hdihé thdng
dugc luutrén hé thong va sau do dugc truy cap theo ngay thang. Khiban bt
dau gap mdt su ¢6 vdi hé théng, ban cé thé sd dung System Restore dé chon
mét di€m phuc hdi hé thong tu thdi diém ban da khong gap bat ky sy ¢ v3i
may tinh. Phuc hoi sang diém phuc hdi hé théng may tinh cé thé giuplam cho
mot hé thdng dm y&u trd nén manh khoe trd lai.

THUAT NGU cHiNK

Kestore pomt Mot snapshot (inh chup nbzmb) cia cdc xic lap va
phin mém dugc cai dir cia mdy tinh von cd thé due phuc hii
sang hé thong. Cic restore point (diém phuc héi) c6 thé duoc su
dung d& sita chia cdc sy’ c6'trén hé thong bing cich phuc héi miy
tinh tré vé thoi diém trudc dé khi né di hoat dgng tét.
System Restore tu dong tuu cac diém phyc hdi hé thdng theo dinh ky. Ban
cling sé thay cac diém phuc hdi hé thdng dusc thém vao khi ban cai dat mét
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phan mém nao dé trén hé thdng. Cha y rang System Restore sé khéng gitp
chéng cac virus hodc spyware hodc phan mém xam nhap khac bdi vi dbi khi
nhiing thyc thé tan cdng nay dugc luu trong mét diém phuc héi hé théng. Ban
van phai cé modt chuong trinh phan mém chéng virus 16t trén hé théng.

68. Tao mdt diém phuc héi hé thong

Fgvetas [wh e

Pick a category
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v " G B 1. MJ cita s6 Performance
| and Maintenance cla
Control Panel
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1. Md clia sé Performance and Maintenance cia Control Panel

- Mé clia s8 Control Panel bdng cach nhdp nut Start va sau d6 nhap
Control Panel. Chon biéu tugng Performance and Maintenance dé
md clia s6 Performance and Maintenance.

2. M4 clra s6 System Restore

O phia bén trai ctia s8 Performance and Maintenance, nhap link Sys-
tem Restore. Clfa s6 System Restore md ra.

- . Perforonaiee and Mainlenancs

o S e L 2. Mdclaso
s and e System Restore

W CR T

Free up ing&_«::ﬁn o hard dnk
| Back ap yous data -
your baed dink Lo make peogrars
r pick a Control Pa

5 !‘w«r Dustionrs
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3. Chon Create Restore Point
Trong ctia s8 Welcome to System Restore, nhdp nut tiy chon Cre-
ate a restore point va sau dé nh@p Next.

=

Welcome to System Restore

o e une Jystem Apsione to undo hanm changey 13 I

AR CORELER AN PRETTS B ARNGS Bt ATErmAnL s
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oy [ Cordmmmrcnpie o ate i 3. Chon Create

I 1) imate
B TR Tl Trihem astoon Ahes i wOur Cogul e |

it 5 ' Restore Point

o uegaser sulomate sty eatey ceatiee Pty oaled
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4. M6 ta va tao diém phuc hdi

G nhap mdt phdn ma ta cho diém phyc héi hé théng. Ban cé thé
“dua vao ngay thang hoac théng tin hiiu ich khac trong phén mé ta
khi cdn thiét. Ban cé thé st dung ngay thang va text chang han nhu
before scanner installation dé thay diém phuc hdi da dugc tao truéc

khi cai dat mdt scanner trén may tinh cia ban. Sau khi gd nhap phan
mé ta, nhap Create.

g T
I“ Syslom Hestore

Create a Restore Point

TOUR (OMEITRT RO SN A (A0S DO N i Tk e P (4 D TR [T
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DPiém phuc hdi hé théng sé dugc tac. Ban c6 thé déng ctia s Sys-
tem Restore.

N&u ban can tan dung diém phuc h8i ma ban viia tao, hdy quay trd
vé muc 69 dé dudgc trg giup.

THU THUAT: Trong mét sé tinh hudng chdng han nhu khi
ban c& loai bd mdst virus hodc worm da lay nhidm sang hé
théng cda ban, cdc hudng ddn ma ban nhdan ducc cd thé
cho bi&t vdng ban nén tdt System Restore d€ loai b3 virus
hodc worm. D& tdt System Restore, nhdp nit Start, nhép
pkdi biéu tuong MY Compufer va cb\qn propeﬁ'ies X menu
ngd cdnh. Trong hép thoai System Properties, nhdp tab
System Restore va sau d6 cheon hdp ki€m Turn Off System
Restore. Khi ban d8 loai bd virus, mé System Restore bgng
cédeh l&p lai cdc budc nay. PE bidt thém chi ti&t vé viéc x4&

ly cde virus, worm va malware khdc, xem muc 82.

69. Phyc hoi hé théng

Trude khi ban bat ddu

68. Tao mét diém phuc héi hé thdng

Ban ¢6 thé biét dugc khi nao ban dang gap mot sy co hé théng hé thong
chay cham, ban nhan dugc cac thong bao 16i noi rdng cac clfa sb phan mém
can déng lai hoac phan mé&m khéng chiu khdi ddng. Trong mot s& trudng
hgp, Windows khéng khdi ddng thanh céng va hé thdng lién tuc khdi déng lai.

Trong nhiing trudng hgp hé thdng khdi déng lai ma khdng tit dung céch,
hé th8ng s& khdi dong va cung cap cho ban tiy chon dé khai ddng Windows
trong ch& d6 Safe Mode. Safe Mode sl dung mét cdu hinh Windows co ban
va khdng tai tat ca driver ma ban da cai d4t cho cac thanh phdn phan cing
khac nhau. Safe Mode hitu dung bdi viné cho phép Windows tai t3i thi€u sao
cho ban ¢6 thé giai quyét sy co.

Sau khi hé théng khdi ddng va chay cho di ban da khéi dong sang Safe
Mode hoac khdi ddng Windows mét cach binh thudng, ban ¢6 thé sir dung
System Restore dé phuc hdi cac file hé théng tr& vé thdi diém trudc dé. Ban
nén chon mét diém phuc hi cé mét ngay thang trudce khi hé thong da bt
dau chay kém va ban bat dau th&y rang da c6 mot loai su ¢d nao do.

Hay luu y rAng vé co ban System Restore "xac lap lai" hé thong trd vé mot
thai diém trude d6. Diéu nay cé nghia cac driver va nhiing hé théng xac lap
khac dugc xac lap sang thdi diém trudc dé. C6 thé ban phai cai dat lai cac
driver cho mét s& phan ciing néu ban sl dyng System Restore. Vidy, néu ban
da thém mét driver va da cau hinh mét adapter WiFi trén hé th8ng, sau d6 phai
phuc hdi hé thdng trd vé thdi di€ém trudc dé, ban s& phai cai dat lai driver cho
adapter. Cac xdac lap mang bi &nh hudng bdi sy phuc hbi hé thdng bao gém
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client mang va cac xac lap TCP/IP mac dinh. Vi dy, néu ban da c&u hinh hé
théng dé st dung mot dia chi IP cu thé trudc day, nhung sau dé thay ddi cac xac
lap dé dia chiIP dugc nhan ddng tu router WiFi, c6 thé ban phai "redo" cac xac
lap g&n day néu ban phuc hdi sang mdt thdi diém trude d6 vén da sl dung cac
xac lap. System Restore dugc thiét k& dé lam cho may tinh bj truc trac khai
dong va chay lai; viéc phai cau hinh lai mot s& xac lap hé théng that sy la mot
cai gia nhd phaitra.

Bat ky ban cap nhat Windows ma ban da thém vao hé théng sau ngay
thang clia diém phuc hdi cing dugc phuc héi trd lai bdi System Restore. Do do,
ban nén st dung System Restore chi khi ban gap phai mét su ¢d xay ra véihé
diéu hanh Windows. Cac file ma ban da tao hoac da luu, chéng han nhu cac
biic &nh ma ban da download hoac nhiing tai liéu ma ban da tao va luu, khong
bj &nh hudng bdi System Restore; nhiing file nay sé van nam trén may tinh noi
ban da luu chung sau khichay System Restore.

69. Phuc hbi hé thong

L 1. Md cira sO
System Restore

1.Md& clra s6 System Restore

Md clra s6 Performance and Maintenance béng cach nh&p nut Start
va nhép Control Panel. Sau d6 nhap biéu tugng Performance and
Maintenance dé mé clia s& Performance and Maintenance. Chon
link System Restore nam & phia bén tréi cla s6 dé md cira s6 Sys-
tem Restore.

2.Chon Restore My Computer

Nh&p nat tiy chon Restore my computer to an earlier time va sau dé
nh&p Next.
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Welcome to System Restore
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3. Chon ngay thang va diém phuc hai

S dung lich (calendar) dé chon mét ngay thang chiia diém phuc
héi. Ngay thang cé cac diém phuc hdi dugc in dam trong ludi ctia
lich. Sau khi chon mét ngay thang trong lich, mét danh sach cac
diém phuc héi dugc tao trong ngay dé xuat hién & phia bén phaiclia
s&; chon mét trong cac diém phuc hdi ti danh sach va sau dé nhap
Next dé tiép tuc.
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; 3. Chon ngay thang
vi diém phuc hoi
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_LHLZ THM}AT: Khi ¢é nhidu diém phqc hdi cho mdt ngay
thdng, ban nén chon mét diém phuc hdi da duge tao trudc
khi ban bdt ddu gdp phdi sy c8. Ban ciing nén chon diém
phqc hé i gz‘fh sié'hg vdi vé bé hgodi cda su cd (nkung
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khéng chua sy cd) bdi vi didu nay t& chéi viéc phdi thuc
hign nhidu thay ddi d8i véi cde xde lap hé théng va bdn
cai dat driver.

4, Xac nhan lya chon va phuc hdi hé théng

Man hinh ké tiep dé nghi ban xac nhan viéc lya chon diém phuc hoi.
Ngay lhang d|ern phuc hdiva tén diém phuc hdi xuat hién & bén trai
phia trén clta s System Restore. Khi ban san sang bat dau tién
trinh, nhap Next.

Confirm Restore Point Selection

Sederted reatore pu-l'
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! va phuc hdi hé théng
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May tinh sé khdi dong lai va viéc phuc hdi hé thdng sé xay ra. Khi Win-
dows khdi ddng, ban dugc bao cho biét ring hoat déng phuc héi hé théng
hoan tat. Nhdp OK dé déng clta s8 thong bao System Restore. Hé théng sé
hoan tat tai va mét 1an nita ban cé thé sl dung cac (ing dung Windows khac
nhau.

T*HL;LTHU\AT Néu System Restore k]f\éng gidi quyé’i s
c8 véi hé thdng cida ban, ban cé hai lua chon: ban cé thé
chon mét di€m phuc hdi khdc hode ban cé thé s& dung
cdc troubleshooter khdc nhau ma Windows cung cdp d&
giup gidi quyét cdc sy cd phdn mém va phdn cing. Nhdp
nit Start va sau dé chon Help and Supporf. T danh sdach
Pick a Task trén man hinh Help and Support, chon Use
tools to view your computer informqﬁon and diagnose prob-
lems. Tay chen nday sé ddn ddt ban qua nhing khd ndng
khdc nhau d€ xui ly su c& ma ban dang gdp phdi véi he
thé'ng.
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Né&u ban gap phai mbt su ¢8 trén mdt may tinh va ban thiy rang moét
dgriver phan clng chéng han nhu driver cho mét adapter mang WiFi la thi
pham (va ban da thay driver bAng m&t driver mdi cia nha san xudt), hay thay
driver do trén bat ky may tinh khac'trén mang vén cé thé sir dung cong mét
nhén hiéu adapter. Thay driver tham chi ndu may tinh khac dudng nhu khang
gap cung mét sy ¢4 ma ban da gap phai trén may tinh ban dau.
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Chuong 11

BAO VE AN TOAN
MANG KHONG DAY
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Trong chudng nay, ban s¢ hoc nhiing dié¢m chinh sau daqg:

& 70. Ban vé an ninh mang co ban

71. Ban vé cac Firewall

72. C4u hinh cdc xéc lap Firewall coa Router

73. Thay déi xac lap cua Router

74. Sao luu cau hinh Router

75. Tat cdac Broadcast Server Set ID (SSID)

76. Ban vé cédc chién lugc an ninh 802.11

77. C4u hinh an ninh Wired Equivalent Privacy (WEP)
78. Cdu hinh an ninh WIFi Protected Access (WPA)
79. Ban vé céc dia chi MAC giao dién mang

80. Tao mot danh sdch truy cap MAC mang WiFi

81 C&u hinh Remote Management

¢ G 8 O 000 % U S EGO OO0 O YL S S EON0QE OO OESEESOCOESOSODL®OODLIDIDPPBEBELEBIPBOGVYS
dc mang WIFi déi mat vdi hai con dudng xam nhap tiém an:
ban than phudng tién WiFi (cac tin hiéu vo tuy&n) va noi két Internet
thugng tryc td mang gia dinh dugc k&t ndi v&i mét router DSL hoac

modem bang tan réng. Bao vé mang khdng day (wireless) doi hdi ban bao vé

an toan phuong tién mang va bac vé mang ndi bd khdi cudc tan céng bdi

ngudi nao dé bén ngoai mang, nghia la ngudi nao dé tan céng mang trén

Internet.

Chuong nay sé trinh bay cach bao vé an tean mang WiFi bang cach su
dung chién lugc an ninh wireless vén s dung sy ma héa va cac khoa an ninh.
Chuong cling trinh bay router WiFi cung cap mét firewall nham giup bao vé an
toan mang khdi cuéc tan cong bén ngoai.
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70. Ban vé an ninh mang

Trudc khi ban bat dau Xem thém
11. Tao mot tai khoan ngudidung Muc 82
45. Ban vé viéc chia sé cac tainguyén mang
64. Ban vé viéc sao luu va phuc héi di liéu

An ninh mang bao gém an ninh cho mot mang workgroup gia dinh xoay
quanh viéc bao vé thdng tin, nghia fa diu liéu mang. Trén mét mang doanh
nghiép Idn, dif liéu c6 thé 1a cac s an sinh xa hdi (social security) va cac sé
thé tin dung (credit card) cho hang ngan ngudi. Trén mang gia dinh clia ban.
dit lidu cé thé 14 file ngan sach gia dinh hodc mdt danh sach cac dia chicho
cac thiép gidng sinh nam nay.

DU liéu va nhiing ngudn tai nguyén mang khac phai dugc bao vé khoi sy
xam nhap bén trong (chéng han nhu mdt ngudi dung mang hgp phap xéa cac
file quan trong) va sy xam nhap bén ngoai (chang han nhu mat virus may tinh
hoac hacker bat hgp phap trén Internet). Cac mang doanh nghiép chiravo sé
tién cho nhirng bién phap an ninh khac nhau nhdm bao vé mang clia ho. Va
méac du an ninh mang cling quan trong ddi véi mang gia dinh, nhung ban
khéng can phaicd 14p lai bién phap dugc ti€n hanh trén cac mang 16n nham
bao vé thong tin quan trong.

An ninh mang, tham chi an ninh trén mot mang gia dinh dugc tap trung vao
su truy cap mang va su truy cap ngudn tai nguyén. D& bdo vé dii liéu mang,
ban phaibao vé su an toan mang khoi su truy cap trai phép (1 bén ngoai) va
cling bao vé dit liéu khi né dugc truy cap bai mét ngudi dung khi né dude cho
phép (iU bén trong).

B Thay déi Password router WiFi, Mac di diéu nay khéng ngan
chdn cac cudc xam nhap mang, nhung viéc dinh ky thay doi
password ctia router sé lam cho viéc truy cap dén céu hinh cia
router trd nén an toan hon. Cac password méc dinh dé quan ly
router thudng la nhing password chung chung quen thudc chang
han nhu password, ban cang sdm thay déi password di kém vdi

router cda ban thi ban sé cang an toan. Xem muc 73 dé€ biét
thém thong tin.

W Mo/tat SSID Broadcast: Mac du tat viéc truyén phat dai ching
(broadcast), Server Set ID (5SID) hodc tén mang bang router
WiFi st dung mot tin hiéu vé tuyén sé khdng that su bdo vé an
toan mang khoi sy xam nhdp bén ngoai, nhung né cing ngan
router WiFi quang cdo rdng mang WiFi hién hiu cho bat ky
ngudi nao d trong pham vi hoat déng vén dang cd ldng nghe. Pé
biét thém théng tin, xem muc 75,

N Cac xac lap Firewall: MGt firewall c6 thé bao vé mét mang néi
{0 khdi cdc cudc tan céng tu bén ngoadi trén ndi két internet
thudng tric. S6 xdc lap firewall ¢6 sdn cho ban phu thudc vao
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router ma ban di mua. Dé biét thém théng tin, xem myc 71 va
muc 72.

& Danh sdch truy cap card WiFi: Router WiFi c6 thé cdu hinh dé
chi cdc may tinh vén ¢6 MAC (Media Access Control) hosc dja
chi phén ciing cho adapter mang WiFi ctia chung dugce ghi trong
danh sdch truy cdp cua router sé dudc phép két néi vdi mang
WiFi. D& biét thém chi tiét vé cdc dia chi MAC va danh séch truy
cap card router, xem muc 79 va myc 80.

B Xic thuc bdng khoa (Key Authentication) va ma héa di liéu
(DataEncryption): M6t cah dé bdo vé mang WIFi khd1 sy xam
nhép trén phuong tién mang (cdc tin hiéu vé tuyén) 1a doi hoi
cdc mdy tinh c6 két ndi véi mang dudc xdc thyc (hoac dugc
chdp thuan) béi router WiFi. Da liéu di chuyén trén phuong tién
mang vén bi chdn cing co thé dudc bdo vé néu trddc tién ban
méa hda di liéu doé. Hau hét cdc router WIFi cung cdp hai loai
chién ludc an nitin WIFi khdc nhau: WEP va WPA. DE biét thém
chi tiél vé WEP va WPA, xem muc 76, myc 77 va muc 78.

Khi ban tan dung nhitng cdch khac nhau dé bao vé workgroup ctia ban
khéi nhitng cudc tan cong bén ngoai (k& ca cac sy ¢6 li&n quan 3&n cac virus
va maiware khac nhu dugc giai thich trong mue 82), ban van sé can bao vé
dii liéu khdi nhiing cuée pha vd an ninh bén tfrong mang. Bay thudng la mot
van dé v8iviéc vd y xo6a céc file quan trong hoéc viée di lidu quan trong G4 bi
héng hoac khéng thé s dung dugc.

Trén cac mang Ién, dt liéu duge bao vé bdi moét nha quan tri mang von
gan cho mdi ngudi diing métiap hdp quyénlién quan dén viéc nhap dd liéu.
Tuy nhién, bdi vi dii liéu chia sé dudc phan tdn qua mét s6 may tinh (cac
folder chia sé thudng trd trén cac may tinh riéng lé va dugc quan ly bdinhiing
ngudi dung trén cac may tinh dé), ban that su khéng thé xem xét nhiing ngudi
dung trén mét workgroup nhu cach cac nha qua tri cé thé kiém soat nhiing
nguén tai nguyén mang trén nhitng server tap trung. Do d6 bao vé di ligu
khoi nhing sy ¢d von phéat sinh it bén trong mang chéng han nhu mot file bi
x6a do vé y hoic bi hdng, dudc xir ly t6t nhat bang cach saoc luu dif liéu trén
mot may tinh riéng 1&é (xem muc 64).

Mot van dé khac vai cac mang workgroup 1a néu mét folder dugc chia sé
trong mot workgroup, né ¢é san cho moi ngudi trong workgroup dé. Do dé,
diéu quan trong la nhiing ngudi ding trén mang phai cé hanh ddong trach
nhiém khilam viéc vdi cac felder chia sé va ndi dung cla nhiing folder nay.
Piéu cling quan trong la mai may tinh trén mang nén dudgc cai san pham
ph&n mém chdng virus cap nhat bdi vi kha dé lay lan mét virus hoac malware
khac trong mét moitrugng ndi mang workgroup (xem muc 83 dé biét thém
chitiét vé phan mém chéng virus).
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71. Ban vé cac Firewall

Trudc khi ban bat dau Xem thém
54, Banvé viéc loc ndidungva mécaccdng  Muyc 96
70. Ban vé an ninh mang cd ban Muc 97

Cac firewall (tudng Ira) dugc thiét k& dé dat gita mang va Internet va béo
vé mang ndi bd khoi cudc tan cong bén ngoai. Cac firewall cé thé bao gom
phan cirng va phan mém, chang han nhu firewall duge cung cép bdi router
WIiFi. C4c router ciing c6 thé bao gém chi phadn mém chang han nhu Win-
dows Firewall cua Windows XP.

THUAT NGU CHINS

Firewall. Phan mém, phin cing hoic ci phian mém lin phin cing
dupc thiét ké” d€ npgan su' truy cip trdi phép dén mdt mang riéng.
M6t firewall c6 thé dupe st dung 38 ngan chan luu luong d lid¢u
dén va di.

Cac firewall van 1a mot sy két hgp phan cung va phan mém (vidy, firewall
cla router WiFi) cé thé kiém tra cac goi dii liéu roi khdiva divao mang néibd.
Pay la ly do tai sao firewall cé thé dudc slt dung dé ngan chan sy truy cap
dén ndi dung web va cac dich vy nhu dugc giai thich trong mue 54. Quan
trong hon, firewall dugc thiét k& dé tu chdi nhitng cudc xam nhap va cudc tan
cdng i bén ngecai, nghia 1a Internet. Vay thi lam thé nao firewall xac dinh
dudc khi nao cac goi dit fliéu t bén ngoai la mot cude tan cdng thay vi luu
ludng dU liéu théng thudng?

Trén thi trudng c6 mot s8 I6n cac san pham firewall. Firewall chi phan
mém chang han nhu Windows Firewall (mot su bé sung mién phi cho OS
Windows XP) va Zone Alarm (d& bigtthém chiti&t vé Zone Alamr, mot Firewall
ca nhan tuyét vgi, xem http://www.zonealarm.com) dugc thiét ké 1am cac
Firewall cd nhan dé bdo vé may tinh ma ching dudc cai dat trén do. Cac
firewall cao c&p hon dugc thiét k€ dé bao vé mot mang nhé dugc cai sdnvao
nhiu router WiFi tif cac nha san xuat chang han nhu Linksys va Netgear.
Cac mang doanh nghiép st dung cac firewall tham chi tinh vi hon, phic tap
han, dugc thigt k& dé bao vé cac mang Idn. Nhiing firewall chuyén dung nay
{chdng thudng khéng phuc vy bat ky chic nang khac, tuong tu nhu router
WiFi da ndng) cung cap nhi€u tiy chon c&u hinh hon va s6 xac lap an ninh
nhiéu hon so vdi cac firewall don gidn cho nGi mang gia dinh va van phéng
nhd.

Firewall dudc cai sdn vao router WiFi kiém tra ta! ca {uu lugng dit fiéu di
vao va di ra mang cuc bd. Mbi goi dif lieu dugc ki€m tra sao cho né cé thé
dudc k&€t hgp vdi mot dich vu Internet riéng biét ch&ng han nhu http (Web)
hodc FTP (mét su truyén file). N&u mét goi dir liéu khong thé dude két hgp
vdi mdt ndi két dich vy that sy (chang han nhu dich vu duyét Web) da khéi
dautrén mang cuc bd, firewall sé loai bd goi do va bat ky goi khac khong thé
dudc k&t hdp véi mot néi két cu thé. Do dd, bat ky luu lugng did liéu (cac goi



2272 Chuong 11: BAo vé an 10AN mang khdng diy

thuc su) khang khdi ngudn tir mét dich vy ndi bé sé duge ngan chan badi
firewall.

Kigu kiém tra géi (packet) nay dugc goi 1a Stateful Packet Inspection (SPI).
Pay la ly do tai sao firewall cai san vao router WiFi dudc goi la firewalt SPI
trong tailiéu cla router.

THUAT NG CHINK

Stateful Packet Inspection (SPI). Cic goi d liéu duge kiém tra bor
firewall va dugc phén tich 3¢ quyét dinh sy két hop cda chiing vor
cdc noi két mang va cdc yéu cdu dich vu hién hanh.

Céac firewall sif dung SPI da quyét dinh xem cac géi dit liéu divao mang
cuc bd tu Internet co6 phaila két qua clila mot cudc tan cdng hodc xaAm nhap
tiém &n trén mang cuc bd hay khong. Mot trong nhiing kigu t&n cong phd
bién nh&t dugc st dung trén Internet (4 tAn cdng tu chéi dich vu: ké tan cong
lam tran ngap mang cuc bd (thudng la mat may tinh don) bdi rat nhiéu di liéu
dén ndi may tinh hodc mang bi qua tai va tic may. Kiéu tdn céng nay dugc st
dung lién tuc dé lam ngliing hoat déng cac Web site trén Internet va cing ¢
thé dugc slr dung dé pha réi cac may tinh va dich vy trén mét mang gia dinh
nhd. M6t firewall SPI c6 thé bao vé mang khéi cudc tan céng tir chéi dich vu,
do dé nén tan dung 16i da firewall dugc cung cép bdi router firewall.

72. Cau hinh cac xac lap firewall clia router

Trudc khi ban bit dau
22 Truy cap cau hinh Router
71 Ban vé cac Firewall

Céc xac lap thue sy ¢é sén cho firewall clia router WiFi ma ban da mua.
Trong hau hé&t cac trudng hop, cac xac 1ap firewall cho router WiFi gia dinh
kha don gian; chiing cé thé chi cho phép ban md ho#c tat firewall va cau hinh
mét may tinh d& chay bé&n ngoai firewall trong nhiing gi dugc goita vung phi
quan sy (DMZ). Cac Web server va gaming server ¢é thé chay trong vung
DMZ, do dé ban khong can phai st dung port forwarding hoac port triggering
dé cho phép ngudi diing bén ngoai mang két ndi véi server. Port forwarding
hoac ponrt triggering quac thao luan trong myc 58.

Nhing xac lap khac ma ban ¢6 thé diéu khin déi vdi cac xac lap firewall
lien quan dén viéc giao dién router c6 thé dudc ping tU Internet hay khong
(ping hitu dung nhu mét cdng cu chdn doan nhung cé thé mé mang ra trudc
cac cudc tdn cong ti€ém &n). Lénh ping dudc thdo luan trong muc 96 va muc
97. Cac xac lap firewall cha router cling cé thé cho phép ban xac lap kich ¢3
_ gdi (packet) 16i da v8n cé thé dugc truyén lén mang. Day dudc goi la kich cd
Maximum Transmit Unit (MTU); n6 thudng dugc cau hinh tai 1500 bytes nhung
dugc diéu chinh thanh mét kich ¢ nhd hon néu dugc yéu cau bdinha cung
cap dich vy Internet.
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72. C4u hinh cdc xdc 13p firewall clia router

1. Md trang Web ciu hinh router

7 -0 ..:.|-|

H21 Uit vess

401 Unauthorized

Autliorzation required.
ke i d

) et e 23 AU A 0 | ® et

1. Md& trang Web cau hinh router

Dang nhap vao router bang quyén quén tri administrator bang cach
st dung trinh duyét Web, gd nhap URL cho router trong hop Address
cua trinh duyét va sau do cung cap tén dang nhap va password cho
router khi dugc nhac vé théng tin nay. Ban co thé tim thay URL cho
router trong tai liéu di kém router; cac router ciing thudng c6 mot
trang khdi ddong nhanh cung cap URL hoac dia chi Web cho router
cuing vdi tén dang nhap va password méc dinh. Néu ban khéng truy
cap mét trong hai trang théng tin nay, di dén Web site clla nha san
xu&t router va truy cap trang hé trg clia ho tim cac link dan dén cac
trang s&n pham riéng biét noi ban c6 thé download tai liéu cho router
WiFi,
2. Truy cap cac xac lap firewall

Trén Web site c&u hinh clia router, chon link ddn ban dén cac xac
lap firewall clia router. Vi dy, trén trang cdu hinh ctia router WiFi
Netgear, cac xac lap firewall ndm trén trang WAN Setup do dé nhap
link WAN Setup nam & phia bén trai trang. Cac trang Setup clia mdi
router khac nhau do dé hay tham khao tai liéu cla router va sach
hudng dan dé biét thém théng tin.

Cac xéc lap firewall thuong duge tim thay teen trang cdu hinh thiet lap WAN

cto router bai vi néi Lé‘i WAN {mqnq c]ién pﬁnq) la néi kel voi Inlernet (lnier‘nel
la manq dién rong). M6l s router cho phép thay d&i nei ket gida mqnq cio ban
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vd Infernetl ta automatic (nqlﬁu la né xdy ra ty a(jnq qua rouler) sang manual,
Mst néi kel manual (ﬂ]d cﬁnq) dai hei l:)qn sd ciqnq tinh ndng tha céng teén
router dé€ thigt |ﬁp va c|~.qq ndi Lé‘i Internet. Xac ldp automatic' connection that
sy 18t hon bai vi ban Hmnq clin xbc ]ﬁp lai ngi ket néu né nqung hogt afjnq hotic
bi gidn doan. Khi xdc Iﬁp aulomalic auqc bét Luéc. rouler tuy afjnq ket néi vai
Infernet khi cdn truy cép.

3. M3 hoac tat cac firewall
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n Ma / tit firewall

Cho
phép ping
giao dién
Internet
router

r4d Truy cdpcdc xdc

Chon hop kiém ho#c nut tly chon thich hgp dé mé firewall clia router.
Mot s router (chédng han nhu router Netgear) dugc mé firewall theo
mac dinh va trang c&u hinh khdng cung cdp mot tuy chon enable; né
chicho phép ban tat (disable) firewall bang cach chon Disable SPI
Firewall. Viéc tat firewall sé m& toang mang ra trudc kha nang bi tan
cdng bén ngoai. That sy khéong cé ly do nao dé tat firewall tham chi
néu viéc truy cap dén cac dich vu choi game bang nhiing dich vu

"khac la mot van dé bdi vi tAt ca van dé k&t ndi can dugc giai quyét

b&ng nhitng xac lap port forwarding hoéc port triggering (xem muc
58).. :

Xac dinh dia chi

IP Server DMZ

i

[ ) 1

Ap dung cdc xdc lip - h Xidc lap kich
lap firewall firewall vao ciu hinh router cd MTU

4. Xac dinh dia chi IP Server DMZ

Néu ban mudn van hanh mét may iinh hoac server (chang han nhu
may tinh cé chidc nang nhu mét Web server hoac gaming server)
bén ngoai firewall, ban c6 thé yéu cdu router dat may tinh dé trong
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vung DMZ. Didu nay cé nghia la mang dugc bao vé khdi cudc téan
cong nhung may tinh DMZ ¢é thé bjtan céng. P& dat mot may tinh
trén cla ban trong vung DMZ st dung mét router Netgear, chon hép
kiém Defautt DMZ Server va sau d6 nhap dia chi IP clia may tinh von
sé dudc dat trong viing DMZ. N&u ban can tim dia chl IP ciia mét
may tinh, di d&n may tinh dé va nhap nut Start, sau dé chon Run.
Gd nhap command trong hép Run va nhdp OK. Trong clia s com-
mand vla md ra, gé nhap ipconfig/all va nhan Enter. Ban sé duac
cung cép dia chiIP va nhan xac lap IP khac cho may tinh.

5. Cho phép ping giao dién internet router

Ping la mdt céng cu dong Iénh dudc sif dung dé xac dinh xem mét
néi k&t cé hién hidu gita may tinh hodc nhiing thiét bi mang khac hay

. Khéng. Vi du néu ban dudng nhu khéng thé két ndi véi cac may tinh
khac trén mang vén cé mét folder chia sé, ban c6 thé ping may tinh
nay bang cach sit dung dia chi [P clia né dé xem ¢6 mdt sy cd két
ndi hay khéng. Theo mac dinh, hau hét cac router WiFi dugc cau
hinh dé giao dién hoac ndi k&t chia router vi Internet khong thé dugc
ping. Giao dién Internet cho router thyc sy dugc gan dia chi IP cla
né bdi nha cung cap dich vu Internet. Do dé giao dién Intermet trén
router thuc sy 1a giao dién céng cdng. Viéc cho phép giao dién céng
cdng pingcd thé md toang router ra trudc su tdn cong viné co thé "bi
ping d&n chét". Mdt ca nhan cé y d8 xdu trén Internet ¢6 thé gditéi
tap cac goi ping hoac cac goi ping qua c& dé that su lam ngung hoat
ddng giao dién c8ng cong clia router. Kiéu tAn c6ng nay dugc goi la
"ping td than".
M& giao dién Internet clia router dé ping chi khi nha cung cap dich vu
Internet (hodc ban) can ping giao dién dé dé xac dinh xem c6 mdt su
cd k&t néi hay khéng. Vi du déi vdi router Netgear, chon tiy chon
Respond to Ping on Internet Port d€ ma tinh nang nay. Khi ban quyét
dinh réng giao dién cé thé dugc truy cap bdi mot Ping (tif ban hodc
ky thuat vién ISP), ban nén tit tinh ning nay.

6. Xac lap kich cd MTU

Gia tri Maximum Transmit Unit (MTU) cho cac mang Ethernet ching
han nhu mang WiFi la 1500 bytes. D& xac lap MTUtai gia tri méc
dinh trit phi nha cung c&p dich vy Internet doi hoi s dung mét xac
lap khac. NEu ban khéng chéc chin vé gia MTU, hay lién lac véi ISP
clia ban. Vidy dé thay d8i MTU trén router Netgear, nhap hop text
MTU va gé nhap gia tri khac. Mdi router cung cdp mét mén hinh cau
hinh hgi khac nhau dé xac lap MTU.

Nha cung cédp dich vu Internet quyé&t dinh MTU t8i uu cho mang ma
no dich vu bang phuang phép thi va sai. Cach duy nhat ma ban cé
thé cAm nhan dudc rang ban khéng cé ding xac lap MTUcho néi két
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ISP {a néi k&t vdi Internet hgi cham va diéu nay thudng chi xay ra
trong nhing tinh hudong ma MTU dudc xac lap cac hon MTU cta ISP
va cac géi dii liéu phai dudc phan chia thanh cac cum nhd hon dé
truyén. Do do, két qua cudi cung la hay goi ISP va xem nd ¢co su
dung MTU dac biét nao hay khéng.

7. Ap dung céc xac lap firewall vao cau hinh router

Khi ban da xac lap cau hinh firewall cho router, ban phai ap dung
hodc luu cac xac lap mdi (cho du ban ap dung hoac luu cac xac lap
hay khdng déu tuy thudc vao router WiFi). Vidy déi vdi router Netgear
WGR 614, nhap nat Apply dé ap dung va luu cac xac 1ap firewall

73. Thay dai Password ciia Router

Trudc khi ban bat dau Xem thém
22 Truy cap c&u hinh Router Muyc 74

Ban ¢o thé ty hdi nén thay déi password router nhu thé nao dé bao vé an
toan mang. Trudc tién, hau hét cac router st dung mot password mac dinh
ma bat ky ngudi nao cé thé doan. Vi du Netgear sif dung password lam
password mac dinh cUa nha quan tri. Do do, cac xac {&ap cla router lién guan
dén firewall va nhitng tinh nang khdc chang han nhu ngan chan néi dung va
dich vy chl an toan nhu cau hinh cla router. N&u b4t ky ngudi nao trong gia
dinh cla ban nhay vao may tinh dugc k&t ndi truc ti8p vdi router (hoac néu
ban dda md chiic nang quan ly tu xa cho router nhu dugc giai thich trong muc
81) va truy cap cau hinh clia router, ban cé thé s& gap phai mot su pha vé an
ninh I&n, nhat1a khi cac thanh vién gia dinh tt firewall bdi vi game online ma
ho dang ¢6 chai khéng hoat déng tot.

Trudc khi ban thay d8i password cla router, ban ¢cé thé muén sao luu cau
hinh cua router. HAu hé&t cac router firewall ¢o kha nang sao luu file cau hinh
cho router phong ngdra ¢6 mét su ¢d chéng han nhu mot password quan tri bi
quén (dé bigt theém chiti€t vé viéc sao Iuu cau hinh, hay xem muc 74).
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73. Thay déi password ctia Router

Druiom irais ww s b ma Liparnt

Ty, o towan L

Toskom Ve
i s T § et [ oo B i | el
. e
¥ b e e
[N PV ¥
L
g bsmimas TEaant
(e
L T S

[y
Mgt ueian

LTS P
TR .
o o
- [Err—
W Gy
b

B

B e Voot [ et v
St sty P ¥
P
]

Truy cdp cdc xdce ldp
thay d8i password

- e e .

Qe U 240 ;mnfivem @ 2 < . BDDPY

S R e et P -

Fealuypery
L LT

L R Ty
Cpr e EBN

1. Truy cap cac xac lap thay déi password

El Ap dung thay ddi vio cdu hinh router

Dang nhap vao router bang quyén administrator bAng cach sif dung
trinh duyét Web, go nhap URL cho router trong hop Address clia
trinh duyét va sau dé cung cép tén dang nhap va password cho
router khi dugc nhac vé théng tin nay. Ban c6 thé tim thdy URL va
tén dang nhap va password méc dinh cho router clia ban trong tai
lieu di kém vd&i router. Néu ban da mat tat ca tai liéu cho router, di

dén Web site clia nha san xuit va download tailiéu nay.
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Tu trang cAu hinh chinh cla router, truy cap xac lap trén password
cho router. Viduy, Netgear WGR14 cung cép link Iénh Set password.

2. Thay d&i password

Nhap password hién hanh cho router (Netgear sir dung password
mac dinh |a password; Linksys st dung admin. Password mac dinh
dugc liét ké trong tai tiéu cho router). Sau dé nhap password mgi ma
ban muén s dung. Ban phai xac nhan password mdi bang cach
nhap né 1an thit hai. Bai vi mét giao dién Web dugce sl dung dé quan
ly cdu hinh clia hdu hét cac router WiFi dugc thi€t k& cho hau hét
cac mang gia dinh, cac quy tac chi phdi chiéu dai password va cac
ky tu dugc sl dung hau nhu khéng hién hiu. Vidy trén mét router
Netgear ho#c Linksys, ban cé thé c6 mot password chl gom mét ky
ty don.

THU THUAT: Didm m&u chdét cda vide cé mdt password
la 46 givp bdo vé an toan router WiFi do dé ban nén su
clu}r\g 181 thidu 6 ky tu (ban cé thed sua du_lng bat ky ky tu
ndo trén ban pl'\fm) va bqr\ s c!u.\ng ket |r\qp cdc l()f tu chi
va sé&. Khéng ding tén cda vo hodc ckd\ns, con ché, con
cdi hay b&t ky nhing gt khdc ma ngudi ta cd thé dé dang
dodn. B&ng quén r&ng ban aahg cd bio vé an toan router
khdi su xdm nhdp bén ngodai (password cida ban nén cé
mdt muc 36 pl‘\l}c tap ndo dé6) va chng d¢€ bdo vé an toan
router khdi Y\l‘\ahg ngudi trong nha cda ban (cl'\c{'ng han
nhu con cdi cda bqn), nlr\ar\g ngudi cdé thé mudn cdu hinh

1q\i router sao cho nd l(lv\o‘r\g £on ngdn clf\&.n cdc Web site

nhd&'t dinh nza.

3. Ap dung thay d8ivao c&u hinh router

Sau khi ban da nhap password cli va password méi, nh&p nGt Apply
hodc mét lénh tuong ty dé luu thay di password sang cdu hinh clia
router.

74. Sao luu cau hinh Router

Trudc khi ban bit dau
22 Truy cap cau hinh router

Ban ¢6 thé sao luu file cdu hinh cla router. Didu nay hiiu dung trong nhiing
tinh huéng ban muén thr cac xac 1ap maéi nhung sau dé mudn phuc héi trd lai
cau hinh clia router sang cac xac 1ap da thif va ding cla ban. Viéc sao luu file
c&u hinh router s& mang dén cho ban kha nang dua router tr8 vé c&u hinh uu
tién néu ngudi nao dé trong nha ban da sla déi cac xac lap cla router.
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Trang Backup Settings cho router s& cho phép ban sao luu cdu hinh ctia
router va cling phuc héi cdu hinh néu cén thiét (st dung Iénh Restore). Ban
chican sao luu router khi ban thay ddi cau hinh cla router (chang han nhu sau
khi thiét lap c4u hinh ban dau). Thuc hig&n cac sao luu tiép theo chi sau khi ban
thay déi cdu hinh clia router. Ban nén sao luu cac thay d6i ma ban thyc hién
d6i vai cau hinh cla router chi sau khi ban da quyét dinh rdng cac xac lap mdi
hoat dong. N&u cac xac lap mdi khong hoat dong, ban cé thé phuc héi cac
xac lap trd lai bang cach phuc héi moét phién ban trudc dé ctia cdu hinh
router. Ban c6é thé Iuu bao nhiéu file khac nhau tay thich, diéu nay cho phép
ban gilt cac phién ban cau hinh khac nhau cla router. Hau hét cac router
cling cung cdp mot lénh nham cho phép ban x6a cau hinh clia router va phuc
héi cdu hinh trg vé cdu hinh cac xac lap factory.

74 Sao luu ciu hinh Router
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ﬁ Truy cdp cdc xdc ldp Backup
1. Truy cap cac xac lap Backup

Dang nhap vao router bang quyén administrator bang cach sl dung
trinh duyét Web; cac nha URL cho router clia ban trong hop Address
cla trinh duyét, sau dé cung cép tén dang nhap va password cho
router khi dugc nhéc vé théng tin nay. Ban cé thé tim thdy URL cho
router trong tai liéu di kém router. Néu ban da thay di password cho

router nhu dugc thao luan trong muc 73, hay sif dung password mdi
ma ban xac lap.

THU THUAT: Khi ban truy cdp URL cho router, hay luu
trang duwdi dqng mdét trong cdc fav::rii-es trong trinh duyé{-
Web. Sau dé ban cé thé md trang Web cda router bd't cu
lie ndo bé\hg cdch nhd‘p link fqvoriies ma [:n:_xh d& tao. Ban
cing cd thé& nhdp tén user va password trong hép text
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logon va chon hép ki€m Remember my password. Windows
s& nhd tén user va password, gitip ban dé dang truy cdp
router. Tuy nhién, néu Windows nha password cho ban,
bat ky ngudi ndo ng‘cén mdy tinh cda ban cé thé truy
cdp router. NEu ban thay d8i password mdc dinh, hay bdo
ddm ban nhd nd hodc ghi né ra & mét noi an toan phéng

ngita ban cdn nd.
] A

T trang c&u hinh chinh cla router, nhap link Backup Settings hoac
lénh tuong tu dé truy cap trang ma tif d6 ban cé thé cau hinh tién
trinh sao luu cho router clia ban.

.Batdautién trinh sao luu

Trén trang cdu hinh Backup Settings, nhdp nut Backup hoac lénh
tuong tu. M6t hop thoai File Download mé ra. Bay ciing 1a loai hop
thoai download vén mé khi ban c6 download mot file ti bat ky trang
Web. Vi du néu ban download mot file anh hoac file &m thanh ti mot
trang Web (hay nhé rang router dugc cau hinh) bang cach st dung
mot giao dién Web, céc trang cau hinh router thyc té€ |a cac trang
Web nhu bat ky trang Web khéc.

)

D6 pou saot th open 0 save this Tla?
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Save File : AR
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3. Chon tuy chon Save File

Nh&p Save trong hdp thoai Save File Download. Mot hdp thoai Save
As md ra.

4. Chon vitri va luu ban sao luu

Sl dung mét hop thoai Save As dé chon mét vj tri cho file da luu
(ban c6 thé luu né trong folder My Documents trong may tinh cta
ban hodc mét vi tri khac nao dé néu ban thich hon). Ban ¢6 thé thay
déi tén mac dinh cho file sao luu clia ban (Netgear d&i véi mét router
Netgear) thanh méttén nao dé hdi mang tinh mé ta hon sao cho ban
c6 thé tim thay file néu can trong tuong lai. Sau khi xac dinh mot vj tri
va mot tén cho file, nhAp Save. File sao luu sé dugc Iuu sang dia
cuing cua may tinh.
5. Mg file sao Iuu

Bay gid ban cé thé phuc héi file sao luu trong tuong lai (néu can)
bang cach st dung Iénh Restore trén trang cdu hinh Backup Set-
tings.

Vidu, ban da sao luu router va can phuc héi file cdu hinh dé. Nhap
nut Browse & trén nut Restore trén trang Backup Settings clia cau
hinh router. Sau do, tim file trong hép Choose file viia md ra. Khi ban

da tim thay file sao luu thich hgp, nhap Open dé quay trd vé man hinh
cau hinh router.

M@ file sao luu
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6. Phuc héi file sao Iuu

File sao luu ma ban da md & budc 5 xuat hién trong hop text filename
k€ bén nut Browse. Nhdp Browse dé phuc héi file cdu hinh sang
router. Mot hdp théng bao xuat hién cho ban biét rAng cac xac lap
hién hanh sé dudgc thay thé bdi cac xac lap da phuc héi. Nhap OK
dé dong hop xac nhan.
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C4&u hinh router sé dugc phuc hdi (diéu nay cé thé mat mét thdi
gian) va sau do ban sé& dugc dua trd vé trang Web cdu hinh router.

THW THUAT: Néu ban cdn reset (xdc l4p) lai router va
bdt 34u lai t& 24u, router cung cd’p lenh Ervase hode lznh
tuong ty nhdm cho phép ban xéda cdu hinh cda router va
bd&t ddu lai +x d4u. Vi du, né&u t&1 cd ngudi d&hg ljahg 9dp
truc trde khi truy cdp Web hodc nhang dich vu JTnternet
khdéc bdi vi ban da kkéng c&u hinh chie ndng ngdn chdn
dich vu hodc port triggering mdt cdach chinh xde, ban 4
thd mud'n reset router va bdt ddu lai ta& d4u. Viéde 8 mst
bdn sao luu c&u hinh trude dady cia router (v8n da thuc su
hoat déng 181) sé loai bd nhu cdu vé lénh Erase bdi vi ban
cd thé phuc hdi router trd vé mdét cdu hinh frudec ds8; chi

st dung Erase nhu 1a mét gidi phdp cubi cung.

75. Tat cac Broadcast Server Set ID (SSID)

Trudc khi ban bat dau
21 Ban vé viéc cau hinh Router
22 Truy cap cau hinh router

SSID (service set identifier) hodc tén mang cho mang WiFi dugc truyén
phat dai ching bdi router qua mét tin hiéu vo tuyén, giip cho cac may tinh ¢6
tinh nang WiFi trén mang dé dang két ndi vai céc router WiFiva workgroup.
Tuy nhién khi ban cho phép cac SSID truyén phat dai chiing, bat ky ngudi
nao trong pham vi hoat déng cé mét may tinh dugc bat WiFi cé thé ¢d truy
cap mang WiFi bdi vi ngudi nay cé thé "thdy" mang that sy hién hiu.

Bdi vi ban bi&t cac SSID trén mang WiFiclia ban, ban ¢ thé cau hinh cac
may tinh dudc bat WiFitrén mang vditén SSID. Tén SSID la mot trong nhiing
xac 1ap dudc bat budc dé cau hinh mét Adapter mang WiFi. Xem muc 33 dé
biét thdng tin vé viéc nhap SSID va nhiing xac lap WiFi khac cho Adapter
WIFi. B&ivi ban khang déihdi SSID dudc truyén phat daiching (ban cé thé
cau hinh cac Adapter WiFiv3i SSID béng thi cdng), viéc 14t cac théng bao
dai ching (broadcast) SSID it ra ¢6 thé bao vé mang cla ban khai "nhing
hacker nghiép du”, nhitng ké c6 k&t ndi véi mang WiFi clia ban khi ho phat
hién mang do su truyén phat dai chdng SSID.
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75. Tat cac Broadcast Server Set 1D (SSID)
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1. Truy cap cac xac lap Wireless nang cao

Dang nhap vao router bAng quyén administrator b&ng cach sl dung
trinh duyét web bang cach goé nhap URL cho router trong hép Ad-
dress cua trinh duyét va sau dé cung cdp tén dang nhap va pass-
word cho router khi dugc nhic vé théng tin nay. Ban c6 thé tim thay
URL cho router ciia ban trong tai liéu di kém router hoac ban c6 thé
di dén Web site clia nha san xuét router va download tai liéu cho
router clia ban dé bi€t cach truy cap site cdu hinh cla router.
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TU trang c&u hinh chinh cho router, truy cp cac xac lap wireless
nang cao hodc bat ky trang nao chla xac lap SSID broadcast ciia
router. Vi du d8i véi router Netgear, nhap link Advanced Wireless
Setting trong danh sach Iénh cua router.

2. Tac SSID Broadcast

Trén trang Advanced Wireless Setting, hay chon hop kiém cho En-
able SSID Broadcast (hoac chon xac [ap trén router dé tat cac SSID
Broadcast).

3. Ap dung cac thay d8i cdu hinh
Nhap ndt OK (hoac mét lénh tuang tu) dé ap dung thay ddi ma ban
da thuc hién ddi v8icau hinh clia router.

76. Ban vé céc chién lugc an ninh 802.11

Trudc khi ban bat dau Xem thém
70 Banvé anninh mangco ban  Muc 77
Muc 78

Khicdc chudn Ethernet 802.11 & néi mang WiFi dudc thiét 1ap b3i IEEE
(vien ky su dién va dién tl), rd rang cac chuan an ninh da dudc thiét lap dé
ndi mang wireless. BGi vi phuong tién mang la nhiing tin hiéu vo tuyén, bat ky
ngusi nao mudn "Ang nghe" bang mét may tinh duge bat WiFi chang han nhu
mot laptop hoac mét s6 phan mém bé sung dé thu nhap cac géi di liéu cé
thé nghe lén trén mat mang WiF.

R& rang ban co thé tit SSID broadcast dé gilip che gidu mang WiFicla
ban (xem muc 75), nhung bat ky hacker tan tuy van cé thé lang nghe luu
luong mang vd tuyén trén nhang tan s6 khac nhau va thu nhap cac géi di
lidu. Sau khi cac goi dugc thu nhap, ching cé thé duge gidi ma, nhing géi
nay chita thdng tin chdng han nhu cac dia chl IP, username, password va tat
ca nhiing thd ma hacker sau dé c6 thé sl dung dé dat dudc sy truy cap trai
phép d&n mang WiFicla ban.

Giao thuc an ninh dau tién dugc phat trién cho cac mang WiFi da la WEP
(Wired Equivalent Privacy). N6 da ducc phat trién dé bao vé an toan chuén
802.11b. WEP sl dung hai chign iugc dé bao vé dii liéu truyén trén phuong
tién WiFi (cac song vé tuyén): xac thyc bang khéa chia sé va ma héa di ligu.

THVAT NGT cHiNK
WEP (Wired Eguivalent Privacy): Mot giao thic an ninh Wili mi
héa dir li¢u va st dung cic khoa chia sé d& mi héa va giii ma di

ligu 0 diu goi va dau nhin khi truyén d licu. Ban dia WEP di
duyc tao dé s dung vdi cic mang 802.11b.

Mot chubi ky aur thip luc phin dupc sv dung 36 hiéu lue héa mot
user hodc thiét bi nhur i diém not két hodc nguvi nhin luéng Jdu
licu.
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Xac thuc bang khoa chia sé nghia Ia mét khoa xac thuc dugce cau hinh trén
router Wifi. Khéa xac thuc 1a sé thap luc phan dai 64 bit hoac 128 bit. Sé bit
cang dai khoa cang an toan do dé ban sé muén st dung mét khda 128 bit
néu ban s dung su an ninh WEP.

Khéa xac thuc cé thé dudc tao ty déng bdi router hoac ban cé thé tu nhap
s8 nay (khda xac thyc 6 dang thap luc phan néu ban khdng biét cach nhap
cdac sb thap fuc phan, ban cé thé su dung tinh nang tu déng tao khoéa hon).
PE mot may tinh dudc bat WiFi két ndi véi mang duoc host bdi router Wik,
may tinh dé phai dugc cau hinh bang ciing mdt ma khoa xac thue vén duge
cau hinh trén router. Néu mot may tinh dudc bat WiFi ¢é truy cap mang WiF|
ma khéng c6 adpater WiFi trén may tinh dugc cau hinh bang khéa xac thuc
chia sé, router tir chdi may tinh do truy cap mang.

Ma hda di iéu sao cho nd c6 thé dude doc cho dén khi né duoc gidi ma tai
noidén cudicung cliand. Do dé khi WEP dudc kich hoattrén mang (frén cac
adapter WiFicho céac may tinh riéng Ié va trén router WiFi), di liéu dugec ma
héa bdi may tinh gdi va sau dé dugc giai ma bdi may tinh nhan. WEP ma hoa
chidi lidu, nd khdng méa héa cac khda xac thyc chia sé. That khong may su
ma hoda chicd hiéu luc khi d liéu duge gditrén tin hiéu WiFi. DU liéu khong
ducc ma héa néu no di chuyén ti ha tang WiFi dén mot mang hiu tuyen
Néu ngudinao dé nghe lén trén mang WiFi clGa ban (phan mém c6 séncho
phép thu nhap d liéu truyén trén mot mang WifFi), ngudi dé c6 thé xem ludng
dii liéu va cubi cung quyét dinh cac khéa xac thuc 1a gi. Mét khi hacker cé
khéa xac thyc, ngudi nay cé thé ngan chan dif liéu va gidi ma nd nhu thé
ngudinay la ngudi nhan da dinh.

WEP ciing khéng cé kha nang tao mét khéa xac thic mai sau mbt fuong
thai gian xac dinh. WEP ciing khong doi hdi su xac thue ngudi dung (user
authentication khi di liéu dugc nhan va dugc giai ma). Khong phai viéc xac
thuc ngudi nhan § dau kia cGa ti€n trinh truyén dir lidu ma& rdng viéc truyén di
liéu ra trudc kha nang bichan va duge giai ma bdi ngudi nao 36 khéng phai
ngudi nhan da dugc chi dinh.,

THUAT NGU CHINY

Encryption (ma khdoa). Bién dich mért rhong bio thinh mét mat mi.
Sau khi mor rhéng bio dupc ma héa, mot khoa (key hodc phuong
thiic nhin dang khdc ching han nhu mét password) duge cin dén
dé giii ma théng bio.

Bay gid ¢co 18 ban nghirang véi vidc ma hda dii liéu va su xac thuc bang
khda chia s&, khdng c6 cach nio dé mét hacker ¢6 thé pha hong ha théng an
ninh mang cta ban. Tuy nhién, WEAP clia ban s dung mdt khoa tinh (static
key), nghfa 1a khéa xac thuc dudc truyén véi mdi tap hgp di liéu (knda thudng
dugc lap lai). Do d6 khi ngay cang nhiéu dif liéu dugc gdi trén mang, mot
hacker cé thé gidi ma cac viing ma khéa bdivi khéa khéng thay déi. Hacker
thu thap cang nhiéu dif liéu béng viéc giam sat mang (ngudi ta c6 thé giam
s&t mang tham chi néu ho khong thé ding nhap) thi ho cé thé I&p ghép lai
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cang nhiéu thdng tin theo thdi gian. Cudi cung hacker sé ¢6 dd thong tin dé
xac dinh khéa va giai ma di liéu ma ban gia dinh 1a an toan. Thyc t& ngudi ta
udc tinh raing mot hacker giam sat mét mang chua t6i mét ngay 1a dé tich lay
du théng tin vé céc khoa dé bat dau giai ma cac théng bao dude ma hoa.
Pé khac phuc mot s8 khuyét di€m cla WEP (da cd san khi cac thiét bi
WiFi 802.11b cé mat vao nam 2000), mét giao thirc an ninh WiFi mdi dugce
phan phdivao nam 2002: WPA (WiFi Protected Access). WPA xao trdn cac
khda xac thuc chia sé, tao cdc khéa mdivao mot khoang thai gian nao dé6 va
ciling c6 nhitng tinh n&ang dé kiém tra xem mot khda da bi sira déi hay khong.
WPA ciing cho phép ma hoa di lieae3u dudc truyén trén mang WiFiva su
dung mot thuat todn ma hda manh hon thuat toan WAP. WPA ciing doi héi
sy xac thuc ngudi dung (user authentication) trong tién trinh g&i va nhan di
ligu trén mang. Do dé, WPA giai quyét hau hét nhitng diém yéu cha WEP.

THUAT NGU CHINS

WPA (WiFi Protected Access). Mot giao thic an ninh WiFi va mi
hoa di lidu xio trén cic khoa chia sé dugc goi qua mang WiFi.
WPA: ciing doi hdi sy xdc thuc ngudi dung, cung cdp miic do an
ninh cao hon WEP.

Ban cé thé cau hinh router WiFi dé st dung WEP va WPA. Chon cai nay
hoac cai kia, ban khoéng thé chay ca hai giao thiic cung mét IGc. NEu ban
chon WPA, tit ca thiét bi WiFitrén mang WiFi phai dugc cau hinh dé sir dung
QPA. N&u ban c6 mot sé thigt bi ¢l han khang hd trg WPA, ¢é thé ban sé
chon WEP dé dép ung nhitng thié! bj dé.

Néu ban thuc sy muén mang WiFi dugc bao vé, ban s& muén sd dung
WPA. C4u hinh cla WPA va WEP tudng tu do dé ban nén st dung WPA.
Xem muc 77 va 78 dé biét cac hudng dan vé viéc ciu hinh hai giao thuc an
ninh nay trén router clla mang.

77. Cau hinh an ninh Wired Equivalent Privacy (WEP)

Trudc khi ban bat dau
22 Truy cap cau hinh Router
33 Cau hinh Adapter va két ndi vdi Router khong day

Khi ban cau hinh WEP trén router, ban cé tuy chon dé sl dung khda xac
thuc 64 bit hoac 128 bit. Cang nhiéu bit trong mét khda thikhda cang kho gidi
ma (vi du b&i mot hacker). Khéa cé thé dugc tao ty ddng bdi router (router cé
thé thuc sy tao nhiéu khda va ban cé thé chon khéa ma ban mudn st dung).
Ban cling c6 thé xac lap kiéu xac thuc ma ban mudn sl dung véi viéc ma hoa
WEP. C6 3loaixac lap authentication (xac thyc):

& Open System Authentication: Loai xdc thyc nay cho phép mét
mdy tinh dugc bat WiFi giao tiép vdi router WiFi (access point) va
sau do két ndéi vdi mang WiFi. N6 khéng doi héi bat ky su xdc
thyc ngusi dung dé mdy tinh két noi.
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& Shared Key: Kiéu xac thic nay st dung mét khda chia sé. May
tinh dugc bat WiFi phai dugc cdu hinh cung mot khéa chia sé voi
router WiFi trude khi n6é két néi vdi access point cia router va
mang WIFi. St dung khéa chia sé sé t bd viéc xdc thyc hé
théng md trén mang.

& Automatic: M6t s6 router cho phép ban xdc lap su xdc thuc 6
dang "automatic”. Piéu nay c¢é nghia ta mdot may tinh c8 két ndi
vdi mang co thé st dung sy xdc thuc hé théng md (open system
authentication) hodc su xdc thic bang khda chia sé (shared key)
phu thube vao adapter WiFi cia may tinh da duoc céu hinh nhu
thé nao.

Phu thudc vao router WiFi ma ban da mua, ban ciing cé thé xac dinh mot
passphrase cho cdu hinh WEP . Sau d6 passphrase c6 thé dudc st dung dé
cdu hinh adapter WiFitrén cac may tinh (lam viéc 161 nhat véi nhiing adapter
tlf cung mot nha san xuét véirouter). Gd nhap passphrase vao cdu hinh cla
adapter WiFi sé cho phép cac adapter download khéa chia sé ti router.

Diéu nay coé nghia ban khéng ¢an phai gd nhap béng tay khéa WEP chia
s& vao cau hinh clia adapter, vi diéu dé cd thé gay that vong n&u ban st dung
mdt khoa 128 bit dai1 26 chil s6.

THUAT NGU CHING

Passphrase. Mot chudi text tuong tu nhu password dupe su' dung d&
ciu hinh thiet bi WiFi cho an ninh WEP hoic WPA. Boi vi
passphrase dugc tao bdi router Wik, passphrase dupc sv dung trong
cdc xic Iip cia router WiFi dé' ciu hinh thiét bi bing diing khda
ma héa. Viéc s dung passphrase 3¢ ciu hinh adapter sé to chor
nhu ciu go nhip toan bo khda (vén khdng co sin cho WPA) trong
cic xdc lip cdu hinh ciua adapter WiFi.
Dé& cAu hinh mang dudc sl dung trong WEP, dau tién ban phai thay déi
céc xac |ap cla router va sau dé ban phai cau hinh adapter mang cho tirng
may tinh trén mang.
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& Shared Key: Kiéu xdc thuc nay st dung mdt khéa chia sé. May
tinh dugc bat WiFi phai dugc cdu hinh cung mét khda chia sé vdi
router WiFi trudc khi nd két ndi vdi access point cla router va
mang WiFi. Su dung khoa chia sé sé tr bd viéc xdc thuc hé
th6ng md trén mang.

& Automatic: MGt s6 router cho phép ban xdc ldp su xdc thyc &
dang “automatic”. Diéu nay co6 nghia la mét may tinh cé két néi
vB8i mang c6 thé sU dung su xac thuc hé théng md (open system
authentication) hodc su xac thuc bang khoa chia sé (shared key)
phu thuéc vao adapter WiFi cia mdy tinh da duge cau hinh nhu
thé nao.

Phuy thudc vao router WiFi ma ban da mua, ban ciing cé thé xac dinh mat
passphrase cho cau hinh WEP. Sau dé passphrase c6 thé dugc sl dung dé
cau hinh adapter WiFitrén cac may tinh (lam viéc 16t nhat v3i nhiing adapter
ti cung m&t nha san xuat vdgirouter). G nhap passphrase vao cau hinh cla
adapter WiFi sé cho phép cac adapter download khéa chia sé tu router.

Diéu nay c6 nghia ban khéng ¢an phai gd nhap bang tay khéa WEP chia
s& vao cau hinh clia adapter, vi diéu d6 cé thé gay that vong néu ban sif dung
moét khoa 128 bit dal 26 chi s6.

THUAT NGU CHINY

Passphrase. Mpr chudi text tuong ru’ nhir password dupe si dung d&
cdu hinh thiétr bi WiFi cho an ninh WEP hoic WPA. Bdi vi
passphrase dupc tao bor rourer WiFi, passphrase duoc sit dyng trong
cic xdc lip cua router WiFi d¢ ciu hinh thiét bi bing diing khda
ma hoa. Viéc si¥ dung passphrase dé" ciu hinh adapter sé tiv choi
nhu cdu gé nhip toan bp khia (vén khéng c6 sin cho WPA) trong
cdc xdc lip cdu hinh cia adapter WiFi.
Dé& c&u hinh mang dugc st dyng trong WEP, dau tién ban phai thay ddi
cac xac lap cda router va sau d6 ban phai cdu hinh adapter mang cho tiung
may tinh trén mang.
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77. Cau hinh an ninh Wired Equivalent Privacy (WEP)
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n Truy cdp cic xdc lap Wireless
1. Truy cap cac xac lap Wireless

Dang nhap vao router bang quyén administrator bang cach sii dung
trinh duyét Web, go nhap URL cla router trong hop Address cla
trinh duyét, sau d6 cung cdp tén dang nhap va password cho router
khi ban dudc nhac vé théng tin nay. Ban c6 thé tim thady URL cho
router trong tai liéu di kém router. T trang cau hinh chinh cho router
WIiFi, nhap link Wireless Setting hoéc lénh tuong tu dé md trang cau
hinh cho cac xac lap an ninh cta router.

2. M& WEP

Nhé&p nat tuy chon WEP (Wired Equivalent Privacy) trén trang Wire-
less Setting (hodc bang I&nh trén trang cau hinh clia router vén md
chuc nang an ninh WEP).

3. Xac lap kiéu xac thuyc

Nhap danh sach Authentication Type va chon Automatic Open Sys-
tem Authentication hoac Shared Key. Xac lap ma ban chon phu thuéc
vao cac yéu cau ciu hinh cta cac adapter WiFi dugc st dung trén
mang.

Né&u ban chon Automatic, router sé tao khda chia sé (no that sy tao
3 khoa va ban co thé that sy chon mét trong ba khéa nay). Ban cé
thé gd nhap mot password ma sau dé ban c6 thé sii dung dé cau
hinh cac adapter WiFi bédng khoa dé (ban gd nhap passphrase trong
cac xac lap clia adapter WiFiva khoa dugc gdi dén cac adapter bai
router). Ban c6 thé sl dung xac lap Automatic néu adapter WiFicho
phép ban nhap mot passphrase cho cac cdu hinh WEP.
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B i WiFi cho WEP

Né&u ban chon Open System Authentication, khéa khdng dugc bat
budc do dé cac adapter WiFi dugc cau hinh cho WEP nhung khéng
dugc clu hinh badng mot passphrase hoac mot khoa chia sé. Bat ky
may tinh dugc bat WiFicé thé két ndi vdi router ma khéng van xac
thuc nhung router s& ma hao luéng di liéu gdi trén cac thiét bj. Khoa
chia sé khéng dugc bat budc dé giai ma dit liéu da ma hoa tai dau
nhan (nghia la may tinh).

Néu cac adapter WiFi khéng cho phép st dung mdt passphrase dé
cau hinh adapter cho WEP, ban van phai cdu hinh adapter béng
cung mét Shared Key vdi router WiFi trudce khi né cé thé két ndi vai
céc access point clia router va mang WiFi. Hay chéc chén ban nhap
khéa trong cac xac lap cau hinh clia router mot cach chinh xac dé no
xudt hién trong cau hinh clia router,
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D& dé& dang cdu hinh va sl dung WEP v3i mot khéa chia sé, lua
chon 18t nhat 14 automatic, nghfa (a ban phai sit dung mét passphrase
dé cdu hinh cac adapter WiFi. Liya chon t8t nhat thd hai cho xac lap
nay la Shared Key (hhung ban phai gd nhap khda thap luc phan chia
sé trén man hinh cau hinh adapter WiFi mot cach chinh xac nhu no
xuat hién trén man hinh cau hinh router).

4. Chon cudng d6 ma héa

Ban cé thé chon sl dung su ma héa 64 bit hoac 128 bit. S& bit cang
i&n thi mot hacker cang kho tim ra né. Khéa 128 bit manh han khéa
64 bit. Tuy nhién néu ban phai cau hinh router WiFi trén mang bang
khoa that sy (néu ching khéng cho phép ban st dung mét
passphrase), ban ¢é thé s dung khéa ngan hon dé tién Igi (n6 ca it
ky tu hon). Thuc hién lya chon clGa ban tif danh sach s xudng dugc
cung cap.
5. Tao khda ma héa va tao passphrase

Ppé tao mét tap hop khéa ma hoa, nhap nut Generate. Bén khéa
dudc tao dé ma hda bang WEP (chiéu dai clia khda phuy thudc vao
viéc ban da chon sy ma hda 64 bit hoac 128 bit). Tat ca router WiFi
cung cdp m6t man hinh tuong ty dé tao khéa ma héa. Nhiéu khda
ma hoa dudc tao dé ban co thé thay dbi khoa theo thdi gian nham
gitip bao vé an toan mang. B3ivi passphrase dugc két hgp vai bat
ky mdttrong cac khoa, ban ¢o thé thay déi bat ci tic nao ma khéng
phai cau hinh lai cac adapter WiFi (tri khi ban ¢6 cac adapter khéong
cho phép cau hinh passphrase WEP). Chon nat radio clia khda ma
ban mudn st dung.

Dé két hgp mdt passphrase vdi cac khéa ma hda, gé nhap mét
passphrase trong hop passphrase. Passphrase ¢é thé daij ty 8 d&n
63 ky tu. Thuc té€ passphrase 14 moét password. S8 ky ty cang dai thi
ngudita cang khé doan password. Ngoai ra cac password vén su
dung két hgp cac ky ty chii va sé khé doan hon. Password khang
thé chia cac khoang tréng nhung né cé thé chira batky ky tu co sén
trén ban phim.

6. Ap dung cac xac lap WEP

Nhép nut Apply d€ ap dung cac xac lap WEP vao cac cong cu router.

7. C&u hinh cac Adapter WiFicho WEP

Sau khi ban da c4u hinh router dé sit dung an ninh WEP, ban phai
cdu hinh cac adapter WiFitrén tang may tinh mang cho WEP. Trén
mot trong cac may tinh trong mang, mé phan mém cau hinh cho
adapter WiFi (nhap phai bi€u tugng adapter WiFi trong System tray
va chon Open té menu ngl canh).

Chon nut tiy chon WEP trén man hinh c&u hinh clia adapter. Sau
dé, nhap nuttuy chon Create with Passphrase va gé nhap cung mot
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passphrase ban da dinh nghia & budc 5 trong hop text. Ca hai router
Netgear va Linksys cho phép st dung cac passphrase. Néu router
cuia ban khdng cho phép st dung mot passphrase cho WEP hoac tu
déng tao cac khéa WEP, ban phai go vao khda dugc cdu hinh trén
router. Néu ban khéng cé tuy chon dé xac lap méot passphrase trén
router, nh&p nut radio Enter Key Manually (hoac Iénh tuong tu) va
nhap khoa ma héa dugc cau hinh trén router. Sau khi nhap passphrase
hoac khoa, ap dung cac xac Iap mdi vao adapter WiFicla may tinh.

Bay gid may tinh nay c6 thé két ndi vdi router. Lam lai buéc 7 cho
mdi may tinh trén mang. D& biét thém chi tiét v& viéc c4u hinh adapter
WiFi xem muc 33

78. Cau hinh an ninh WiFi Protected Access (WPA)

Trudc khi ban bat dau
22 Truy cap cau hinh Router
33 C4u hinh Adapter va két ndi vdi Router khong day

An ninh WPA (WiFi Protected Access) cung cap sy ma héa va xac thuc
manh mé& nham bao vé an toan mang WiFi. Khi ban cdu hinh WPA trén router
WiFi, cac xac lap thuc sy duy nhat ma ban cé thé thyc hién la chon tuy chon
dé md WPA va xac dinh mot passphrase dé c4u hinh cac adapter WiFi trén
cac may tinh mang vén sé két ndi vdi router. Cac khda xéc thuyc an ninh dugc
tao bdi router WiFi tai mét khodng thdi gian da xac dinh, do dé ban ciling sé
phai xac lap khoang thdi gian khi ban chon WPA lam giao thiic an ninh. Khoang
thai gian cang ngén thi mdc do an ninh cang 16n bdi vi mdt khodng thai gian
ngén hon dudc cung cdp cho mot hacker vén cé thé dang giam satmang va
dang c6 giai ma khéa an ninh.

Pé& ciu hinh mang nh&ms{ dung tinh nang an ninh WPA, trudc tién ban
phai thay ddi cac xéc lap cla router va sau do ban phai cau hinh adapter
mang cho ting may tinh trén mang.

78. Cau hinh an ninh WiFi Protected Access (WPA)

NETGEAMK — a

ﬁ Truy cdp cdc xdc lap Wireless
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1. Truy cap cac xac lap Wireless

Pang nhap vao router bang quyén administrator bang cach sir dung
trinh duyét Web, gd nhap URL cho router trong hop Address cla
trinh duyét va sau do cung cap tén dang nhap va password cho
router khi dugc nhéc vé théng tin nay. Ban cé thé tim thdy URL cho
router trong tai liéu di kém router. Hoac di dén Web site clia nha san
xudt router, download tai lidu va tham khao né dé tim URL va tén
dang nhap cung vaéi password mac dinh.

Tu trang c&u hinh chinh cho router WiFi, nhap link Wireless Setting
hodc tuong tu dé md trang cau hinh cho cac xac lap an ninh cla
router chang han nhu WEP va WPA.

. M3 WPA

Nhé&p nut tuy chon WPA-PSK (WiFi Protected Access Pre-Shared
Key) trong phan Security Option clia trang Wireless Setting (hoac
trang tuong tu trén Web site cau hinh cla router).

. Tao passphrase

WPA ty dong tao cac khda chia sé va duyét ching tai mét khoang
thdi gian da xac dinh. Ban cdu hinh adapter WiFi va nhiing cau hinh
khac trén mang cho WPA, sii dung cung mot passphrase khi ciu
hinh router WiFi. Viéc st dung passphrase phai nhat quan gita tat
ca router WiFi ddi vdi cau hinh WPA. Tham chi ban khéng thay cac
khéa dudc tao do d6 ban phai sti dung mét passphrase dé cau hinh
cac adapter WiFi.
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G& nhap mot passphrase (ti 8 dén 63 ky tu). Néu ban mudn thay
déi khoang thdi gian mac dinh cho thgi gian ton tai clia khoa, nhap
trong héop text Key Lifetime va gé nhap mét gia tri (tinh bang phut).
Thai gian t6n tai clia khéa cang ngan thi mang WiFi cang an toan.
Gia tri mac dinh cho hau hét cac router la mot thdi gian tén tai qua
60 phut. Bdivico 1@ mang WiFisé khéng la muc tiéu ciia mot sé ké
v loai WiFi (ban la mét con ca nhé trong vung bién mang WiFi), ban
c6 thé dé cho thai gian tén tai clia khda dugc xac 1ap theo mac dinh
clia n6. Néu né giup ban ngt ngon hon, hay giam thdi gian tén tai
clia khoa thanh 30 phut. Mét thai gian tén tai ngdn hon sé khéng
anh hudng tiéu cuc dén dong chay di liéu trén mang nhung mét
hacker s& mat hon mét gid dé giai ma mét khda chia sé (va sau dé
khoa dé sé dugc thay ddi bang cach nao do).

. Ap dung cac xac lap

Sau khi chon cac xac l1ap cho an ninh WPA, nhap Apply (hodc mét
Iénh tuong tu trén router) dé Iuu céc xac lap an ninh méi dudi dang
mot phan cau hinh ctia router.
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Xac lap Advanced Security cho mét Adapter WiFi

Sau khi ban da cdu hinh router dé sit dung loai an ninh WPA, ban
phai cdu hinh cac adapter WiFi trén tiing may tinh mang cho WPA.
Trén mot trong cac may tinh trén mang, mé phan mém cau hinh cho
adapter WiFi (nh&p phai biu tugng clia adapter WiFi trong system
va chon Open 1t menu ngii canh). D& xac lap an ninh nang cao cho
adapter WiFi, chon nut tuy chon Advanced va sau dé nhdp nat Ad-
vanced Security. Hop thoai Advanced Security md ra.
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6. Nhap Passphrase va ap dung cac xac lap mai.

Nhap passphrase ma ban da xac dinh & budc 3 cho router trong hop
thoai Advanced Security (ho3c hép thoai tuong tu s dung cdu hinh
phan mém cla adapter; vi du néu ban st dung hdp thoai Windows
Wireless Networking Properties cho adapter, password dugc nhap
trong tab Association). Nhdp OK. Quay 1rd vé man hinh cau hinh
chinh cho adapter WiFi, sau dé banco thé ap du ng cac xac lap mgi-
cho adapter bang cach nhap Apply.

79. Ban vé cac dja chi MAC giao dién

Trudc khi ban bat dau

22 Truy cAp cau hinh Router

27 C&u hinh Adapter va k&t néi véi Router khong day

Moi adapter (hire tuy&n hoac khang day) cé mét dia chi phan ing duy nhat
dugc ghi lén trén mét chip ROM (Read Only Memory) bdi nha san xuat adapter.
Dia chiduy nhat nay dugc got 1a dia chi phan cing MAC (Media Access Con-
trol). Nhiing dia chi duy nhat nay thyc su dugc s dung bdi may tinh va phan
cling ndi mang dé gdi d liéu giita cac thiét bi trén mdt mang.

THUAT NGU CHINK

Dja chi phin citng MAC (Media Access Control). M6t s6 thip luc
phian 48 bit dupc ghi Ién trén métr chip ROM cho mér mdy tinh
trén mang hodc ker giao dién mang (cho mdt router). Cic dia chi
phin ciing MAC doi khi con goi li cdc dai chi var Iy duoc si dung
bdi cdc mdy tinh va cdc thiét bi mang khic d& bio dim rang dong
bit div li¢u di chuyén trén phuong tién mang dugc nhin dang chinh
xdc doi vor nguén va dich.

Cé 18 ban dang nghi ring cac dia chi IP, khéng phai cac dia chi MAC cung
cap hé thang lap dia chi cho mang. Cac dia chl IP cung cdp hé théng lap dia
chicho cac mang TCP/IP. Tuy nhién, d8i vdi hai thi€t bi chdng han nhu cac
may tinh dugc trang bi adapter mang, d& hoan t&t mét giao tac di liéu (hoac
truyén), dia chi IP dugc ph&n gidi thanh dia chi phan cing MAC trén adapter
mang cOa may tinh. Tién trinh nay bdo dam di liéu dugc truyén trén ding
thiét bi mang bdi vi dia chl MAC 14 duy nhat trén méi thiét bi. Sau day la nhiing
vidu vé dia chiphan cing MAC: 00-50-56-C0-00-1.

HAu hét cac router WiFi liét ké cac may tinh hién dugc k&t ndiva cac dia
chiphan citng MAC clia chung trén cac thiét bi duge ndi k&t hodc man hinh
c6 tén tuang ty, diéu nay lam cho dé dang thém nhiing may tinh nay vao mot
danh sach truy cap MAC. Danh sach truy cap MAC dugc tim thay trén céu

hinh cla router béing cach nhap Wireless Card Access Setup hoac 1&énh tuang
ty.
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Né&u mét may tinh dugc k&t ndi xuat hién trén man hinh cac thiét bi duge
ndi k&t, ban cé thé that sy cat va dan MAC ma ban muén tao sang danh sach
truy cap MAC mac du ban sé& phai di chuyén ti danh sach cac thiét bi dugc
ndi k&t d&n danh sach truy cap MAC bang cach sir dung lént: router thich hap
(thudng dugc tim thay qua phia bén trai cac trang Web dugc st dung dé& cau
hinh va giam sat router). That la la, ban c6é thé thdy mét may tinh dugc két néi
khéng dugc liét k& bdi router mac du ban bi€t rang may tinh dugc két néi.
Trong trudng hgp nay ban nén xem dia chi MAC trén may tinh va sau dé nhap
né bang tay vao danh sach truy cap MAC clia router.

P& xem dia chi phan ciing MAC cho adapter mang clia mat may tinh, nhép
nut Shared va Iénh Run. Trong hop thoai Run gd nhap command va nhan
Enter. Mdt clra s8 dong nhadp lénh mé ra. G nhap lénh ipconfig/all va nhan
Enter. Bia chi IP va subnet mask cho adapter dugc liét ké, tuong tu nhu dia chi
vatly (dia chi phan cing MAC) cho adapter. Khi ban nhap dia chi phan cing
MAC trong danh sach truy cap MAC, ban cling sé can tén c(ila may tinh (tén
host). Tén host dugc liét ké cung véithéng tin IP va dia chi MAC khiban chay
l&nh ipconfig/all.

Viéc chuyén déi cac dia chi IP thanh cac dia ch! MAC ho#c ngugc lai la
diéu xAy ra trong khi di7 liéu di chuyén trén mang. Tuy nhién, b&i vi cac dia chi
MAC hoan toan duy nhat, ban cé thé st dung chiing lam mét cach khac dé
mang WiFicla ban an toan hon. Ban cé thé tao mdt danh sach truy cap MAC
trén router WiFi. Danh sach truy cap nay gém cac dia chi MAC i nhiing may
tinh ma ban mudn c6 thé két ndi véi mang WiFi clia ban. Mac di cac danh
sach truy cap MAC khéng phaila hé théng an toan dé bao vé mang Wifi,
nhung.ching td chdiviéc xam nhap clia cac hacker "it tan tam hon".

80. Tao mot danh sach truy cap MAC mang WiFi

Trudc khi ban bat dau

22 Truy cap c&u hinh Router

79 Ban vé cac dia chi MAC giao dién mang

Hau hét cac router WiFi cung cdp cho ban mét danh sach cac may tinh két
n6i nham cho ban dé dang thém cac may tinh dugc liét ké vao chinh danh
sach truy cap MAC. N&u ban khang c6 mét danh sach day dit cac may tinh
dudc k&t ndi (didu nay doéi khi c6 thé xay ra vily do khdng o rang) hodc ban
mudn thém mot may tinh vao danh sach hién khéng dudc liét k&, ban phai
biét cac tén host va dia chi MAC hoéac phéan clng vat ly cho nhitng may tinh
ma ban mudn dua vao danh sach. Trén ting may tinh ma ban mudn dua vao
danh sach truy cap MAC, hay m& mét dong nhap 1énh (nh&p Start, chon Run,
gd nhap command va nhan Enter). Tai dong nhic 1énh, g nhap ipconfig/all
va nhan Enter. L&nh nay liét ké tén host, thong tin IP cho adapter mang cua
may tinh va cing {a MAC / dia chlvat ly cho may tinh.



246

Chuong 11: Bio vé AN ToAN mang khing dAy

THU THUAT: PE xda sach cda sé8 dong nhdc lénh cdc
ket qud cda cde lénh gdn day nhdt, g6 nhdp clear va
nhdn Enter. B&E Hc’)ng cia s8 nhdc lénh, gé nhdap Exit va
nhdn Enter.

80. Tao mdt danh sdach truy cip MAC mang WiFi

Truy c¢ap cdc xdc lap h Chon lénh

Wireless ning cao SetupAccess List

1. Truy cap cac xac lap Wireless nang cao

D&ng nhap vao router bang quyén administrator bang cach st dung
trinh duyét Web, goé nhap URL cho router trong hoép Address cua
trinh duyét va sau dé cung cép tén dang nhap va password cho
router khi dugc nhac vé théng tin nay. Ban c6 thé tim thdy URL cho
router trong tai liéu di kém router. Hodc di d&n Web site clia nha san
xudat router, download tai liéu. Web site clia nha san xuét cung cap
mét trang ho trg vén sé gilp ban tim va download tai liéu cho router.
Tu bat ky trang cu hinh clia router, chon 1énh Advanced Wireless
Setting (ho&c Iénh tudng tu trén trang Web clia router). Link nay cho
phép truy cap mét 1énh dé thiét1ap mot danh sach truy cap MAC.

THU THUAT. Lénh thig't 1dp danh sdch truy cdp ndm
trén cing mét trang céu hinh véi lenh d6 md cdc broad-
cast SSID cuia router.

2.Chonlénh Setup Access List
3. M3 chiic nang kiém soat truy cap

D& router thuc su sl dung danh sach ma ban sé tao la mot cach dé
ch&p nhan hodc tir chéi su truy cAp dén mang WiFi, ban phai mé
tinh nang kiém soat truy cap. Chon hép kiém Turn Access Control
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On (hoac lénh tuang tu). BAy gid ban c6 thé tao danh sach cac may
tinh dugc phép truy cap mang WiFi théng qua router.

4. M& danh sach thiét bi
Nhap nut Add dé mé danh sach thiét bi. Mt danh sach cac may tinh

hién dudc két ndi va cac dia chi MAC clia cac card mang xuét hién
trén trang Wireless Card Access Setup.

Mg chite nang kiém sodt |} ‘M danh sdch thit bi
truy cip
5. Chon thiét bi va thém vao danh sach truy cap

INETGEAR

b e |

Chon thiét bi va thém vio danh sich truy cip

Chon mét thiét bi ti danh sach bang cach chon nut radio cho thiét bi.
N&u mot may tinh (hodc cac may tinh) khdng dudc liét ké trong danh
sach thiét bi nhung ban biét ring may tinh dudgc két ndi véi mang
WiFi, gd nhap tén host va dia chi MAC cho may tinh dé trong cac hop
text thich hgp. Nhan nit Add. May tinh (hodc cac may tinh néu ban
da chon nhiéu may tinh trong danh sach thiét bi) dugc thém vao
danh sachtruy cap.
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T.HU,\ THU{/&T: Danh sdch truy cdp st dung cdc nut radio
dé chon mét thidt bi cu.thé cho danh sdch. Nhdp nit radio
cho mét thi€t bi trong danh sdch va sau dé ban cd thé xda
thig't l'Jl ra khdi danh sdch bahg cach s d:;hg !é,‘!‘\h Delete,;
nhdp lenh Edit d€ chinh sia dia chi MAC hodc tén thiét bi
duge chon. Ban cd thé chon mdi ldn chi mét thié't bi.

6. Ap dung cac xac lap danh sach truy cap

Danh sach truy cap dudc cap nhat va hién thi méilan ban thém mot
may tinh vao danh sach. Ban cé thé st dung nut Add dé bd sung
thém cac may tinh vao danh sach. Khi ban da nhap xong cac may
tinh vao danh sach truy cap, ap dung cac xac lap vao router bang
cach nhap nit Apply d€ luu danh séch truy cap sang cau hinh cua
router.

Ap dung cic
xdc lip danh
sdch truy cip

THU THUAT: BE logi bd mét mdy tinh ra khdi danh sdch
truy cdp, chon ndt tay chon cda mdy tinh va nhd'p nut
Delete. Sau dd hl‘\d’p nut ;a\pphg dé dap cfb_u'\g ba&'t |<Q fhay
ddi ma ban thyc hién ddi véi bd't ky danh sdch truy cdp
(chdng han nhu cdec mdy tinh mdi dugc bd sung hode cdc
mdy l'JI dugec loai bd).

81. Cau hinh Remote Management

Trudc khi ban bat dau
22 Truy cap c&u hinh Router

Khiban da caidatva cau hinh router WiFi, ban cdn néi truc ti€p vao may
tinh véi router bang mét card mang "hitu tuyén®. Cau hinh clia router sau do
dugc xU ly td may tinh dugce nditryc ti€p. S dung mdt may tinh dugc ndi day
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vdi router dudi dang configuration console cho router thi rat hgp ly vé khia
canh an ninh bdi vi chi may tinh dudc néi tryc ti€p mai cé thé dudc sl dung dé
truy cap cau hinh cla router, tham chi néu password ctia nha quan tri router
dugc biét bdi ngudi nao do ngoai tri nha quan tri.

Tuy nhién, ddi khi ban hay xem nhiing thdng ié an ninh va quyét dinh xem
mot thdng |& nao doé cé trd nén bat tién hay khéng. Ban cé th& c&u hinh router
dé truy cap tif xa, nghia 1a router ¢ thé dugc truy cap bdi bat ky mét may tinh
hodc Internet. Ban cé thé chon dia chi IP clia may tinh hodc cac may tinh truy
cap tir xa cho cau hinh clia router hoac ban cé ihé cho phép tat ca may tinh
truy cap cau hinh cta router. DT nhién, bat ky ngudi nao cd dang nhap vao
router thi phai cung cap dung tén dang nhap va password.

Rouler dugc truy cap tir xa bang dia chiIP "that” ma nha cung cap dich vy
internet da cho (router nhan dugc ty dong dia chi (P khi no dugc k&t ndi vai
router DSL hoac modem cable). Dia chi IP déy dd va phan mé rong s6 céng
phal duge go nhap vao mét trinh duyét Web dé truy cap router qua Internet thi
nam trén trang cdu hinh nai ban thiét lap su truy captuxa. S6 cong 8080 phai
dugc dicung véidia chiiP dé thigt lap két ndi véi router, do dé néu dia chi IP
cua router la 192.168.1.1, ban phai gd nhap 192.168.1.1:8080 vao hop ad-

dress cla trinh duyét. Sau dé, gé nhap tén dang nhap va password dé truy
cap cdu hinh ciia router.

M3c du sy truy cap tif xa chdc chan cé thé hitu ich khi ngdi tai bat ky may
tinh va cdu hinh nhanh router, nhung né cé thé mad router ra truéc mot con
dudng tidn cédng khac. Néu cac hacker "biét dugc” cdu hinh clia router, ho cé
thé thay ddi password, cho phép nhiing may tinh "ngoai vong phap luat" truy
cap mang clQia ban va tat hoan toan tin hiéu radio WiFi, tit mang cla ban. Do
dé, ban phai quyét dinh xem su truy cap tir xa ¢6 phai (a mét diéu tét hay
khéng. Chic chdn ban khang dudc bat budc thi€t lap su truy cap tif xa néu
ban nghihda ra né gay ra van dé hon la tién Igi.

Né&u ban quyét dinh nhitng tién Igi clia router nhiéu hon nhitng m&i quan

tam an ninh, hiy 1am theo cac budc sau day dé cau hinh router cho viéc quan
ly tu xa:



270 Chuong 11: BRo vi AN 10AN maNG khéng dAy

81. Cau hinh Remote Management
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1. Truy cap cac xac lap Remote Management

Bang nhap vao router bang quyén administrator bang cach sl dung
trinh duyét Web, go nhap URL cho router trong hop Address cla
trinh duyét va sau do cung cép tén dang nhap va password cho
router khi dugc nhéc vé thong tin nay. Ban cé thé tim thay URL cho
router trong tai lidu di kém router. Hoac di dén Web site clia nha san
xuét router va download théng tin nay.

Md Remote
Management
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Xdc dinh cdc dia chi IP d€ truy cip \n Ap dung cdc xdc lip Remote

Remote Management Management
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Tirtrang c&u hinh chinh cho router, nhap I8nh Remote Management.
Trang Remote Managementmd ra.

2. M& Remote Management

Nhap hép kiém Turn Remote Management On dé md chuic nang
guan ly tu xa.

3. Xac dinh cac dia chl IP dé truy cap Remote Management

Theo mac dinh, tat ca dia chi IP trén mang (moi ngudi) co6 thé truy
cap router (nghia la ban co thé truy cap router trén Internet tu bat ky
may tinh trén mang). N€u ban muén xac dinh mét may tinh dé truy
cap tir xa, nhap ntt tay chon Only This Computer va sau d6 nhap dia
chl IP cia may tinh. N&u ban mudn truy cap ti xa router ti nhiéu
may tinh, nhap nut tuy chon iP Address Range, sau d6 nhap cac dia
chi IP bat dau va két thuc trong day.

T'Hfj T'HM;X\T: Né&'uw cde mdy tinh kb\éng ndm trong moH
Clﬁy nha't qudn, &+ r\gué‘r\ routesr va su dqhg |CV\1«\ ipconf-ig/
release d& gidi plr\o'ng cdc dia chi TP hign hanh. Sau Jds
131 mdy tinh. MJ router, doi trong gidy lat d4 rvouter khdi
ddéng va chay, sau ds khdi ddgng tieng mdy tinh. Router s&
cung cdp cdc dia chi IP mdi cho cdea mdy tinh va day dia
ch? JP nédm theo trinh tu (xem muc 97 d& bigt thém chi tidt
véd lgnh ipconfig).

Ban s& can dia chiIP "that" clia giac dién cong céng cha router (giao
dién dugc k&t ndi vai Internet bang tan réng) dé k&t néi vdi router
(nternet. NEu ban xem trang cau hinh Remote Management cho router,
ban sé thay réing dia chi quan ly tU xa dugc liét ké & do. Ban gd nhap
dia chinay nhu dugc minh hoa va ciing dua vao hau té 8080 dé md
cdng HTTP trén router. Nhap théng tin nay trong hép Address cua
trinh duyét Web. Vidy néu dia chi \PCONFIG cong cong la 182.5.6.7,
gd nhap http://192.5.6.7:8080 dé& truy cap router tui xa.

4. Ap dung cac xac lap Remote Management

Sau khi ban da céu hinh cac xac lap Remote Management, ban phai
(Uu ching sang cau hinh clta router. Nhap Apply dé thiuc hién diéu
nay.
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Chuong 12
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Trong chudng nay, ban s hoc nhiing di¢m chinh sau day:
N 82 Ban vé Malware
B 83 Cai dat va su dung phan mém chéng virus
& 84 Cap nhat phdn mém chéng virus
& 85 Kich hoat Windows XP Security Center
B 86 Ban vé Spyware
& 87 Céidat AntiSprare
N 88 Sir dung AntiSpyware
& 89 Ban vé Spam Email va Outlook Express
M 350 CAu hinh Rule Outlook Express
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an dung kha nang router WiFi dé bao vé an toan ha tdng Wireless (sl
dung cac giao thiic an ninh ch&ng han nhu WPA) va bao vé mang khoi
cudc tan cong 1l internet bang cach st dyng nhitng tinh nang firewalt
cla router chila mét phan trong cudc chién bao vé mang clia ban va cac may
tinh trén mang. Mét van dé 18n ddivdi hdu nhu tdt cd ngudi dilng may tinh ia
kh& nang may tinh bi nhiém mét virus phan mém. Nhitng méi de doa bao gém
cac chuong trinh Trojan-horse, worm, va Spyware (phan mém gian diép).
Chuong nay sé trinh bay céc loai phan mém lay nhiém khac nhau c6 thé
lam hu hai hé théng va cach ngan chan chung. Nhitng méi de doa phan mém
hiém ddc nay thudng dugc goi chung la malware.
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82. Ban vé Malware

Trudc khi ban bat dau Xem thém
70 Banvé an ninhmangedban  Muc 86

Gilt cho mang khdi déng va chay sau khi ban cdu hinh router WiFi mot
cach chinh xac 1a mot su nd luc rat 1dn. Thé nhung. moind luc clla chung ta
sé tiéu tan néu chung ta khong x&f Iy phan mém ddc hai ma co thé vé hiéu
héa hodc khdng ché may tinh clta chdng ta. Ching ta dang n6i vé cac virus.
Trojan-horse, worm, va spyware. Phan mém déc hai chang han nhu nhing
ph&n mém nay thudng dudc goi chung la malware. Malware c6 thé 1a bat ky
Malware dudc thiét dé khai thac hoac gay thiét hai cho may tinh. Mét sy xam
nhap may tinh gay phién toai khac ma tat ca chiing ta phai gidi quyét la spam
email va tuy (thu rac) khéng thuc su duge xem |a malware nhung né cé thé
gay phién toai nhu nhau.

THUAT NGU CHINM

Malware: phan mém déc hai ching han nhu cdc virus worm, va
spyware

That may thay sy viéc gay o lang la ¢6 vé s6 virus, worm va Trojan-horse
ung dung ty tai cé nghia rang moét s8 cdng cy phan mém hoan hdo da duge
phat trién dé bao vé may tinh nhdm ngan ngua malware. Hay xem céc loai
malware khac nhau va sau 36 di qua mét s8 tac cu dé khaithac cac cach bao
vé may tinh,

Virug

Mot mé&i de doa chic chan ddivdi may tinh (hoac cac may tinh) va an ninh
clia mang la Virus. Mét Virus la ma phan mém ty sao chép nghia la no co thé
tao cac ban sao cla chinh né. Viéc mdt Virus 1y sao chép ¢ nghia la n6 ¢é
thé lay lan dé dang tu may tinh nay sang may tinh khac.

mum'neﬂr cHing

Virus. Ma phin mém dic hai ty sao chép cd thé liy nhiém cic mdy
tinh va Iim hwr hai hé théng va cic file khac.

Cac Virus thugng doi hdi hanh ddng & ban trudc khi chung cé thé lay
nhiém hé thdng. Vi dy néu ban m3 mbt file bi nhiém dudc chia sé bdi mot
ngudi dung khac hoac mét file dinh kém email bj nhiém, ban sé 1am lay nhiém
may tinh cba ban. Sau dé, Virus dugc lan truyén ti may tinh nay sang may
tinh khac trén mét mang . Céc Virus cling cé thé dugce lay lan tcén phudng tién
thao rdi dudc chang han nhu cac dia mém, dia CD va USB.
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Cac Virus gém nhiéu bién thé, mot s loai Virus da phat trién qua nhiéu
nam. Nhing loai Virus nay da dugc phan loai dua vao viéc ching cd lay
nhiém mat may tinh nhu thé nao.

Cac Virus Boot sector: dau tién la nhitng Virus Boot sector lay lan qua cac
dia mém bi nhiEm hoac phusong tién luu tril thao rdi duge chang han nhu cac
dia CD. Khi mét dia hodc CD khdi déng bi nhiém dugc dé lai trong mot may
tinh va may tinh duoc bat, may tinh ¢é khdi déng sang phudng tién thao roi
dugc. Luc khdi ddng, boot sector tatvao bd nha cla may tinh. Sau dé Virus
cé thé& lam lay nhiém 6 dia ciing hay bat ky dia ma ban dat trong 6 dia mém
sau khi may tinh kh&i dong va chay. Mot trong nhitng Virus Boot sector dau
tién fa Virus BRAIN, Virus nay that sy khdng gay hai gicho may tinh hoac cac
file bi nhiém. Tuy nhién Virus ¢é thé lay lan kha nhanh bdi vi cac dia mém
thudng duge st dung va luu trd dit liéu khi Virus BRAIN xuat hién Ngéy nay
hau hé&t cac may tinh sé khdi déng sang mét CD trif khi ban biét rang may tinh
nénlam nhuvay.

Cac Virus file: Mac du bay gig kha khac thudng, nhung céc Virus file thuc
su lay nhiém mot file kha thi chang han nhu mét file EXE hodac COM. Khi file
bi nhiém dudc chay. Virus file tai vao RAM clia may tinh. Sau dé né cé thé
lam lay nhiém cac file thyc thi khac khi ching dugc chay trén may tinh. Mot
dang cla Virus file 12 Virus ghi dé. Cac vidu vé cac Virus file bao gdém Virus
Dark Avenger va Virus KMIT,

Cac Virus Macro: Virus Macro la mét Virus kha mgi. Cac Virus Maro thuéng
dugc viét bang ma Visual Basic va 1am [ay nhiém cac tailiéu va file di liéu
thay vi cac file thuc thi. Khi mét tai liéu BIOS nhiém dudc tai vao mat tailiéu
chang han rihu Microsoft Word, ma Virus chay gidng nhu bat ky Macro khac
trong UUng dung cu thé do. Mot diéu gay s hai khac vé cac Virus Macro la
ching khdng danh riéng cho hé diéu hanh. B&ivicac Microsoft Word c6 thé
chay trén mdt PC chay trén nén Microsoft hoac Windows, Virus Macro that su
cé thé dugc tay lan gita hai nén néu tai liéu Word dugc chia s&. Mot vi du vé
Virus Macro Ia Virus Melissa r&t nditiéng, day la mét loai virus Macro Word ty
lay lan gua emait.

Cac Virus Multipartite: Virus Multipartite c6 dac diém clia mot Virus boot
sector va mét Virus file. N6 cé thé lay lan t boot sector clia mot 8 dia sang
mot & dia khac va né ciing c6 thé tan cong cac file thuc thi trén may tinh.
Tham chi mot s8 Virus Multipartite ¢6 thé lay nhiém cac drivers thiét bi (chang
han nhu cac drivers cho card giao dién mang). Mt vi du vé mét Virus Multi-
partite Ja Pastika, dudc kich hoat chivao cac ngay nhat dinh clia thang (thudng
la ngay 21 va 22 cha thang) va cé thé thyc sy ghi dé & dfa ciing.

S8 Virus thyc sy trong mai trudng "hoang da" cé thé thay ddi nhung néi
chung con sé nay dang tang 1én.

Céch duy nhat ban cé thé bao vé may tinh k'.&i bi nhiém Virus fa cai dat
phan mém chdng Virus trén may tinh va cap nhat né. Khéng may, viéc ngan
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chin mét Virus ndo d6 khong trd thanh mot phan clia nhirng tinh néng phan
mém chdén Virus cho dén khi Virus “dugc moi ngudi biét dén”. Biéu nay co
nghia |& luén c6 mét thdi gian cham tré gidia su xuét hién cla Virus va kha
ning phan mém chdng Virus ngan ngita nd.

THU THUAT: Mat noi 8+ d€ tim théng tin lidn quan dén
cédc Virus la SANS. SANS tai kffp://www.sans.nrg cung
clp Hr\éns tin vé nkdng Virus va nb\dng védn dé an ninh
mang khde. Ban cing cd the +im +|r\5’y fl'\éng tin vé Virus
hiegn hanh va nkang md8i de doa Malware khdc b&ng cdch
kim tra Web site cla pkdn mém khdce cké’r\g Virus ma
ban st dung. '

Worm va Trajan Hoege

Céc Virus khéng phai la nhiing mai de doa Malware duy nhat lay nhiém
may tinh. Ciing c6 cac worm va Trojan Horse.

Worm la chuong trinh ty lay lan tu may tinh nay sang may tinh khac trén
mdt mang. N6 khéng carrdugc kich hoat bdi ban nhu d8i véi mét Virus. Worm
thudng danh rieng cho mét hé diéu hanh (chang han nhu Windows) va khai
thac mot diém yéu nao dé trong hé diéu hanh. Cac worm thudng khai thac
cac cong md va c6 thé that sy khéng ché mdt may tinh va s dung né trong
cac cudc tan cong ti chdi dich vy (DOS).

THUAT NG CHINY

Worm. Mi phin mém Malware tu liy lan va v kich hoat thuong
khai thic mét diém yéu nao do trong trong mét hé dicu hanh.

Trojan Horsc. Malware ma cé vé nhu [i mét chuong trinh binh
thuong nhung khi diigc thuc thi c¢6 thé khai thac mét hé théng nao
do. Viéc chuong trinh déc hai gid dang [2 mét chuong trinh binh
thuong I Iy do tar sao loai Malware cu thé nay duoc goi 13 Trojan
Horse (ngua thanh Troa).

Mac khac, Trojan Horse la mot chuong trinh ¢6 vé hoan toan vo haichang
han nhu mét screensaver hoac game. Vi du Trojan Horse HAPPY99 EXE ma
khi dugdc thyc thi cung cdp mdt man trinh di&n phao bdng nho thi vitrén man
hinh va sau dé thi st dyng céc dia chi mail dugc tim thdy trong Email ctient clia
may tinh d€ gdi di cAc ban sao clia chinh né dén nhiing dia chi nay (giéu nay
tuong tu nhu cach Virus Malware dugce 1ay lan).

M6t trong nhiing Trojan Horse sdm nhat ia AIDS Information Disk Trojan
von thuc sy 1a mdt dia dude gdi di dén céc cd s8 y & dudi dang mot san pham
y thic AIDS. Sau khi dugc thuc thi, file Trojan Horse da tao mét thu muc &n
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trén & dia cling clla may tinh va cudi cing ma hoéa toan bé néi dung cltia b dia
cung lam cho né khéng thé sir dung duge.

Trong nhitng mé&i de doa Idn nhatlién quan dén cac Trojan Horse la mot
s6 Trojan Horse ¢cé ¢ thé xam nhap vao mdt may tinh va cho phép kiém soat
1t xa may tinh bi lay nhiém bai nguditao ra Trojan Horse (hacker). Diéu nay
cho phép hacker danh c&p théng tin ca nhan va cing sir dung may tinh irong
cac cudc tan céng hang loat trén cac server Web site.

83. Cai dat va si dung phan mém chéng virus

Trudc khi ban bit dau
82 Ban vé Malware

Nhiéu chuadng trinh chdng Virus ¢6 san frong hé diéu hanh Windows: Norton
Antivirus, Computer Associates EZ Antivirus, PC-cillin va Kaspersky Anti-Vi-
rus do la chinéi d&€n mot sé tidu biéu. Phan mém chéng Virus ma ban that su
slf dyng 1a tuy thudc vao ban. Mac dl céc cubce thir nghiém cho thdy mot sé
chuadng trinh chéng Virus phat hién va gd bé céc Virus it dugce biét dén 16t
hon, nhung viéc cd bat ky phan mém chéng Virus cap nhat ta mét khia canh
quan trong cla viéc bao vé cac phan mém may tinh khdi sy xa&m nhap cla
Malware. '

T‘HU?\ T‘HU\AT: Hau It\é’+ cdec nha cung cc‘x‘p n8i k&t Internet
bdng t4n réng chd"ng han nhu Verizon Time Warner, AOL
va nhing nha cung cép khde cung cép cho ban pkﬁn mé m
cké‘hg Virus mién phi. Thém chi mét sé cang ty cung (.L'i‘p
cde bé ck&’ng Malware baoo g8m cdc sdn phdm chéng Vi-
rus, cb\é'ng Ma]ware va cké’hg v2°29. Hd’y lig n |qc vdi nha
cung cd'p dich vu Jnternet cia ban trudc khi mua phan
mém cl’\é’ng Virus bdi wvi bqr\ cd the download nd mién phi.

Mt 88 chuong trinh ch8ng Virus dugce dinh kém trong cac bd phan mém
an ninh cing bao gém phan mém chéng spyware, loc spam email va tham chi
firewall. Céac vi dy bao gém AVC, Anti-Virus cdng véi firewall Edition va Nonntoni
Internet Security 2005 AntiSpyware Edition. B&i vi Windows XP da c6 mét
firewall ca nhan, ban khéng can phai mua mét bd ph&dn mém chéng Virus vén
cling cung cdp mdt firewall phdn mém. Tuy nhién, mua ph&n. mém chéng
Virus c6 nhing tinh ning loc spam va chéng spyware gilip ban dé dang cap
nhat chl moét san phAm chéng malware thay vi nhifing san phdm riéng biét dé
phat hién Virus, malware, spyware va loc spam. ,

‘L‘Hb,\ THM}\T ‘H_éu hWe't cde v{l'\é. sdn ?(udf pk&h w_\ém chgng
Virus cho phép l?qn download mét phien ban ding thit cda

sdn 'phdm. Sau dé, ban cé thf mua mét license d€ tidp tuc
P . 2 2 p tu
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s dung sdn phdm. Mgt s8 chuong trinh chédng Virus ciing
cho phép ban mua gidm gid, didu nay ly tudng néu ban cé
mét s& mdy tinh trén mgng gia dinh cdn phdn mém chéng
Virus. Hay nhd rdng mdi mdy tinh cdn license riéng cia
né cho phdn mém. DPing e ngai tha phdn mém chéng Virus
khde nhau. Cdc sdn phdm khdec nhau vé tinh s& dung va
hieu qud de dé day la mét lya chon mang tinh cd nhéan.
Xem cdec bai binh ludan trén Web liégn quan dé&n cdce phﬁn
mém chéng Virus va chon sdn phd’m mdi nhdt cho mdy

tinh cda ban.

Khi ban chay phan mém chéng Virus, ban cé thé tiép tuc st dung may tinh
nhung ban sé& thdy may tinh chay cham. Viéc chay ti€n trinh chéng Virus sé
hop ly han khi ban khéng sl dung may tinh trong mét khoang thdi gian chang
han nhu ban dém hoéc trong gi¢ an trua.

83. Cai dat va st dung phan mém chéng virus

T 4% Md phin mém chéng Virus

B o Townt (7 Antivius

El Khdi dong viéc —
ki€m tra Virus

Combpar schedus e s arnng

Salert Sn a0 1340000 10 300

Cambippe v aterng oborns @10 esbppain
STAGL J[oh 15 B LLIATG J0W A elin]
Srheded wany

P 2 [

1. Md& phédn mém chéng Virus.

Nh&p phai bi€u tugng chuong trinh phdn mém chéng Virus trong
Windows System Tray va chon Iénh vén mé phan mém chéng Virus
chang han 18nh EZ Antivirus m& clta s6 phdn mém EZ Antivirus.

2. Kh@idong viéc ki€m tra Virus
BA&t dau kiém tra Virus bang cach nhdp Scan My Computer hodc
I&énh tuong ty trong clia s6 phAn mém chéng Virus. Phdn mém chéng

Virus s& kiém tra cac boot sector trén & dia cling clia may tinh dé tim
cac Virus va sau do kiém tra cac file clla may tinh.

Khi ti€n trinh quét virus hoan tat, phaAn mém cung cdp cho ban mol
s6 liéu thang ké lién quan dé&n tién trinh quét chdng han nhu sé file
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da dugc quét va virus nao da dugc phat hién va dugc diét. D€ déng
hép thoai lién quan dén viéc hoan tat qua trinh quét, nhap OK.

THU THUAT: Ban cé thé xde dinh chuong trinh quét
Virus xem chi cdc folder hodc & dia dugc chon trén mdy
tinh. Nhdp nit Selective Scanning hodc lénh tuong tu trong

ctka sé chinh cda chudng trinh quét Virus sau dd chqn s

dia va folder ma ban mudn trong chuong trinh quét.

Bdo cdo ti€n
[ trinh quét

3. M& cac xac lap quét theo thdi biéu

Ban nén cau hinh phdn mém chéng virus dé€ né chay theo dinh ky.
Ban cé thé thiét lap viéc quét vao mdi lan ban khéng s dung may
tinh. Cach ban c4u hinh phdn mém chéng Virus dé chay tu dong
theo thai bi€u thay d8i gitia cac phdn mém khac nhau. Trong trudng
hgp clia EZ Anitvirus, nhap nit Schedule a Scan trén man hinh chinh
clia chuong trinh.

4. Xac lap thoi bi€u quét

Dé xac lap thai biéu quét, nhdp nut tuy chon Run a Scheduled Scan
hoac mot ty chon tuong ty. Sau dé, xac lap ngay thang bat dau,
thai gian bat ddu va khoang thai gian lap lai. Néu ban mudn may tinh
dugc quét méilan mdt tudn chang han xac lap khoang thdi gian lap
lai sang 7. Xac 1ap khoang thdi gian d& chay tién trinh quét Virus tuy
thudc vao ban. Hau hét phdn mém chéng Virus cung cdp kha nang
chéng Virus thdi gian that va bao déng cho ban biét néu mét Virus
ho&c Malware khac cé xam nhap hé thédng clia ban. Phdn mém
chéng Virus khéng nhat thi€t bét gilt nhanh tat ca malware, do dé
ban nén chay phan mém chéng Virus t8i thiu mdi tudn maot 1an.
Chay né thudng xuyén han néu ban download nhiéu file tu Internet
hodc md cac phan dinh kém email, g&i dén ban bdi nhiing ngudi ma
ban khéng quen biét. ;
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Khiban da xac lap xong cac tham s6 lap thai bi€u quét, nhap OK dé
dong hdp thoai.

Py Md hop thoai
Antivirus
Program

eTrust ezAntivirus

- Schaduted scan 5
2 D vk i dvy Mhedubed S¢ s
7 R & Sehaduisd stan

Sohadude
lrﬂ.mlum L TS T l

4. Xdc lap thai Ttrerrer vam o 8 v !

bi€u Scan e

mm

THU THUAT: N&u mét Virus khéng thd bj digt, bdo cdo
c‘fufc_l’c cung cd‘p bdi phétn mé m chd’r\e Virus sé€ néu chi tié&t
thé ng tin nay hodc cho bié't tén cda cdc fi]e bi nhiém.
Trong mdét sé trudng heop, cé thé ban phdi cap nhét phdn
mém chédng Virus d€ xda sach Virus ra khdi he Hqé"ns.
Trong nhang trudng hop khdc, cé thé ban phdi lam theo
huéng dédn duge cung cdp trén Web site cda céng ty phdn
mém. ché'ng Virus hodec download mét chuong trinh dié
virus, worm hodc Trojan Horse vén khéng thé diét ducc
bdng phdn mém chéng Virus.

84. Cap nhat phan mém chéng Virus

Trudc khi ban bit dau
82 Ban vé Malware
83 Cai dat va sl dung phdn mém chéng Virus

Cép nhat phan mém ch6ng Virus thi cuc ky quan trong. Cac Virus mdiva
Malware lubn xudt hién va cac nha san xuét phén mém chéng Virus lam viéc
lién tuc d€ nhan dang va diét tan géc nhitng m&i de doa Malware méi. Nhiing
nha cung c&p phan mém thudng xuyén tung ra cac bang cap nhat cho phan
mém chéng Virus. Hay nhd rdng phdn mém chdng Virus 16 thdi thi té nhu la
khong c6 phan mém chéng Virus gi ca.

Nhiéu géi phan mém chong Virus tu dong két n6i vi mot Web site dé
ki€m tra tim thong tin méi méi Ian ban mé may tinh va Windows chay Tuy
nhién, diéu nay khéng ludn nhu vay do d6 bdo dam cac chii ky chéng Virus
(file dugc sif dung dé nhan dang va diét Virus) dugc cap nhat. Diéu nay co
nghia ban nén biét cach cap nhat bang thu cong phan mém chéng Virus. D&i
vdimuc do thucng xuyén ban kiém tra dé tim cac ban cap nhat, viéc lam diéu
nay mdingay thi chédng hé gi ca bdi vi ti€n trinh download va cai dat cho ban
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cap nhat thudng kha ngan. Cac Virus va malware mdi xuat hién méingay do
dé tai sao khéong bao dam phan mém chong Virus cla ban cap nhat méi
ngay?

84 Cap nhat phin mém chéng Virus

E 'u‘pd.ate ngre's .
eTrust EzAntmrus

T

S

]quwmwmpu

i S— A |

FRAGEERENIARBARRNENEO IR R UNRNE ﬁ&ﬁd

Progiess: 1078 KH 71070 KB (100%)
Speed:
Khéi dong

Antivirut Update W

Download bit ky
ban cdp nhit

1. Kh&i ddng Antivirus Update

Ban c6 thé khdi dong viéc cap nhat phan mém cho hiu hét cac
Virus ti desktop Windows XP. Tim biéu tugng clia phdn mém chéng
Virus trong system tray Windows va nhadp phai biéu tugng. Chon

* Update Antivirus hodc métlénh tuong ty dé & clra s cap nhat chuong
trinh chdng Virus. Mét s& chudng trinh phdn mém chéng Virus khéng
dat mét biéu tugng trong system tray (khay hé théng) nhung sé cung
c&p modt lya chon menu (ma ban co thé truy cap cho dén khi ban
kh&i ddng phan mém) nham cho phép ban cap nhat phan mém.
Ban sé thudng tim thay Iénh nay trong menu Tools (hodc mdt menu
co tén tuong tu).

2. Download bat ky ban cap nhat

Chuong trinh cap nhat chdng Virus sé& két ndi véi Web site clia nha
cung cdp phdn mém va download bat ky ban cap nhat cé sén. Khi
- céac file cap nhat dugc download, phdn mém cai dat ty déng cap
nhéatcac file cap nhat.
3. Dong clia s8 Update

Khi viéc cap nhat hoan tat, nhdp OK dé déng clia s cap nhat chéng
Virus.

Neu pladn mém clrEnq Vieus da chp nhﬁi. mat Hiﬁnq béo sé xudt hign cho ban

Ligt rding Lhﬁnq c6 sdn cac bdn cdp n]'lﬂf mdi. Trcnq trudng |1qp ndy, Lqu o the
Ehan cda sé Upclafe ngay hic thi.

— e e e s s . — e — — — —— — — — — — — —
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i Update Propre
=
ax

pdate Mess

efrust ezAntivirus

1 Your antvinss product has updated succossfully

P e B n DPoéng cira s6 Update

85. Kich hoat Windows XP Security Center

Trudc khi ban bit dau

82 Ban vé Malware

83 Cai dat va st dung phdn mém chéng Virus
71 Ban vé cac Firewall

Windows XP da trai qua nhiéu chuyén bién dudi dang céc Service Pack.
Véi viéc tung ra Service Pack 2 (SP2), mdt tinh ndng mdi dugc thém vao
Windows XP co tén ia Windows XP Security Center.

THU THUAT: N&u ban khéng cé Service Pack 2 (nh&p
nit Start, hhd’p pkdi tay chon My Computer va cl'\qh prop—
erties td menu ngd cdnh, hép thoai Properties cho ban
bigt phién bdn Windows ma ban dang chay k&€ cd bat ky
Service Pack da dugc cai d4&t), di dén WWW.W\IicPosoff.com
va download né. Ban sé& phdi khdi déng lai mdy tinh trudc
khi cde bdn cédp nhdt c¢é hidu lyuc. N&u ban da kich hoat
Automatic Updates trong Security Center, r&t cd khd ndng
he fhé"ng cia ban da& ducgc ndng ccfp lén thanh Service
Pack 2.

Microsoft da c6 géng gidm bét nhitng 16 hdng an ninh trong hé diéu hanh
Windows XP ban dau. SP2 da cung cdp mét firewall ca nhan mdi cho Win-
dows cling nhu Security Center vén giam sat nhitng xac I&p an ninh chang
han nhu viéc phAn mém chéng Virus c6 cap nhat hay khéng va viéc Windows
automatic update cé dugc md hay khéng. Security Center ¢6 thé dugc cau
hinh dé giam sat nhiing xac Iap an ninh chang han nhu firewall Windows hodc
ban c6 thé tit nhiing tinh nang giam sat clia Security Center.

Ban nén st dung Security Center bdi vi né gitipban cap nhat phdn mém
chéng Virus va hé diéu hanh Windows. Windows firewall cling cé thé bao vé
thém cho may tinh clia ban clng vdi firewall clia router WiFi.
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85. Kich hoat Windows XP Security Center

o e ane gt
[ £ cthe Cotra Pt
Cptinra

R ,_‘ e, Thme, Language, 2nd
' Reglonal ptione - -

.‘;(.‘,. Wm.i.’.vaf%hw Pusdn M ﬂf(ﬂufnhly(“mlld

t'nl.;-m:vi.emulw.lynmy @? Sedurnity Center = 4 1. Ma SCCUl'jly
Center

1. Md Security Center

T Windows Control Panel (nhap nut Start va chon Control Panel),
nhép biéu tugng Security Center. Clra s6 Security Center mé ra.
Né&u bat ky thanh phan Security Center (Firewall, Automatic Updates
hoac Virus Protection) dugc tat, mét nat Off mau dé xuat hién ké
‘bén thanh phan dé. Nat Off xuat hién ké bén thanh phén Virus Pro-
tection chi khi phAn mém chéng Virus khéng dugc cai dat trén may
tinh hoac néu Security Center khéng thé nhan ra phdn mém chéng
Virus la da dugc cai dat.

Cli ol
- Mat n:lu.mnq teinh p‘wﬁn mém chéng Virus Huinq duge nhgn bigt bai Securily
Center. H‘mnq digu ds Hlﬁnq ch nql\ia l:rqn cdn coi aq| lqi p|15n mém hoqc mua
mél chuanq trinh cl\ﬁnq Vieus khae. Chi Iwﬁq chdc chdn rding ban cip nhat phc’in
mém cl\ﬁ'nq Virus (cJownIoucl vd cdi acﬂ theo ainh ‘u]) bai vi Securiiq Center sé

Hlﬁnq thé cdnh béo cho bon biet khi ndo pl'ldn mém thﬁnq Virus cia bgn da ca
(out of date).

— e . . — o — — — — — — — — — — — — — i — — — — —

2. Md& Firewall Recommendations

Néu firewall dugc tat (Off), ban nén md (On) né. Nhdp nut Recom-
mendations. Hop thoai Recommendations md ra.

Gl ol

MNeu bon sa Junq mél firewoll phﬁn mém khsc tlwdnq hqn nhu mét firewoll vén
la thanh phdn cia LG p‘lﬁn mém chﬁ'nq Virus, l:qn ¢t 1hé 161 Microsclt firewall.
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Vige chay nhidu firewall phdn mém tréen mét may tinh co the lam gigm t&c de
hi¢u sut va nhing van dé khéc.

@ Security Center |
Help protect i |
H |

@ fesources s Security essentials
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3. Md Firewall Windows

D& md firewall, nhdp nut Enable now trong hdp thoai Recommenda-
tions. Nhd&p OK dé déng hép thong bao va sau dé nhdp OK lan nira
dé déng hdp thoai Recommendations. Nt firewall bay gi¢ 1a On
trong clta s8 Security Center.

{r Security ('.crn_to! |

A& fwervefl Py r obeCL 0K COTEPRES SQMNSE vRuset a0 kP
ooty thrests

3. Md Firewall S i
Windows * Turr on Windowt Firesal for ol rstiort niskle now

LannBctinng

[ 11 bt & Pwenall sonter ot T¥ monder nesed
Hote: Wndows, son't mordie viur Fa sl stitus and wont sand
you Serts if £ 9 oft

ot ST

4, M& Automatic Updates
Chéc chan ban nén cap nhat phan mém Windows bdi vi cac mai de
doa an ninh mai thudng xudt hién va Microsoft phan phéi cac ban
stta 16i an ninh cho Windows dé loai trif cac méi de doa. Nhap nut
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Turn on Automatic Updates. Bay gid Windows s& dua ra cho ban mét
canh bao trong system tray bat cit khi nao ban cap nhat méi da dugce
download va nén dudc cai dat.

TdidrAe

W) fewuices L
r tarme e et nor detert ol frmeals
* fst ¥ ikest pR gty WA wun v Eocm-u;-cinn a]
wfprnation Trom Macrusft
* Check for The e arvdwas fra @Mtammc Updates © CHECK SETTINGS &
Wy Upafste
o Vomt Sulliort £ an it shalnt Bapttan Ly tate mo ot et ol mat 1At compeder, Tl TUENOR Ruleemale
iy et b e W iivs sutomaRically nu-.u mw.—uu.ﬂ-n Ttk
urdntes redomimended) Hus O STt LiKkwn help peotact e Congate
T K o
[tonon maomans s L4 4, M@ Automatic
X HYA Py AT e

© OFF x . Updales

K ipper b ek VA repo v ned pf Arerans soft ey Mol protect your
ERRAe SOST wses s olbier semunty ey Tl Reinmmendalpan o vgoesied
TR vix; AN Lake. e et anfrnal Jeflmare e poted iy SoTRuE !

s e ki v g 5. M3 Antivirus
Recommenda-
tions

c;ﬁ.ozu

Néu ban d6 cqu hinh Securiiq Cenler 3¢ béc cho ban bigt khi ndo cé6 sdn msl
bdn cdp nhdi Windows (nqlﬁa la Iaqn da mé Auvtomalic Upclu'es), Windows
dat mot bigu lugng canh béo trong system tray. Lam theo lai khuyen cio canh
béo I:Jd'nq l:lif."l nl‘lﬁ'p cdn"n l‘:do. Ldn c§p nhﬁi sé auqc cdi qu ty aénq trén |1£
théng. Dang e nqai nhang cdnh bso cap nhal. Day kheng phai & mat ma manh
ndo dé aunq 8 dénh loo l)qn cdi dgt malware trén may tinh. Neu bgn that sy
lhanq thich céc ‘:)cinq cip nl!ﬁi fy aﬁnq (Auiomufic Upctaies) thi adnq md
clu'mq. Teach nl1ié'm cida l::qn la ainh. Ll.l di den Wel) site Windows Upclufes vd
cho phép sife quéi mdy tinh cda an vd cdi éqi bat Ll.] Ilbdn c§p “I’lﬂ' cd sdn (crjc
ban cp nhat bat kg duoc cung clp bai Web site Updates luen duge cai dgf). Dé
di den Web site Windows Upduies, nlmﬁp nal Siuri, chon All qurams vd sau
ds chon Windows Upc‘ules.

5. Md& Antivirus Recommendations

Security Center cé thé giam sat viéc phdn mém chéng clia ban cé
cép nhat hay khdng. Néu Security Center thdy phdn mém cla ban
khong cap nhat, né sé dua ra mot canh bao trong system tray. Ban
nén dé cho Security Center theo doi phdn mém chéng Virus va cac
ban cap nhatclia nd.

Nh&p nit Recommendations trong hép Virus Protectlon cua Securlty
Center. Hop thoai Recommendations md ra.

6. M3 Security Center dé giam sat phdn mém chéng Virus

Hay chon hop kiém | have an antivirus program that i'll monitor myself
va nhap OK.dé déng hdp thoai Recommendations. Bay gid Security
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Center sé dua ra cac canh bao lién quan dén cac Windows firewall,
Windows Updates va tinh trang cla ph&n mém chéng Virus.

Antivieus software helps protect your complter against viruses and
other security threats

Recommendaton

= Turn on your instalied antivirus program.

N | — 6.Md Securily‘Cent_er
d€ gidm sdt phin mém
chdng Virus

» et another antrvrus program . Hiow™

Il have an antvens program that 1l monitos myself .
Mote: Windows won'L monitor your vieus protection status and
wor't send you alerts if it 15 off or out of date,

86. Ban vé Malware

Trudc khi ban bat dau
82 Ban vé Malware

Mac du céac Virus, worm, Trojan Horse gay ra nhitng thi nguy hiém tiém
&n d8i mang gia dinh clia ban, nhung phdn mém chdng Virus cap nhat va
kinh nghiém thyc té& trong viéc download va md céc file la cé thé goép phan
giam thiéu mai de doa. Tuy nhién, mdt loai malware mdi dugc goi |3 spyware
da trd thanh m&i de doa ndi bat nhét, c6 tinh 1y lan nhat va gay phién toai
nhatcho may tinh ca nhan.

Soyware 1a malware 1én It thu thap théng tin bang cach sit dung ndi két
Internet clla may tinh. Spyware thudng dugc &n trong phdn mém mién phiva -
nhiing chucag trinh khac cé thé download tir Web. Spyware cé thé that sy giam
sat hoat d¢ng ctia mdt ngudi dung trén Web va thu nhap théng tin lién quan
dén cac sd thich s&n phdm va lich s (history) duyét. Mt s malware cling c6
thé thu thap théng tin lién quan d&n cac password va nhiing giao dich khac trén
Web, bao gém nhiing giao dién noi ban nhap s& thé tin dung.

THUAT NGU CHINKH

Spyware. Malware [iy nhiém miy tinh qua phin mém mién phi va
cdc bdn download twr cic Web site. Spyware thu thip thong tin tiy
nhing nguoi ding ching han nhu nhifng sd thich duyét va théng
tin dugc st dung trong cic giao dich web ching han nhu cic
password va s6 thé tin dung. Mt su' [y nhiém spyware thuong co
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nhing bicu hién ching han nhu chic ning may tinh chim di (boy
vi malware su' dung cic ngudn tai nguyén hé théng cia miy tinh
k& ca b nhd va mot not két Internet dudng nhu chim di. Vin dé
vl malwarc Ia no thir sw chinh sda vdi registry Windows va Iim
cho né trd thinh mor phin ctia ciu hinh Windows, tuong tu' nhu
cic chuong trinh "binh thuong” thudng lam khi ching duoc cai dit.

M6t loai Malware tham chi ngdm ngam hon dugc goi la rootkit that su kich
hoat trong qua trinh kh&i ddng hé thdng; céac rootkit khé phat hién bdivi chung
chay trude khi phan mém chéng spyware va chong Virus tai. Cac rootkit
spyware c6 thé cai dat tat ca loai file 4n trén hé théng va tham chichan da
héutd mang.

Spyware da trd thanh maét mai quan tam I8n vé hiéu suat Idn cla may tinh
(spyware fam hao mon cac tai nguyén hé théng) va viéc thédng tin ca nhan co
thé bi danh cap dac biét néu ban st dung may tinh d& mua hang tryc tuyén.
Mt s6 ggiy phan mém chéng spyware dugc cung cép trong muc 87.

THL/,{ THM_}AA\T Ma'}_/ 1inh cda bqr\ (:Li'hg cd thé En nhid m
adwavre, phdh mém dugc dua vao nhu la thanh phdn cda
plr\&r\ mém midn phi hode msdt dich vu 1rén msét Web site
nao dé. Adware cd thé tao ra hhﬁhg qudﬂg cdo pop-up
gdy phién todi. Adware 8 thd dugec g& bd khdi hé thdng
b&ng cdch st dung mét sé cédng cu tuong ty vén gé bs
spyware khdi he thd'ng. Tuy nhien, d& chay mét sé phdn
médm midn phi chdng han nhu JImesh va Morpheus (cd hai
ung dang chia sé file nhac ngang hang vén cai d4t adware
trén he thé'ng, ban phdi chiu dung adware ma vé co bdn la
mdt "chi phi® sd dung phdn mém ma ban da khéng thanh

todn (o&ng tién.

87. Cai dat Spyware

Trudc khi ban bat dau
82 Ban vé Malware
86 Ban vé Spyware

N&u ban Iust web nhiéu (ké ca download céc file) va ban cling st dung
web dé mua hang tryc tuyén, ban nén cai dat phan mém chdng spyware trén
may tinh. Spyware c6 thé dudc cai dat trén may tinh ma ban khéng hé biét sé
lam cham dihiéu sudt cla may tinh va trong nhiing tinh huéng tét cing dan
dén viéc danh cap théng tin nhan dang dac biét néu théng tin ban nhap dé
mua hang truc tuyén chéng han nhu mét s8 thé tin dung ma spyware ghi
chép dugc.



Chuong 12: Bio vi mang khéng diy 267

Cé s&n mot s6 phan mém chang spyware. Hau hét san phdm nay chay
nhu mét chuong trinh chdng Virus va sé kiém tra Windows Registry (mét cd
s dit lieu cac xac 1ap Windows va phdn mém dugc cai dat) dé tim xem bat ky
spyware cé thém vao phan mém dudc cai dat hay khéng. Mot s san pham
ch&ng spyware nay cling cung cép khd nang bao vé thdi gian that va ngan
chan viéc cai dat spyware trén hé thdng. Nhu v8i cac chuong trinh chéng vi
rat, ban can cap nhat phan mém chéng Spyware sao cho né dé gé bd hoéc
ngan chan cac dang Spyware gan day nhat. Mat s6 san pham chdng spyware
hoat ddng 16t dugc liét ké d day:

& Spybot (Search and Destroy)
http.//www.safer-networking.org

Spybot la mot san phdm chéng Virus mién phi. Spybot cung cép
nhing tinh ndng chéng spyware thdi gian that va nhing ngudi
tao ra né cung cap cdc ban cap nhat dung lic.

& Ad-Aware
hitp.//www.lavasoftusa.com/software/adaware
Ad-Aware ¢6 8 nhiéu dang khdc nhau, bao gém 4n ban (edition)
Personal mién phi va d4n ban Plus. Phién bdn mién phi lam t6t
céng viéc loai bo spyware (va adware) da ¢o trén hé théng. Tuy
nhién, ban cdn 4n ban Plus dé c6 dugc thdi gian that nham
ngan spyware khéng dudgc cai dit trén hé théng khi ban duyét
web.

& Microsoft Windows AntiSpyware
htip.//www.microsoft.com/downloads/

Microsoft Windows AntiSpyware tham chi lam t6t céng viéc trong
phién ban Beta va cung cdp sy bdo vé thdi gian that va ngan
chan spyware. N6 cing cho phép ban g8 bo spyware da ¢é trén
hé théng.
Trong tac vu nay, ban sé& download, cai dat va st dung phan mém Win-
dows spyware bdivi né hién cé sdn cho tat ca ngudi diung Windows XP.
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87. Cai dat Antispyware

Cai dat Valida- ' M trang download
tion Tecol . Microsoft Antispyware
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1. Md trang download Microsoft Antispyware

M4 trinh duyét web va di dén site download Microsoft Antispyware tai
http://www . microsoft.com/downloads/
details.aspx?FamilylD=321cd7a2-6a57-4c57-a8bd-
dbf62eda9671&displaylang=en. B&i vi cac trang download thuc sy
cho céc add-on Microsoft cé thé thay déi theo thdi gian ban ciing c6

thé di dén http://www.microsoft.com va tim trang download
Antispyware.

Trudc khi cé thé download phdn mém Antispyware, ban phai cap
nhat hé théng bang mét céng cu hiéu luc hoa (validation tool) vén
kiém tra xem hé théng cé chay madt phién ban "chinh thiic" (nghia Ia
dugc déang ky) ti Windows XP hay khéng. Nh&p nut Continue. M6t
hop thoai Security Warning ma ra.

2. Cai dat Validation Tool

Trong hop thoai Security Warning, nhdp nut Install. Validation Tool
sé dugc cai dat va trang download cho ph&n mém Microsoft
Antispyware md ra.

3. Download Antispyware

Nhap nut download. Mt hdp thoai file download mé ra. Nhdp Run
dé cai dat phan mém sau khi né dugc download xuéng hé théng.
Trong hdp thoai an ninh thi hai vita m& ra nhap Run 1an nita. Microsoft
Antispyware Wizard xuat hién. Lam theo cac budc dé hoan tat viéc
caidat phan mém.
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Download
Antispyware

4. Caidat Microsoft Antispyware

Sau khi cai dat, mot wizard md ra giup ban cai dat Microsoft
Antispyware. Nhap nGt Next d€ bd qua man hinh ban dau. Trén man
hinh ké ti&p, ban hay chic chan nut tuy chon Yes, automatically keep
Microsoft Antispyware Updates dugc chon va sau dé nhdp next dé
tiép tuc.

. Xac lap Real-Time Security

Trén man hinh ké ti&p, ban hay chic chan nat tuy chon yes, help me
secure dudc chon. Tuy chon nay cho phép phan mém c¢6 kha nang
ng&n chan viéc cai dat spyware khi ban luét Web. Nhap Next dé tiép
tuc.

.M& SpyNet va hoan tét viéc cdu hinh

Man hinh ké ti€p cung cép tuy chon dé trd thanh moét phdn spyware
clia Microsoft, vén la mét mang peer-to-peer chia sé théng tin lién
quan spyware. V& ly thuyé&t khi moét thanh vién clia spyware bj de
doa bdi spyware mdi, tdt c& may tinh thanh vién clia spyware cé thé
phan Ung lai m&i de doa nay b&ng cach ngin chin né. Néu ban
mudn trd thanh mdt phdn nay clia SpyNet, hay chdc chén nut tay
chon Yes, | want to help fight spyware dugc chon. Sau dé, nhép
Finish. M&t man hinh xuét hién cung cdp mét link ma ban cé thé
nhé&p dé bat ddu quét hé thang bang phan mém Antispyware dugc
caidat.
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Trudc khi ban bat dau
82 Ban vé Malware
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Sau khi ban da cai dat phan mém Microsoft Windows Antispyware, ban c6
thé st dung né dé quét hé thdng tim spyware dang c6. N&u spyware da cé
trén hé théng, Antispyware gd bd no6 va lam sach Registry (spyware dat cac
muc trong cd sd di liéu trong Windows Registry tuong ty nhu phan mém ma

ban cai datthudng lam).

Ban c6 thé cdu hinh Antispyware dé ty dong kiém tra tim cac ban cap nhat
vao mdt khoang thdi gian ma ban xéc lap, ban ciing c6 thé xac lap loai canh
bao ma ban mudn nhan dugc khi Antispyware chay trong ché dé thdi gian

that (real time).



Chuong 12: BAo vé wmang khéng dAy ' 271

88. St dung Antispyware

Migrotefi A=2izpware fobup buvatant

o Migrawd] Ar

S0 4§ nongied v :
He it s o ot i Y

GP Spyware's Final Sep

vl can g v e MY AR e fsesaaly | ey < el e
Ereat g e e g - —;-—-—- . pame e & egte | e, 1 Ay
B Py g e g B p—

Bun Quick Sean Mow 0
= b 0 ey

Apam Bt e
3 [ o P W T a (e ol e v

Chay Microsoft B Pong cifa s6
Antispyware _ két qud quét
1. Chay Microsoft Antispyware

Nh&p déi biéu tugng Microsoft Antispyware trén desktop Windows
hodc nhap link Fiun Quick Scan Now trén Selup Assistant
Antispyware. Clia s& Antispyware md ra va phan mém bét dau quét
hé théng.

2. Béng clia s6 két qua quét

Khiviéc quét hoan tat, mét k&t qua Scan Results mé ra. N6 hién thi
s6 muc spyware dugc phat hién, sd process (tién trinh) va khda reg-
istry dugc quét va téng thdi gian da mat dé quét. Nhdp Close dé
déng ciia s k&t qua.

Gl i

Neu spyware |3i plnéf hign lrong qua teinh quél, ChUUﬂq trinh Anliquware Iy

‘jﬁnq qd be spyware cing vdi ”lﬁnq tin Qeqisqu vén da auq: nlxdp véi spyware.

s s — — — — s b it S i . . . .

3. Md cac tuy chon Antispyware

Dé xac lap cac tuy chon cholphén mém Antispyware chang han nhu
khi nao Antispyware dugc cap nhat, chon Options, Settings t4 menu
Antispyware. Clia s6 Settings md ra.

4. Xac lap cac tuy chon AutoUpdate

PE xac lap thdi gian ty ddng cap nhat cho Antispyware, chon biéu
tugng AutoUpdater ndm bén trai clia s Setting s dung va sau do
cac hdp x8 xudng Check for updates dé xac lap khoang thgi gian ma
ban mudn chudng trinh kiém tra tim cac ban cap nhat (system startup,
Daily, Every other day hoac Every week) va thdi gian ban muén thuc
hién viéc cap nhat.
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5. Xac lap cac loai canh bao

Nhép biéu tugng Alerts ndm bén trai clia s8 Semngs Ppé nhan cac
canh bao (alerts) trong system tray khi spyware bj ngan chan, chen
hop kiém Enable blocked alerts. Néu ban muén nhan dugc cac thong
bao khi cac thay d8i dugc thyc hién ddi véi nhiing chuadng trinh va
tién ich ma ban da cai dat trén may tinh, nhap hop kiém Enable
blocked alerts. Néu ban danh dau chon tuy chon nay, ban sé nhan
dugc mat canh bao mbi idn phadn mém dugc cai dat trén may tinh
dugc cdp nhéat trén Internet. Viéc ban mudn thdy tat cd ban cap nhat
nay déu tay thudc vao ban bdi vi chac chén ching khdng lam 16 ra
mot sy ¢b hodc sif 1ay nhiém bdi spyware.
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6. Luu cac xac lap

Khi ban da hoan tat viéc thuc viéc cac thay d8i d8i vdi nhiing xéc lap
Antispyware, nhap nut Save. Mot hop théng bado mé ra cho ban biét
rang cac xac lap da dugc luu. Nhép OK. Bay gid ban cé thé dong
clia s Antispyware hoac chay mét tién trinh Web khi can thiét bang
cach nhap bidu tugng spyware ndm & bén trai clia s (ing dung.

89. Ban vé Spam Email va Outlook Express

Truéc khi ban bit dau
82 Ban vé Malware

Spam Email chic chan da trd thanh mét diéu té hai. Cudi cing moi ngusi
c6 tai khodn email diéu nhan spam (thu rac). Va néu ban s dung dia chi
email d& dang ky lam thanh vién Web site va d&€ down load phan mém hoac
céc file khac, dia chi email cia ban cé thé dude ban cho nhitng ngusi khac va
sau dé sy gdi dén & at clla Spam Email tang [én theo thgi gian.

Mot s& Spam Email cé thé chla cac Virus va malware khac. Tham chi ban
¢é th& nhan dugc Spam Email tréng nhu né dé&n tir mét Web site hgp phap
yéu cau ban di dén mot vi tri web va cap nhat théng tin ca nhan clta ban.
Trong vi dy nay Web site ma ban di dén khéng that sy 1a Web site eBay, do
dé khiban nhap théng tin cha ban, né bi danh cip. Tién trinh gdi di cac email
trdng cé vé chinh thitc va dua ban dé&n cac Web site khdng that sy sat nhap
v3i cong ty hodc dich vu duge dé cap trong email dugc goi la phishing. Thuc
t€, Phishing dn dén nhiéu vu danh cip théng tin nhan dang.

THUAT NGU CHINK

Phishing. Tién trinh c6” dinh [ba nguoi ta cung cip théng tin cd
nhédn, bao gdm cdc s6 thé tin dung bing cich hudng ho sang mot
Web site st dung mét email trong co vé chinh thiic va 6 ra Ii dén
iy mor Web site hoac dich vu hop phdp.

Phishing khéng phéila m&i nguy hiém duy nhat ién quan dén email. Spam
cling c6 thé dudc gdi chda cac Virus hoac cac phan dinh kém malware khac.
Vidu ban c6 thé nhdp mot tén file d€ m& madt bic anh hoac chay mdt chuong
trinh va may tinh bi nhiém béi Malware dinh kém.

Cac email khac nhau Outiook Express la mét vi du cung cap chic nang
chéng Spam Email. Diéu nay dudc thyc hién béng cach nhan dang Spam
Email va tao cac Rule (quy tc) von di chuyén email nghi ngd truc tie'p sang
thang rac (trash). Email tU nhiing ngudi g8i nhat dinh ciing cé the bl ngan
chan bang viéc cau hinh mét danh sach blocked sender

M&1 s6 email chang han nhu Microsoft Outlook (v3n la mét phan cla bd
Microsoft Office va |a loai dan anh Ién clla Microsoft Outlook l:xpress) cung
cap mdt bd loc spam cai sn, st dung cac quy tic khac nhau d&€ nhan dang
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email 1a JLink (linh tinh). Sau do6 Junk Email dugc dat trong mét folder junk ngi
ban c¢é thé xem lai email.

Clivong 12: Bro vE mang khong diy

Outlook Express khdng cung c&p mot folder Junk theo méc dinh nhung ban
c6 thé thiét lap cac quy tac duy tri email nghingd sang mdt folder ma ban tao
(mdt folder spam) va xda thdng bao mét cach ty dong. BE dudae trg giup vé
tao cac quy tac loc email, xem muc 90.

90. Cau hinh cac quy tac Outlook Express

Trude khi ban bat dau
82 Ban vé Malware

86 Ban vé Spyware

87 Cajdat Antispyware

Email client Outlook Express chi chéng malware & muc t8i thi€u bdi vi ban
phaitao cac quy tdc nham di chuyé&n spam tif Inbox cha ban sang mét folder
da xac dinh hoac sang thing rac. Nhung kha nang chéng spam dugc cung
cdp bdi cac quy tac Outlook Express t8t hon la khong c6 kha nang chéng
spam gi ca va ban nén biét cach cau hmh cac quy tic email hoac ngan chan
nhiing nguai gdi.

Pé chdng malware hoan chinh han, ban cé thé mua mét chugng trinh ngan
chan spam. C6 mét s6 chudng trinh nhu vay. Mét s6 phan mém chéng Virus
chdng han nhu EZ Antivirus clla Computer Associates clng co chuc nang
chéng spam chang han nhu EZ Anti-spam vén chéng spam cho Outlook Ex-
press va Outlook. M6t trong nhitng s&n pham chdng spam t8t nhat trén thi
trudng la Mail Frontier Desktop, cung cdp nhitng tinh nang chéng spam va
chéng phishing cho Microsoft Outlook Express va Microsoft Outlook.

Gl L
—Ironq méi trudng Winc]ows, Outlook Express vé Oullock la hai email client

”\udnq duge st dung nhidu nhal. Do dé bgn sé they hdu hel cse san pham
LilGHq spam duoc thigt ke 46 lam vige voi hai email client Microsoft.

Céc san phdm ching han nhu Mail Frontier Desktop ciing st dung mét
quy tdc dé nhan dang va xU Iy cac spam chdng han nhu di chuyén né dén
mot folder spam dac biét. Bdi vi cac san pham spam chang han nhu Mail
Frontier Desktop dudc cap nhat theo dinh ky bang nhirng quy tac mdiva ciing
c6 kh& nang hoc hdi tu suf tuong tac véi email clia ban (ban ¢é thé them
nhiing ngugi gdi bi ngdn chdn va ciing xac dinh mait1a spam), spam théat su
dugc xUf ly cang hiéu qua khi ban si dung san phdm chéng Virus cang lau.

Dé&ivéicac quy tac chung lién quan d&€n spam ban khéng bao gid nén ma
céc file dinh k&m email clia nhizng ngudi gdi ma ban khong biét. Cling khong
bao gid phan hdi mdt spam email dac biét dé loai bd email clia ban khoi danh
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sach ngudi gdi clia hg. Trong nhiéu truéng hdp spam dugc gdi dudi dang mot

thdng bao toan mién va ban nhan dugc né bdi vi né bao ham tat ca dia chi

email trong mét mién cu thé. Viéc tra I3i théng béo_spam do sé dat dia chi

email cla ban trén danh sach clia ho, diéu nay chi dan dén nhiéu spam hon.
90. Cau hinh cac quy tdc Outlook Express

45 and Def suits

1. Md Outlook Express
Program Updates
N Programs *
Documents *
" Settings ’
Search '

Help and Support

Fun..

‘Windows XP Media Center Edition

Log OFF N-C-30M. ..

Turen OFF Camputer. .

1. M& Outlook Express

Nhap nut Start va sau dé chon tiy chon email dé mé Outlook Ex-
press.

2. Chon théng bao va md hop thoai New Mail Rule

Trong inbox ctia Outlook Express, chon mét thdng bao spam. Ban

c6 thé tao mot quy téc (rule) ngan chan cac email ti ngudi gdi clia
spam email da chon.

Chon Message, Create Rule form Message ti thanh menu. Hop thoai
New Mail Rule md ra.
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3. Xac dinh.cac diéu kién quy tdc va cac hanh déng
Trong hdp thoai New Mail Rule, xac dinh diéu kién cho quy tac va
sau do xac dinh hanh déng sé dugc tién hanh khi diéu kién dugc dap
Ung. Vidy hanh dong trén spam email ti ngudi g&i email ma ban da
chon & budc hai, nhadp hop kiém Where the From line contains people
trong danh sach Select the Condition for your rule.

Setect poun Condilions and Brhion et then wpeciy e vakas: o the Dieszmion

1 Select the Londar for woue ne

[F2] v e th Fieam bne eoniaing pacpis

L) Wihee the Subpect ne contains specic wonds i T : 3.\.. Xé(idlﬂh ne

£ Whese the messsge ey contarc spoctc vach . diéu Kién quy tdc

[ Wit the Ta bne e - - - -

P va cdc hinh dong

2 Select the Acteny for pour e
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O Celeter
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Ban cling phai chon mét hanh déng cho quy téc dé ti€n hanh. Ban
c6 thé di chuy&n mail dugc nhan dang bdi quy tac dé€n mot folder da
xac dinh hoac ban c6 thé xéa thdng bao (thdng bao that sy dugc di
chuyén dén folder Delete Outlook Express). Chon mét hanh dong

chang han nhu Delete tif danh sach Select the Condition for your
rule.
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Mot phdn mé ta dugc tao ra cho quy tdc mdi va xuét hién & viing
dudicling clia hép thoai New Mail Rule. .

D& chinh sira tén clia quy tic mdi, nhap hop text Name of the rule va
gd nhap moét tén. Khi ban da tao xong quy tdc mdi, nhap OK. Mot
hép théng bao md ra cho ban biét rdng quy tc da dugc thém vao.
Nhép OK lan nita.

T'Hl),l THMJS\T Bqn cdng cd thé tao cdc quy tae ngay ftie
ddu trong M-icrosaf’r Outlook éxpfess. Cl'\qn' Tool Messagg
Rules, Mail. Ban cé thé€ tao bao nhidu quy tdc tay muc
cdn thi€¢t. Cdc quy tdc khédng nhd't thi¢t phdi duge cd'u
hinh dé& giup gidi quyét spam email; ban e¢d thé tao cdc
quy tde di chuyé&n email tx r\hﬂﬁg ngudi gdi nhat dinh dén
mdt fo|der da &n dinh. Diéu ndyl cho phép ban su& dung
mdt quy tdec d& d&t truc +iép email kinh doanh hodc email
cd nhéan trong mdt fo'der cuy thé.

4. Thém ngudi-géi vao danh sach Blocked

Prevent messages from selected sender fram being dowrlnaded.

L8
. o New ) Chrl+N »
8 & -
New Lising »
Reply Reply 4l Forw B3 .
From: Microsoft Outlook Reply to Sender :.—:r:-i-P F
Date: Tuesday, Decemt  RePivto Al Ttrb+Shit+R
To: New Qutlook Expr )
i
Subject: WelcometoOutlo | "9 tri+F
. Forward As Attachment R
] i o - ny e
- Cmﬁte Rule From Messaqe 4. Then) nguadn gdi
Vﬂﬁ eSS e ' vao danh sdch
I Flag Message ) | ! Bl(‘l(.‘kl..‘d
Featuring Watch Conversation 1
® E-mail and News, lonore Conversation |
® Multiple accdunts d Y
® HTM RDETSINSUSSL S irs
h Imestuge jup in mur ﬁcuceﬁold? e
® Address Book and directory services !
* Offline synchronization Th-ﬂ read your mai frnm
' : I h, il
| ® Improved Inbox rules anyplateon E“m_'... =yt oV
< ¢ b

Mot cach khac dé ngan spam khdng di vao inbox clia ban 1a thém
nhiing hgudi gdi spam vao danh sach blocked. Nhitng email tir cac
ngudi gditrén danh sach blocked khdng dugc chdp nhan bdi Outlook
Express. B4t ddu b&ng cach m& mét thong bao email ti ngudi nao
dé ma ban mudn ngan chan khdng gdi cho ban email nira.



278 Chuong 12: BAo vE mang khong dAy

T menu & phan trén cung cira s6 théng bao, chon Message, Block Sender,
Pia chi email clia ngudi gBi dugc thém vao danh sach BlockSender va cac
théng bao email tu dia chi emalil nay khong duge phép divao inbox clia ban.
Nha&p OK dé déng hop thong bao dé xdc nhan viéc ngudi géi da duge thém
vao danh sach blocked.

Ban cé thé (ap lal budc nay khi can thiét dé thém nhiing ngudi g&i khac
vao danh sach blocked email.
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Chuong 13

XU LY sU cO VA
GIAM SAT MANG

83 G380 8900606101 T TS S I IOEOOESCCEBRCEREI OO0 OCOOOSDSTTETSSTSSDYSE
Trong chudng niy, ban s& hoc nhiing die¢m chinh sau day:

& 31 Ban vé cac sy c6 néi két mang

& 92 Xac lap lai Adapter WiFi

& 93 Kiém tra trang thdi router

& 94 Xem cdc thiét bi dudc ndi kél

& 95 Xem log Router

N 96 Ban vé cdc cdng cu dong iénh

& 97 S dung cac céng cu dong lénh

& 98 Ban vé viéc nang cép firmware Router va cdc driver Adapter

L IR IR B BN B BN B BN B BN BR BN BN BN BN BE B BC NN BN BN BN BN B BN A BY BURK B RN BY BE B BN N NN NN NN BN BN BN BN B}

am cho mot mang WiFi gia dinh khdi déng va chay ddi hdi mét sé ky

nadng x ly sy ¢6 mang cd ban va kinh nghiém thyc t&. Chuadng

nay sé xem xét cach giam sat mang WiFiva sif dung nhitng ky thuat xu
ly sy c& d& chan doan va gidi quyé&t nhiing su cd két nditrén mang.

91. Ban vé cac su ¢ nodi két mang

Trudce khi ban bét dau

21 Ban vé viéc cau hinh Router khéng day
32 Banvé viéc ciu hinh Adapter khéng day
37 Ban vé viéc cau hinh PC dé néi mang

Cac sy c8 k&t ndi mang c6 thé gay khé s& cho ca mang nhé nhat, chang
han nhu workgroup WiFi gia dinh. D& xU Iy sy ¢6 ndi k&t va cac van dé truy
cap tai nguyén mét cach hiéu qua, ban can tién hanh qua mét loat cac budc
logic nham cho phép loai bd mbi nguyén nhan cé thé cé mét cach hé théng
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trong mot su cd két ndi, chdng han nhu mét may tinh trong workgoup khéng
thé truy cap Internet hodc in sang mdt may in chia sé. Cac sy cd ndikét trén
cac mang nhd thudng gay ra do mét trong ba kha nang: cac su ¢d phan cung.
sy ¢6 phan mém (ké ca cac xac |ap cadu hinh khéng chinh xac) va 18 ngudi
dung.

Gia s 16i ngudi dang khéng phaila mét sy ¢ trén mang va rang ngudi
dung bi&t cach ding nhap vao may tinh, cé thé dinh vi cac tai nguyén mang
bang cach sif dung My Network Places, biét cach si dung Microsoft Internet
Explorer dé dinh hudng web va c6 thé slr dung cac emait client. Cling gia st
ban sao luu dit liéu quan trong trong folder chia sé (xem muyc 64) va tan dung

Windows System Restore d& bao vé cac xac 1ap hé théng Windows (xem
muc 68).

Vi 16i ngudi dung bj loai bd khdi phuong trinh x ly sy ¢, ban conlaicac
s\ ¢& phan cung va phan mém. Cac danh sach ki€m tra phan cliing va phan
mém dugc tiinh bay dudi day, sau dé ban s& xem cac cach slra chira adapter
va router, va mot s8 ky thuat xi ly sy cé lién quan dén cac mang TCP/IP.

THU THUAT: N&u ban gdp phdi su nhifu tux ms+ he
thé'ng dien thoai ky thudt s& (ban cing sé gdap cdec su cd
véi cde diégn thoai bdi v mang WiFi va he ﬂ\c’)"hg dién thoai
1(1'\6)\9 dﬁy "tranh danh" trén cing mégt kénh), l‘\aﬂy Il*\a){ dé&i
kénh mang WIiFi trén router WiFi va sau d6 cdu hinh cde
adapter mang WiFi d& két ndi vdi mang trén kénh mai.

Céc su cd phan ciing

Céc su c6 phan cung thudng cé dang mét sy ¢b don gidn va dé stra chiia
chéng han nhu mét router WiFi duge rit phich cdm; nhitng sy ¢ phén cing
khac lién quan dén mat thi€t bi chAng han nhu mot adapter mang WiFibitruc
trac hoac bi hong (nghia la né khong con hoat déng dugc nira). NEu ban gap
mdt su c8 k&t ndi ching han nhu khong thé k&t ndi vdi Internet hodc véi mot
tai nguyén chia sé trén mang chang han nhu mat may in, hay thd mot s6 goi
y xU ly phan cing nay:

T'HU‘ THM)AA\Tt Néu ban nng bqn- dang gdp phdi mdt sy
cé xx Iy phdn cung, héy lien lac voi bs phdn hé tra ky
thust d€ duge trog giup cho router cida ban va ho ré hudng
dén bqr\l chdn dodn su cd. I




Chuyong 13: X0 ly sy ¢6 vA gidm sAT mang 281

& Kiém ta router WiFi: Router I& di€m két néi trung tAm cho toan
bé mang. Néu router WiFi khéng hoat déng chinh xdc, tat ca
nguoi ding trén mang sé gap sy ¢é. Su ¢6 cua mot router ¢6
thé gdy ra bdi mét khiém khuyét phdn ciing hodc mét router
dugc cdu hinh khéng dung (xem myc 21).

Néu dén power ctia router khéng sdng ién. ki€m tra diy dién
cua router (va 6 cam Jién). Trén hau hét cac router, dén power
c6 mét mau déng nhdt chdng han nhu mau xanh luc (khi router
dudc bat ngudn va bé ngudn dugc két ndi chinh xdc). C4c router
WIFi ciing c6 cdc den cdng LAN va thudng la dén céng Internet.
Céc dén cong LAN thé hién hoat dong trén cdc céng LAN trén
swilch cua router. Chiing thuong c6 mau xanh luc va dugc danh
$6 (mdc du chung c6 thé c6 mau vang). Cong Internet thé hién
hoat déng trén ndi két cha router vdi néi két cla Internet. Den
cong Internet cé thé 1a mau xanh luc hodc mét mau khdc nao
do va nhdp nhdy khi do liéu to mang di chuyén dén Internet (qua
thiét bi bang tan réng) va quay trd vé mang.

Néu nhing dén nay khéng hoat dong (rhdp nhdy, va ban gap
phai sy ¢b vdi LAN hiu tuyén hodc noi két Internet (néi két voi
thiét bi bang tan réng), hay kiém tra b4t ky mang dugc si dung
cho néi két ndy d& bdo diam chung dude ndi chinh xdc. Ban
.cling c6 thé thir mét cdp khdc néu ban nghi ngd cdp 1a su cd.
Mac du diéu nay nghe c6 vé ngd ngdn nhung déi khi viéc rit
phich cdm cap ra khdi ca hai thiét bi (chdng han nhu router va
thiét bj bang tan réng), ddo nguoc cdp va sau dé cdm nd tré Iai
cac thiét bj cé thé lam cho két néi hoat déng (su cd cé thé do
cdc bb ndi bi hu trén cdp hodc maét su dodn mach trén cap).

THUA THUAT: Néu ban bat router va 8t c¢d dén vdn

sdng sau khi bat nguér\ (r\g]r\Ta 1a c:im.ing sdng &n dinh kb\éng

nl‘\a'p nhdy) hay &t VA sau d6 bat lai nguém N&u cde dén
) router fié’p tuc vén sdng déu thl 3 l& bqr\ aahg nhin vao
o mét thidt bi khiém khuyét.

B Kiém tra thiét bi bang tan réng: Néu ban két néi vdi Internet va
router WiFi duong nhu hoat déng, kiém tra cdc dén trang thdi
_trén thiét bi bdng tdn réng (modem cdp hodc modem DSL; céc
dén trén nhiing thiét bi nay thay doi gidda céc thiét bi khdc nhau).
Sé thudng co mét dén chi bdo LED nhdp nhdy nghia la ndi két
gida router WiFi va modem bdng 1dn réng hoat déng. Kiém tra
adapter nquén (va ndi két) cho thiét bj bang tan réng va néi két
gida router ctla thiét bj bdng tdn réng. Néu thiét bj bang tan
-réng, bi truc trdc, router WiFi sé khéng dugc gan mot dia chi IP
ngoai dé két ndi vdi Internet. Ban cé thé ki€m tra cdu hinh router
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bang cdch ddng nhap vao router. Xem muc 23 d€ biét thém
théng tin vé viéc xdc lap router nhdm két néi vdi thiét bi bang
tdn réng.

‘L_Hlj\ T‘HM)&T: Mst nsi ké't bc‘ing tdn rdng chdng cdé thé b)

truc trde do mét su ¢ ma nha cung cép dich vu Jnternat

cio ban dang gdp truc trdc. Héay goi 58 dign thoai tra
giap cda JI5P; nhidu ISP cung cdp mét théng bdo da gl'\i
am d& cho ban bi&t ho hién dang gdp phdi cde su c& ky
thugdt. Trong hdu hét cde trudng hop, néu ban sid dung
mdt né't k&'t bang tdn réng tie nha cung cdp truydn hinh
cdap, truyén hinh va néi k&t Internet & ngung hoeat déng

déng tha.

& Kiém tra adapter WiFi cia may tinh: Cac adapter WiFi trong va

ngoai c6 mét dén sé sang lén khi card dugc bat nguén (den cé
thé ¢ mau hé phdch hodc mau xanh luc phu thudc vao adapter
va téc db ndi két, mau hé phach thudng dugc st dung cho cdc
néi két 10 Mb va mau xanh luc thuong dudce su dung cho cdc noi
két 100 Mb trén adapter LAN 10/100 c6 thé chuyén mach). Néu
ban khéng thdy dén nhap nhdy (xem adapter), adapter ¢ thé bi
mét sy cd that thudng. Sy c6 that thuong trd thanh su cd kinh
nién, hay thay adapter.
Bdi vi Windows XP Ia hé diéu hanh plug-and-play (cam vao la
chay), mét thiét bi that su “bi chét” sé khéng con dudc liét ké 1a
thiét bi dugc cai dat trong Windows Device Manager nida (6é mé
Device Manager nhdp nut Start, nhip biéu tugng My Computer
va chon Properties ttr menu ngd cdnh; nhap nut Device Manager
trén tab Hardware cua hdp thoai System Properties).

Néu mgt thiét bj bi truc trdc do mét sy ¢ driver phdn cung, sé
c6 mot biBu tuong canh bdo mau vang hodc mot biu tudng bao
déng mau dé ké bén tén cua thiét bj dé trong danh sdch Device
Manager. Ban cé th€ cd cai dat lai driver thiét bi hodc cap nhat
driver d€ xu ly sy ¢6. Xem myc 30 va 31 dé biét thém théng tin
vé viéc cai dat phdn mém adapter va cdc driver.
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St dung Device Manager
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D4i vdi cdc adapter mang WiFi trong, kiém tra dé bdo dam ring
anten dugc néi két chinh xdc va adapter dugc 1ap chinh x4c trén
motherboard (ban phai md thing mdy tinh dé kiém tra diéu nay).
Dai véi mét adapter WiFi USB, kiém tra xem thiét bi USB co duoc
néi chdac chan véi mét cdng USB trén may tinh hay khdng. Néu
ban néi adapter WiFi USB véi mdy tinh bang mot cdp USB, hay
kiém tra cdc ndi két cap va cing ki€m tra xem cap thay thé co
gidi quyét dudc van dé hay khéng.

THU THUAT: Psi khi cdc thidh bi phdn cing chdng han
nhu cde router WiFi va thi€t by bang tdn réng chdng han
han nhu cdc modem cdp chi cdn dugc reset. TE4 thidt bi,
dagi mdét vai pb\vﬁ va sau ddé b4t nguén thig't bi, Kidm 1ra
cde dén ch! bdo khde nhau d& xem vidge khdi déng lai ¢d
ginp gidi quyét dugc van dé hay khény. Psi khi vide khdi
dsng lai mdy tinh trén mang cing s cho phép mdy tinh
nhan mét dia chi IP va ké't ndi vdi mang.

Cdc su ¢ phan mém

T ndi dung thao luan trong phan trudc, ban c6 thé thdy cac su ¢d phan
cungva phan mém trung I&p bdi vi tat ca thiét bi phan cdng phu thudc vao
phan mém dé that su hoat dong. Do dé khiban loai trif cac su cé phan cdng
“vat ly* (nghia la nhitng thiét bj khi€ém khuy&t hoc cdc cap mang bi hdng
ho#c bi hu), ban con lai cac van dé phan mém. Cac su ¢d phan mém co thé
|4 k&t qua cia cac xac lap cau hinh khéng chinh xac hoac phdn mém va cac
driver pha, mém dugc caidat khéng dang cach.
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THU THUAT: Néu ban da cdu hinh router WiFi cho WEP
hode WPA, mét mdy tinh duogc bat WiFi s& khéng the k&t
ndi trx ki nd cdu hinh bahg khéa xdc Hm.gc chia sd. N&u
mdt ngudi ding trén mang s the két ndi mdt mdy tinh vdi
mang Wili, hdy ki€dm tra cbu hinh cda adapter WiFi. Xem
muc 392 va _33.

Vé cd ban, phan cung trén router WiFi dugc cau hinh chinh xac dé mang
WIiFi hoat ddng. Mat ngudn chinh khac clia cac sy ¢é k&t néi lién quan dén
cac sy ¢ phan indm |a nhitng xac lap TCP/AP trén cac may tinh vén tham gia
mang WiFt.

N&u mdt may tinh khdng dugc cau hinh ty ddng nhan dia chi IP cla nd tu
router WiFi, né sé& khaéng thé gia nhap mang IP. Trong mét s6 trudng hop,
tham chi mdt PC cau hinh dé ty ddng nhan mot dia chi IP sé khdng cé mot dia
chi{P tU router WiFi. Viduy n&u router tat va mdt PC khdi ddong, Windows sé tu
dong gan mét dia chi {P vaec may tinh. Do dé, mot khi router dudc bat ngudn
PC "ngh™™ né kndng can mét dia chi iP tif router WiFi, ban cé thé khéi déng lai
may tinh d& gidi quyét su cé nay hoac st dung cac lénh ipconfig/release va
ipconfig/renew tai ddng nhép [énh Windows (nh&p nut Start chon biéu tugng
Run, g nhap command va nhap OK dé di dén dong nhac }¥énh Windows). Dé

bi€t thém chitiét vé viéc ciu hinh cac xac lap TCP/IP cla modt PC, xem muc
42,

THL/,( T:‘HM.?&T/ Né&u mdét PC l(lr\é‘r\g auc?c cbu L\?nl*\‘ L\a‘\“ng
Client for Microsoft Networks hode dich vu File and Printer
Sl'\avihg for Micvosoff Nefwo»ks, PC sé |<L\6h9 thé gio nL'\:‘Iip

manhg workgroup; xem muc 40 46 bis't H‘\‘Sng tin vé Vi c
c8&u hinh mét PC d€ nai mang wovl(sroup.

Nhiéu adapter WiFicling c6 mét s& tién ich phan mém ciing nhu driver cho
adapter. Néu ban gap cac sy ¢& vdi phan mém, s dung applet Add or Re-
move Programs céia Control Panel dé g& bd ban cai dat phdn mém. Sau dd
ban cé thé cai datlai phan mém. Ciing kiém tra Web site clla nha san xuat
adapter d& xem c6 san mét ban cap nhat cho phan mém hay khéng hoidc co
san mdt ban cap nhat cho driver phan ciing clia adapter hay khang. Phan
mém kém va mot driver that thudng c¢é thé gay ra cac su ¢ vdi adapter.

THUA THUAT: Cdc thigt bi phdn cung chdng han nhu
cde adapter WiFi va router WiFi cling cd pb\ﬁn mém cai
sdn nhdm cho pl'\ép thi¢t bi hoat &éng. NéEu bén gdp cde-
sy cé vdi mdt thié't bi, vide ndng cdp "firmware” (phdan
mém cdi sdn) cd thé gidp gidi quy&t duge vén dé. Xem
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muc 28 d& big&t thém fkﬁhg tin vé cdec bdn ndng cd’p firm—

wavre.

92. Xac lap lai Adapter WiFi

Trudc khi ban bit dau ~ .Xem thém
32 Ban vé viéc cau hinh Router khéngday = Muc 61
- 33 Cau hinh adapter va k&t ndi véi Router khéng day

Tham chi khi ban biét mét may tinh dugc cau hinh chinh xac (nghia 1a cac
xac lap TCP/IP va WiFi clia né dudc xac lap thich hgp).va mang WiFi hoat
déng (ngha la router WiFi cho phép két néi véi mang va Internet), ban van cé
thé géap phai trudng hgp may tinh khdng chiu két ndi véi mang. Cac adapter
WiFico thé rat cau ky va doi khi ban chi phai reset chiing dé két ndi dugc.

Chinh xac.khéng nut cé reset hoic lénh reset nhung ban cé thé reset
“adapter WiFi bang cach s dung Iénh Repair. Lénh nay cé thé dugc truy cap
qua menu nglr cAnh hodc menu tat vén md ra khi ban nhap phai biéu tugng
adapter WiFitrong system tray Windows.

Mot adapter WiFi gap sy c8 k&t ndi véi mang WiFi c6 thé hién thi mét ddu
chd&m than mau vang trén biéu tugng clia adapter WiFi trong system tray
Windqws. Adapter WiFi khéng dugc két ndi hién thj mc}t dau X mau dé trén
biéu tugng adapter WiFi nghia 1a hién khéng c6 két néi. Ban cé thé cd thiét
lap v&i adapter nay hoéc st dung I&nh Run d€ Windows c6 thé ki€m tra ciu

hinh adapter va xac lap lai nhitng thiét lap khac nhau trudc khi c6 géng két
ndi.

92, Sita chira adapter WiFi

Disable

2, Siva chita - Faus

adapter WiFi | Repan
Change Windows Firewall settings
Open Network Connections

1. M@ menu ngit cinh
adapter WiFi

1. M@ menu ngu‘canh adapter WiFi

Nh&p phai bidu tugng Adapter WiFi trong system tray Windows &
dau phai clia taskbar Windows. Menu ngi canh md ra.

2. Stia chita adapter WiFi _
- Nhé&p lénh Repair trén menu ngilt canh. Wlndows tat va sau dé mo

lai adapter WiFi (cac hop thoai status xuat hién dé cho ban biét trang
thaiclatién trinh slra chita).
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NE&u ti€n trinh nay slia chita adapter, adapter s& k&t ndi vdi mang
WiFi ma né dudc cdu hinh (hoac sé két néi véi mang WiFi cé san
dau tién néu ban da thiét lap no dé két ndi vdi bat ky mang).

1 Wireloss Notwork Connection 2 Status

Sermd Suppon

Lerrecron
Stohn Comected Ki€m tra tinh trang
ot k. FawAbo Dalnd Netmk u"———-a - k_. 3 Ads ng
Duagbors 200629 noi ket va apter
Siend 11 Qumnps
Son Saengh nﬂl
Rttty

Sent @j - Aecened

. v
Packets nr 7
Frogais ]I Dl ]fV-wcmNM| J
Xem tinh trang Adapter va
déng hop thoai Status

3. Kiém tra tinh trang n&i két va Adapter

Sau khi mét ndi két dugc thiét lap véi mang WiFi, ban cé thé kiém tra
cudng doé ndi két va trang thai clia Adapter. Nhdp déi biéu tugng
Adapter trong system tray. Hop thoai Wireless Network Connection
Status mé ra.

4 Xem tinh trang Adapter va déng hép thoai Status

Ban c6 thé kiém tra téc do clia ndi két va cudng do tin hiéu. Néu téc
dd cham hon ban thudng géap khi k&t ndi véi mang WiFi, ban c6 thé
gap phai mdt sy cé phan cung vdi adapter. Ban co thé xem cac
mang khéng day cé s&n va két ndi lai néu ban mudn két néi vdi téc
dd nhanh hon hodc bang thdng I16n hon. T8¢ dd ndi két va cudng do
tin hiéu cé thé dugc xem nhanh béng cach dat chudt trén bigu tugng
Adapter WiFitrong system tray Windows. D& xem nhiing s& liéu théng
ké nay trong clra s8 c4u hinh clia adapter, nhdp déi biéu tugng trong
system tray. D& xem cac mang cé s&n, nhap nut Scan; tdt ca mang
lan can truyén phat cac SSID (cac mang WiFian toan va khéng an
toan) sé xuét hién trong danh sach Scan.

Khi ban xem xong tinh trang ndi két, nhdp Close dé déng hép thoai Wire-
less Network Connection Status.
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93. Ki€m tra trang thai Router

Trudc khi ban bét dau

21 Ban vé viéc ciu hinh Router khar 3 day
22 Truy cap cau hinh Router

92 Ban vé cac sy ¢b ndi k&t mang

Viéc ki€m tra trang thai cia router sé ¢cho ban mét buc anh chup nhanh vé
cau hinh cua router va tinh trang hién hanh ctia cac néi k&t WAN va LAN véi
router. Diéu nay dic biét hlu dung khi ban ¢8 x{ ly cac su cd két ndi trén
mang.

Théng tin trang thai bao gém dai chi IP "bén ngoai", dugc cung cap cho
adapter WiFiva LAN cling nhu thang tin c6ng Wireless chang han nhu viéc
router WiFi cé dugce cau hinh dudi dang mot server DHCP (cung cap cac dia
chi IP cho cac client mang trén mang WiFi) hay khéng. Théng tin trang thai
router cing hién thi kénh ma mang WiFi giao tiép trén dé va cung c4p dia chi
c8ng LAN cla router vén ¢6 thé dugc si dung dé xem mot ndi k&t gita may
tinh va router bang cach st dung 1&nh ping hay khéng (xem muc 96 va muc
97 dé biétthém thang tin vé Iénh ping va nhitng 18nh hitu dung khac).

Gl i
Vay Ihi lam the nao ihﬁnq tin trgng thai rouler gidp cl'njnq ta xd ‘q cac sy o néi
ket mqnq? Sau Jﬁq la mot m3u vé H\Gnq bin & ligu ”-né‘nq ke trang théi Irén
trang Conneclion Slotus cia rouler: néu “uan c6 mol dia cht 1P "ben nqnc‘yi‘I
xu6t hign trong “xﬁnq tin frong théi, bon H‘lﬁnq cé mat i ket giga router va
thigl I_)i Ldnq tin réng |10<)c 6 mbt sy 8 véi nho cunq <§p dich vy Infernet. MN&u
DHCP E'uqc tdt treén router (nqlﬂa l5 néu xdc |Op la DHCP O{D, ban sé 1|151]
di¢u nay tronq 58 lieu theng ke lrgng théi router tesr frang Conneclion Stotus.

Dieu ndy cé nq'ﬂu céc client mgng |(|16nq nhgn dio chi IP va céc xac ldp c8u
hinh TCP/AD khac ha rouler ngan nhiing méy tink ndy gioo 1idp trén maong.
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93. Kiém tra trang thai Router
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' Truy cap mén hinh Md s6 liéu thong
trang thdi router

MG cira s6 Connection
ké no1 két Status

1. Truy cadp man hinh trang thai

Pang nhap vao router bang quyén administrator bang cach st dung
trinh duyét web, gd nhap URL cho router trong hop Address cla trinh
duyét, sau dé gd dang nhap va password cho router khi dugc nhac
vé thong tin nay. Ban cé thé tim thdy URL cho router trong tailiéu di
kém vdi router; thudng coé mét trang théng tin khdi ddng nhanh di
kém router (mdt td buém mét trang) cung cdp URL hoac dia chi Web
cho router va tén dang nhap va password mac dinh. Néu ban khong
truy cap mot trong hai mau tin nay, di dén Web site clia nha san xuat
router va truy cap trang hé trg. Trang ndy sé cung cap cac link dan
dén cac trang san pham riéng biét, ndi ban c6 thé download dii liéu
cho router WiFicta ban.

Tu trang router chinh, chon link router Status (hoac mot Iénh tuong
tu) d€ md trang router Status. Trang Status thudng cung cap phién
ban hién hanh cla firmware va trang thai clia céng Internet (c6 khi
dugc goila céng WAN), cdng LAN va c8ng Wireless.

Céc diachiIP va dja chi phan cling MAC dugc liét ké cho Internet va
cdng LAN. Théng tin c6ng Wireless bao gém cac SSID cho mang
WiFi, kénh dang dugc sl dung va ché do Wireless. D& xU Iy su co
ndi két, kiém tra xem céng Internet cé mot dia chl IP hop 18 (mot dia
chiti nha cung cép dich vy Internet) hay khéng. Clng kiém tra viing
Wireless port dé bao dam rang xac lap Wireless AP la On (néu khong
sé khéng cé mang Wireless bdi vi cac router khdng x{ ly tin hiéu vo
tuyén).
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N&u mot xac lap khéng chinh xac, thay ddi xac lap sao cho ding. Vi
du néu tat ca adapter WiFi dugc cdu hinh cho mdt mang WiFi vdi
moét SSID la POPEYE va SSID cla router 1a BLUTO, c4u hinh la
router. Néu xac lap Wireless AP la Off, hay m& n6 (on). Néu router
dugc cau hinh cho an ninh WEP va ban da cau hinh tat ca adapter
WiFicho an ninh WPA, hay thay déi cac xac lap cGa router va thay
doi tat ca xac lap clia adapter.
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THU THUAT: Khi ban cdu hinh router va cdc adapter
WiFi va mang WiFi chay t6t, hday ghi chép cdec xdc lap
cfu hinh router va adapter, Pi dén b&t ky man hinh cd'u
hinh router hodc adapter va nh&n phim Print Screen (hodc
phim tuong ty) trén ban phim). Phim nay chup nhanh man
hinh Desktop Windows va trang c&u hinh ma ban dang mé.
MS mét chuong trinh xi& ly vdn bdn chdng han nhu Microsoft
Word hode Windows Wordpad (hé ndm trén menu con Ac-
cessories trén menu Start) va paste (ddn) dnh chup nhanh
hodc dnh chup man hinh ma ban da chup bdng phim Print
Screen vao mét tai lidu mdi. In ra trang. Lam lai ti&n trinh
nday cho cdc trang cdu hinh khdec. Bay gid ban cé cdc
bdn in ra c&u hinh cda router va c&u hinh cho adapter
WiFi. So sdnh nhd@ng bdn in ra ndy vdi nhing cdu hinh
thi€'t bj khi ban x& ly cdec su cé mang WiFi va nghi ngo
rdng da& céd mét su thay d&i khéng ding déi vdi mét cau
hinh.

2. M3 ciia s6 Connection Status
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Pé xem thong tin lién quan dén céng Internet, nhap nut Connection
Status (hodc |énh tudng tu trén router).

. Xem va xac lap laictia s6 Connection Status
- Xem théng tin Connection Status. Né bao gém dia chi IP céng céng,

subnet mask, gateway mac dinh va théng tin cdu hinh TCP/IP khac
vén dugc cung cap cho router WiFi bdi nha cung cap dich vu Internet.

Cac may tinh trén mang khéng thé k&t ndi vdi Internet néu router
khong cé6 moét dia chi 1P hgp 1é (vi du néu tat ca s6 ngudi dudc liét
ké); ban khéng thé ¢d xac 1ap lai nhing thiét lap TCP/IP trong clia
s8 Connection Status bang cach nhdp Release dé giai phong cac
xac lap TCP/IP hién hanh. Sau dd, nhap nit Renew dé yéu cau cac
xac lap TCP/IP mdi k& ca dia chi [P mdi tif DHCP dugc bao tri bdi
nha cung cap dich vu Internet. N&u ban nhan dugc mét dia chi IP
mdiva nhiing xac lap TCP/IP khac, bat ky su c6 két ndi Internet nén
dudc giai quyét cho cac may tinh trén mang. N&u ban khéng nhan
dugc mot dia chl IP hgp 1€ (nghia la ban thay tat ca s6 0 trong xac lap
nay), server DHCP dugc bao tri b3i ISP ¢6 thé nging hoat déng
hoac thiét bi bAng tan réng khéng cung cdp mot két ndivai ISP,

D& déng clia s6 Connection Status, nhap nat Close Windows.

. M3 s6 liédu thdng ké ndi két

P& xem luu tugng di liéu that sy qua lai router (nghta la ti cac may
tinh trén mang), nhap nat Show Statistics trong cifa s8 Router Sta-
tus.

. Xem s6 ligu thdng ké ndi két

S6 lidu théng ké ndi k&t cho ban thdy s6 liéu ndi két va toc doé va tinh
trang ndi két cho mdi giao dién (WAN hodc Internet, LAN, va WLAN
hodc WiFi). Néu mot tac do ndi két cy thé rat thdp hodc béng zero,
c6 mét su ¢b trén giao dién router d6 hodc ban da ciu hinh sai
router.

TxPkis la s& gdi dudc truyén trén giao dién va TxPkts 1a s8 géi nhan
dugc trén giao dién. N&u ban thdy cac géi khong dugc truyén, ban
cd thé gap mot su cd router hodc ndi két vdi thi€t bi bang tan rong
N&u cac gdi khang duge nhan trén giao dién chéng han nhu céng
WAN, n8i két Internet c6 thé nguing hoat déng.

HA&u hé&t s8 lidu théng ké router cling s& cho thdy nhitng gia tri TX B/
s cho cac cdng WAN va LAN vén 1a luu lugng dif liéu ngoai bién. Rx
B/s 1a bang thong hién hanh hodc luu lugng truyen ndibién trén mot
giao dién cy thé. Do d6 TxPkts va TX B/s thé hién di liéu ngoai bién
va TxPkis va Rx B/s thé hién Iuu lugng ndi bién.

Nhap nut Stop dé ngirng thu thap dif liéu trong clia 6 Statlstlcs von
cho ban mdt Anh chup nhanh vé dir lidu. Viéc nh&p nit nay sé khong
tit bat ky giao dién router.
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Cae magng Fthernet (fl-:ﬁm chi cée .mang WiFi) dugc thiet ke tren cdc may tinh

va nhing thiet bi khac d¢ nqéi d6 ldnq nqhe luu lugng da lieu; khi mat may tinh

hoy thiet bi khac khéng phéi hign bat kg luu lugng, né truyén da lieu cdo ne.

Khi nhiéu thiel bi truyén cing lic, didu nay 6 thé dan dén sy xung dot. Cac

xung Jﬁf Hw&i sy phﬁ’ biga Irén céc mang Eﬂlemel, do dé néu l:)Qﬂ ||15|.| mél sé

xung del duge liel ke frong s6 ligu ||15nq ke, Elanq lmc’mq het. Ney ban “ud'q mit

& lon cbe xung dat, bon 6 the 6 mel card mang bi truc trac va phun ra cac qgoi

len tren mang. Didu nay dan dén luu lugng cao va nhidu xung d6l. Ban 6 the
gidi quyét van 3¢ nay bang cach thay card mang bi héng.
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Khiban da xem xong s6 liéu thdng ké clia router von dugc cap nhat cach
5 phit méildn theo mac dinh (ban c6 thé gd nhap bat ky khoang thai gian tinh
b&ng giay vao hép text Poll Interval), nhap nat Close trén clia s6 Statistics.

94. Xem cac thiét bi dugc ndi két

Trudc khi ban bat dau Xem thém
21 Truy cap cau hinh Router Muc 32
91 Ban vé cac su cd ndi két mang Muc 42

N&u mot ngudi dung gap su cd két ndi vai mot tai nguyén mang chang han
nhu folder chia sé hoac Internet, ban cé thé bat dau tién trinh x{ ly su cé bang
cach xem may tinh dang dé cap co dugc k&t ndi véi router WiFi hay khdng. Néu
may tinh khéng dugc két ndi véi router, sy cé cé thé la adapter WiFi clia may
tinh dang gap truc trac, cdu hinh clia n6 khdng chinh xac hoac router WiFi dugc
cau hinh khéng ding (tham chiné cé thé dudc cdu hinh dé ngan chan su truy
cap web cho may tinh do).

'Hau hét cac trang c&u hinh router WiFicé man hinh cung cdp cac may tinh
hién dugc két ndi. Man hinh nay dudc truy cap qua trang cdu hinh chinh cho
router. '

94. Xem céc thiét bj dugc néi két

P avsisisg _....._____.n MG trang ciu
£ Gampai re et hinh router
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1. M@ trang c&u hinh router

M4 trinh duyét web, nhap URL cho router trong hop address va nhan
Enter. Sau do, nhap tén dang nhap va password cho router. Ban co
thé tim thay URL cho router trong tai liéu di kém router. Cac router
thudng c6 mot trang théng tin khdi dong nhanh vén cung cap URL
hoéac dia chi web cho router va tén dang nhap cung vai password
mac dinh. N&u ban khdng ti€p can mot trong hai ngudn thong tin
nay, ban hay di dén Web site clia nha san xuat router va truy cap
trang hé trg (support) dé tim cac link d&n dén céc trang san pham
riéng biét, noi ban cé thé download tai liéu cho router WiFiclia ban.

2 Truy cap man hinh céc thiét bi dugc néi két

Khi ban & trén trang c&u hinh chinh ctia router, nhép link Attached
Devices (hoac |énh tuong tu). Trang Attached Devices md ra hién thi
cac thiét bi dang két néi (cac may tinh dudc bat WiFi va may in két
ndivai router).
3 Lam mdidanh sach cac thiét bi dudc ndi két

Néu gén day mot may tinh da online (nghia la da kh&i dong), ban co
thé lam mdi danh sach Attached Devices dé xem tat ca thiét bi dang
k&t ndi. Nhap nat Refresh khi can thiét.
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M Mg Wosteni Lautee
2| antsctwd Devices
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-
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E] Truy cdp man hinh cdc thiét bi h Lim mdi danh sdch cic
dudge ndi két thi€t bi duge ndi két

Néu mot may tinh dugc ndi két khéng xuét hién trén danh sach Attached
Devices, may tinh c6 thé cé mot su cé adapter WiFi, adapter cé thé khong
dugc cdu hinh dé néi k&t vdi mang ho#c c6 thé khéng cé ding cac xac lap
TCP/IP. D& biét c4u hinh clia adapter WiFi, xem muc 33. Néu mét may tinh
c6 mot ndi két hiiu tuyén véi router khéng ndm trén danh sach nay, cac LAN



Chuong 13: XU ly sy c6 vA giAm sd1 mang 293

c6 thé bi hu va Ethernet trén may tinh c6 thé dugc cdu hinh khéng diing hoac
bi 16i. D& cdu hinh cac mang workgroup va TCP/IP trén mdt may tinh dugc
bat WiFi hay dudc ndi cap, xem muc 41 va 42.

95. Xem log Router
Trudc khi ban bat dau Xem thém
22 Truy cap cau hinh Router Muc 54
91 Ban vé cac su co néi két mang Muc 55

Muc 56
Néu ban st dung cac tinh nang loc ndi dung dugc cung cép bdi router
(xem muc 54 va muc 55 dé bi€tthém théng tin), ban c6 thé vé tinh ngan chan
sy truy cap dén cac site Internet hodc dich vu phu thudc vao cach ban cau
hinh chtic nang loc ndi dung. Chuc nang loc ndi dung la con dao hai lugi va
ban that su phai suy nghiky cach cdu hinh chic nang loc ndi dung néu ban
mudn cung cdp cac muc do truy cap khac nhau cho nhitng ngudi dung trén

mang cla ban.
95. Xem log Router

Cpmnimed 16wttt L8 Vi o ot

cau hinh
router

[P ) Md tra

1 -~ 1] "%
|

I

Ban cé thé thdy s6 liéu théng ké loc ndi dung (su truy cap dén router duogc
cho phép hodc dugc ngan chan nhu thé nao) bang cach xem log router. Néu
ban thdy sy truy cap dén mot Web site hodc dich vu nao dé chang han nhu
email bi ngan chan bdi router va ban da khéng cé y dinh st dung chic nang
loc nay, hay kiém tra cac xac lap content filtering ma ban da cau hinh.

1 M@ trang c4u hinh router

M& trinh duyét web, nhap URL cho router trong hép address (URL,
tén dang nhap va password c6 san trong tailiéu ctia router) va nhan
Enter. Sau d6 nhap tén dang nhap va password cho router.

2 Truy cap man hinh log

Trén trang c&du hinh chinh cla router, nhap link log (hoac maét Iénh
tudng tu trén router). Man hinh log ma ra.

8 Lam md&i man hinh log va / ho&c gdi log
Pé& xem di liéu mdi nhat dugc thu thap trong log, nhdp nut Refresh.
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§ octuy Selnage

dort Farmwamd og ! 3
Ban v m"d!:
Y LT

b8 Truy cdp man hinh log

NETGEAR

Né&u ban mudn chup mét bic &nh nhanh clia log hién hanh va géi
dii liéu dén tai khodn email clia ban dé ban c6 thé doc qua né mét
cach can than hon va phat hién bat ky su cé déi vdi cac site hoac
dich vu bivé y ngan chan, nhdp nut Send log (hodc mét Iénh tuang
tu). Hanh dong nay sé gdilog dén dia chi email ma ban da c&u hinh
trong cac xac lap email notification clia router.

Log cho ban xem tat ca luu lugng di liéu gita mang clia ban va
Internet. NEu ban thady mét néi két véi mot Web site nhat dinh bi tu
chdibdirouter va ban da khéng du dinh ngan chan su truy cap dén
site do, ki€m tra cau hinh log site d& xem tit khéa ma ban da nhap co
ngan chan site do hay khéng. Néu ban thay luu lugng géi théng tin
tic thi bat dau trén mot may tinh sau 9 gio t8i va ban da dé nghi con
clia ban khéng sl dung chuang trinh gdi théng tin tic thi (instant
messaging) sau 9 gid, ban cé thé mudn xem xét st dung tinh n&ng
ngan chan dich vy service-blocking dé ngan chan sy truy cap chiic
n&ng gdi théng tin tic thi va sau dé c4u hinh moét thdi biéu cho dich
vu bi ngan chan do sao cho tinh nang gdi théng tin tuc thicé sén cho
dén thai diém ban xac lap (va vao nhitng ngay ma ban xac lap). Dé
biét thém chi ti€t vé nhiing van dé c4u hinh lién quan dén cac site va
dich vu bi ngan chan, xem muc 55, 56 va 57.
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Lam mdi man hinh
log / hoic gdi log

T'Hbi THM;&T: P& suit c:]v_ung tinh ndng email log, router
phcﬁi auqc c&u hinh cho Email Noﬁfic.afions. Tinh nang nay
cd 1hé duqc Him flf\d’y trén trang qd’u hinh E-mail trén man
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hinh c8u hinh cda router vén auqc md E&hg cdch s& du ng
link Email hodec mdt lénh tuong ty. Chon tay chon Ewmail
N()Hfic_cxi-ior\s vd sau 46 nlf\dp oufgoing mail sevrver (mail
server md ban su dqr\g dudi CIC_AV\Q smpt-mail.isp.com), Ban
cing sé cdn nhap dia chl email ma ban musdn gdi cdc bdo
[:1(?V\9 dé&n. M8t s8 rouler cing co thé qoi cdc bdo A@ng tag
c_'lo'_‘ng dén cdce dia chl nay khi ngudi nao dsé cd truy cdap

mdt site hode mét dich vu bi ngédn chan.

96. Ban vé cac cong cu dong 1énh

Trudc khi ban bat ddu Xem thém
39 battén cho may tinh va gia nhap mét Workgroup Muc 97
40 M3 cac thudc tinh néi k€t va md cac client, giao thuc va dich vu
41 Thém moét client hoac dich vu mang

42 Cau hinh cac xac lap TCP/IP

V& co ban cac may tinh trén mang WiFi dugc cau hinh t8t cho giao thuc
TCP/IP. Béivi cac router WiFi cling c6 chiic nang nhu nhirng server DHCP,
chang han ban nén c&u hinh tat cA may tinh trén mang WiFi dé nhan ciu hinh
TCP/IP U router (diéu nay bao gém cac dia chi IP va subnet mask). Cé ba
cong cu dong lénh lién quan dén TCP/IP ma ban cé thé s dung dé kiém tra
nhanh cau hinh TCP/IP cia may tinh, kiém tra ndi k&t gitia hai thiét bi (chang
han nhu gitia hai may tinh hoac mo6t may tinh va router WiFi) va truy vét
dudng truyén ma céc gdi nay di qua khi dugc géi ti mot may tinh dén mot dich
cu thé (nghia la mot dja chi IP cy thé). Nhitng 18nh nay 1a:

& Ipconfig. Lénh nay cd th€ dugc st dung dé kiém tra nhanh cau
hinh IP, Lénh ipconfig ¢6 thé duoc sl dung vdi cdc khda chuyén
déi (switch) khdc nhau dé hién thi thém théng tin cau hinh IP.
Lénh co thé duoc sU dung d€ gidi phdng va lam moi cdc xac lap
IP hién hanh. Mét sé khda ??? khdc nhau ma ban co thé su
dung vdi fénh jpconfig nhu sau.

Lénh M6 ta

Ipconfig Lénh ipconfig hién thi hau t6 DNS (do-
main), dia chi IP, subnet mask va gate-
way mac dinh t may tinh.

lpconfig/all Hién thi thong tin dugc cung cap bdi
l&énh ipconfig (khong cé khda chuyén
ddi), dia chiMAC clia adapter Ethernet,
viéc Adapter cé thé dugc cau hinh cho
DHCP va ty déng cau hinh hay khong,
server DHCP cho may tinh, cac server
DNS cho may tinh, khinao nhan duo.
lease IP va khinao lease IP hé&t han
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Ipconfig/lease Giaiphéng (nghia la loai bd) tat ca xac
lap IP cho adapter.

Ipconfig/renew ) Lam cho adapter g&i di mét yéu cau
dén server DHCP dé lam mdi cac xac
lap IP.

& Ping: M6t lénh hoan hdo dé kiém tra néi két gida hai mdy tinh
hodc nhiing thiét bj khac trén mét mang IP 1a su dung lénh ping.
Ping la viét tdt cha Pack InterNet Gopher va su dung cac goi
echo dé test ndi két. Cu phap lénh Ia ping ip address, ip address
la dia chi IP cla thiét bi dich, lénh ping cling cd thé duoc su
dung vdi tén DNS (Fuily Qualified Domain Name FQDN) cda mot
thiét bi chdng han nhu mycomputer.localdomain.com.

& Tracert: Lénh traceroute (tracert trén mét may tinh Windows XP)
géi cdc goi dd liéu dén mét dia chi 1P hodc tén DNS da xdc dinh.
Lénh nay hiu dung & ché né cho ban thdy cén bao nhiéu budc
nhay dé da liéu di chuyén tu nguén dén dich. Bai vi ban chi co
mot router WiFi 1a diém két néi trung tam trén mang ndi bo,
tracert hién thi chi mét bude nhdy t nguén dén dich. Lénh
tracert ciing ¢ thé dugc st dung dé€ xdc dinh bao nhiéu budc
nhdy hodc router tham gia khi ban cd két néi vdi dich mang tf xa
chdng han nhu mét dia chi IP trén Internet.

Noi tém tai, {P cho phép ban xem (va lam mdin€u can thiét) cau hinh mot
IP hién hanh cho router (bao gém cac adapter mang WiFi). Lénh ping cho ban
thay viéc ban cé thé két ndi vai mét thiét bi trén mang hay khéng. Vidy ban
c6 thé ping giac dién LAN cda router néu ban gap mot van dé néi két. Lénh
tracert cho phép ban xem dudng din that sy ma dif liéu di qua; ban cé thé sl
dung théng tin dé d& quy&t dinh xem c6 mot van dé k&t néi trén mang hay
khéng.

97. S« dung cic cong cu dong lénh

Trudc khi ban bat dau Xem thém
91 Ban vé céac su ¢0 ndi két mang Muc 43
93 Ban vé cac céng cu dong lénh

Céc céng cu dong Iénh chang han nhu Ipconfig va ping dudgc thyc thi tas
dong 1énh Windows. Cach dé nhat dé truy cap dong [&énh trén mot may tinh
Windows XP la & hop thoai Run (nhdp nut Start va chon Riin), gé nhap
command va sau dé nhan Enter. Mot clia 6 command md ra (né tréng giéng
nhu mét clia s DOS) ma ban ¢6 thé si dung dé thuc thi cac cong cu dong
[énh kh&c nhau.

Hay nho rang toan bd van dé cia viéc sl dung cac cong cu nay 1a ¢b hidu
tai sao mot may tinh ndo doé khéng thé két néi vdi mang cuc bd hoac dang
g&p sy cb két ndi vdi Internet. Hay xem k¥ céac két qua clia méi lénh khiban
chay né dé thu. Nhap théng tin nham cho phép ban giai quyst mot van dé no



Chuong 13: X0 ly sy c6 vA GiAm st mang 297

¢étcu thé.
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M cira s6 Command

1. Mé clia s6 Command

Nhap nut Start va chon Run. Trong hép thoai Run, go nhap com-
mand va nhap OK. Clta s6 Command md ra.

2. Chay lénh ipconfig

Tai dong nhéc [énh gd nhap ipconfig hoac ipconfig vGi mét khoa
chuyén déi chéng han nhu |pconf|q!all va nhéan Enter. Két qua cla
lénh xudt hién trong clra s6 Command. Néu ban khdng thay mét
gateway (c8ng ndi) mac dinh, cé thé c6 mot sy cé vdi cau hinh IP
trén may tinh hoac mot su ¢d vdi server DHCP clia router (bdi vi
server phuc vu nhu gateway mac dinh).

8 Chay Iénh ping P Chay [énh ipconfig

g~ Thodt cita s6
command ad Chay Iénh tracert
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Gulewoq mac fji_nh che may tinh !d aiu ki 1P giae clién LAN o router Wi,
Bgn c6 the Lidm tra Ai511 nay L\&nq cch sa clunq ’P{)nq «Gu l\inl‘l cia reuler.

3. Chay Iénh ping

pé ping mot may tinh hoac mét giao dién khac chéng han nhu mot
LAN clia router, ban s& can biét dia chiIP cla thiét bi a6 Ban cé thé
tim thay dia chi IP LAN cula router bang cach sif dung trang cau hinh
cla router. Go nhap ping theo sau la dia chl IP ciia may tinh hoac
thi€t bi ma ban muén két néi. Sau dé nhan Enter.

K&t qua cla 1énh ping thé hién s mili giay can 3€ thiét bj dich phan
hdi lai géi ping khiban can st dung ping trén mot mang WiFi (mot
mang cuc bd), su phan hdi dai véilénh ping ti may tinh dich hau nhu
ngay tuc thi. Tuy nhién thdi gian phan hdi sé khac nhau phuy thudc
vao luu lugng mang. N&u moi ngudi trén mang download céac file I6n
tU Internet, tat ca hoat déng do s& lam cham di sy phan hoi déi vai
"thach thuc ping". Toc do that su clia ping (tinh bang mili giay) khong
quan trong nhu téc dé nhat quan.

Né&u ban khang nhan duge mot sy phan hai gi ca (ping time out), co
I& c6 mdl sy cd ndi k&L Thigt b dich khong cé trén mang hoAc router
dang gap sy c6 truyén yéu cAu cla ban. Kiém tra man hinh status
cla router dé xem cac may tinh nac dugc két naivéi mang. Néu ban
khong thdy may tinh ma ban dang ¢6 ping, may tinh d6 dang gap
mot sy ¢ k&1 ndi mang. Xem muc 93 dé biét them chi tiét vé mot
danh sach cac may tinh dugc két ndi vdi router Wifi.

4.Chaylénh tracert

Lénh tracert sé cho ban thay s6 budc nhay (router) can dé gaoi di
chuyén ti may tinh ctia ban dén dia chidich. Gd nhap tracert va sau
dé dia chi IP cha may tinh hoac thiét bi dich.
K&t qua clalé&nh tracert cho thay cac budc nhay dén dich va s6 mili
gidy ma goican dé di dén dich; sau dé 1&nh thé hién s& mili giay can
cho mot phan hai ti thiét bi dich, nghia 1a tir mét may tinh.

5. Thoat clra s6 Command

Dé thoat clia s8 Command, gd nhap Exit tai dong nhac 1&nh va
nhan Enter, Clta 88 Command s& déng lai va dua ban trd vé Win-
dows Deskiop.
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98. Ban vé viéc nang cap firmware Router va cac driver Adapter

Trudc khi ban bat dau Xem thém
21 Ban vé viéc cau hinh router khéng day Muc 91

32 Ban vé viéc cau hinh adapter khéng day

36 Ban vé vidc cAp nhat mét driver adapter

Né&u ban da loai trd hau hét cac van dé phan cdng, phdn mém khi xi ly
mdt sy ¢6 mang WiFi, ban cé thé muan khai thac khd nang nang cap firm-
ware cua router WiFi hoac mot driver cho mot adapter WiFi. Router WiFi hoat
déng do méttap hap 1énh van hanh co ban (ma phan mém) vén dudc ghilén
trén mot chip c6 thé ghilaicac thigtbi. Tap hgp ma nay duoc goila firmware
cla router. Toan bd kha nang van hanh cla router dugc quyét dinh béi firm-
ware nay, do dé viéc co kha néng cap nhat firmware khdng chicé thé lam cho
router chay t&t ma nd can cé thé ting toan bd chic nang cla router, dac biét
trong nhirng trudng hgp cac giao thic an ninh va nhiing tinh nang khac da
dudc nang cap cho firmware cla router bdi nha san xuat.

THUAT NGU SHINK

Firmware Hé didu hanh co bin cho mét thiét bi ching han nhu
router WiFi.

Nhiém vu cla ban |a thinh thodng ki€m tra Web site cia nha router WiFi
d& tim cac ban cap nhat firmware. Hau hé&t cac router WiFi (va phan cung
khac chang han nhu cac adapter) cé motthé diang ky ma ban nén dién vao
va gdi qua dudng buu dién hodc ban c6 thé gdi thiét bi vdi nha san xuat truc
tuy&n. Dang ky (bac gdm théng tin chadng han nhu dia chi email hap 1&) co
nghia la ban s& nhan cac email dinh ky lién quan dén bat ky kha nang cap
nhat cho thiét bi chang han nhu mét phién ban mdi cla firmware.

Hau hét céc nha san xudt thiét bi néi mang WiFicung cap cac trang ho tro
va download cho nhitng sdn pham khac nhau méa ho san xuét. Diéu nay giup
ban dé dang xem cac phién ban khac nhau cla firmware cé sé&n cho mot thiét
bi. Tim trang cho router WiFicla ban va download khi can thiét.



500 Chuong 13: XU ly sy c6 vA GiAm sdt mang

Kiém tra trang sdn pham cho router dé xem c6 sdn ban
ning cdp firmware nao hay khong.
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Sau khi ban download firmware mdi, st dung file dugc download dé nang
cap router. Tién trinh nay thay d8i gitta cac router khac nhau, nhung hau hét
cac router cé mot lrang cau hinh nham cho phép ban duyét tim file firmware
mdiva sau dé nang cép router. Ban nén lam theo cac chi tiét cy thé dé nang
cép router dugc cung cap trong tailigu cha router,
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Nang cap firmware router bing cach sif dung trang cau
hinh nang cap cho router.
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Doivéi cac adapter WiFi (va thiét b ngoai vi phan cling khac ma ban thém
vao may tinh), diéu quan trong la phai cap nhat driver cho adapter. Cac nha
san xuét cap nhat driver cho nhiing thiét bi chang han nhu cac adapter WiFi
dé gidi quyét cac su cé va nhitng van dé da gap phai vdi thiét bi va driver ma
no6 dinh kem.

Ban c6 thé download cac ban cap nhat driver (va nhiing driver cho nhiing
phién ban khac clia Windows néu ban khéng cnay Windows XP) tu trang
download cho adapter. Sau khi driver dugc download, ban cé thé cai dat driver
bang cach sl dung tab Device trén hop thoai Properties cho adapter WiFi.
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Kiém tra trang download dé tim xem cé cac ban ning
cap driver nao cho adapter clia ban hay khong
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Cac thudc tinh cho bat ky thigt bi trén may tinh ¢6 thé dude mé béng cach
st dung Windows XP Device Manager. Xem muc 36 dé biét thém théng tin

vé viéc c&p nhat driver cho adapter WiFi.

Gl i

Cdp nl'uﬁi mél driver cé the la cho mél thiet Li chqq l&t l:i tryc tedc. Ha‘q nha
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Gdopier WiFi.
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Mét Idi sa

u cung vé cac ban cap nhat firmware va driver: o mot muic do

nh&t dinh, ban nén tuan theo cau ngan ngii xua: "Néu né khéng bi hong thi
ding slta chta né". Néu router WiFi clia ban hoat dong t6t va ban khéng gap
bat ky sy cd adapter, diing mat céng nang cap firmware cla router hoac

drivercha ad

apter chivi muc dich nang cdp. Mac du nang cap mot router WiFi

cé thé nang cao an ninh va kha nang van hanh, nhung néu ban hai long vai
cac xac lap an ninh va hiéu suat cla router, tai sao phai muc dé lam cho

router trg né

n khéng 6n dinh bang viéc nang cép firmware mdi, dic biét la

firmware beta?
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